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Preface

This volume contains the proceedings of FMOODS 2003, the 6 th IFIP WG 6.1
International Conference on Formal Methods for Open Object-Based Distributed
Systems. The conference was held in Paris, France on November 19-21, 2003.
The event was the sixth meeting of this conference series, which is held roughly
every year and a half, the earlier events having been held in Paris, Canterbury,
Florence, Stanford, and T'wente.

The goal of the FMOQODS series of conferences is to bring together researchers
whose work encompasses three important and related fields:

— formal methods;
— distributed systems;
— object-based technology.

Such a convergence is representative of recent advances in the field of distributed
systems, and provides links between several scientific and technological communi-
ties, as represented by the conferences FORTE/PSTV, CONCUR, and ECOOP.

The objective of FMOOQODS is to provide an integrated forum for the pre-
sentation of research in the above-mentioned fields, and the exchange of ideas
and experiences in the topics concerned with the formal methods support for
open object-based distributed systems. For the call for papers, aspects of inter-
est of the considered systems included, but were not limited to: formal models;
formal techniques for specification, design or analysis; component-based design;
verification, testing and validation; semantics of programming, coordination, or
modeling languages; type systems for programming, coordination or modelling
languages; behavioral typing; multiple viewpoint modelling and consistency be-
tween different models; transformations of models; integration of quality of ser-
vice requirements into formal models; formal models for security; and applica-
tions and experience, carefully described. Work on these aspects of (official and
de facto) standard notations and languages, e.g., the UML, and on component-
based design, was explicitly welcome.

In total 78 abstracts and 63 papers were submitted to this year’s conference,
covering the full range of topics listed above. Out of the submissions, 18 research
papers were selected by the program committee for presentation. We would like
to express our deepest appreciation to the authors of all submitted papers and to
the program committee members and external reviewers who did an outstanding
job in selecting the best papers for presentation.

For the first time, the FMOODS conference was held as a joint event in
federation with the 4th IFIP WG 6.1 International Conference on Distributed
Applications and Interoperable Systems (DAIS 2003). The co-location of the 2003
vintages of the FMOODS and DAIS conferences provided an excellent opportu-
nity to the participants for a wide and comprehensive exchange of ideas within
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the domain of distributed systems and applications. Both FMOODS and DAIS
address this domain, the former with its emphasis on formal approaches, the
latter on practical solutions. Their combination in a single event ensured that
both theoretical foundations and practical issues were presented and discussed.
Also due to the federation of the two conferences, the topics of reconfigurability
and component-based design were particularly emphasized this year, along with
the many open issues related to openness and interoperability of distributed sys-
tems and applications. To further the interaction between the two communities,
participants to the federated event were offered a single registration procedure
and were entitled to choose freely between DAIS and FMOODS sessions. Also,
several invited speakers were explicitly scheduled as joint sessions. As another
novelty, this year’s conference included a two-day tutorial and workshop session,
the latter again explicitly held as a joint event. Details can be found at the
conference website: http://fedconf.enst.fr/.

Special thanks to Michel Riguidel, head of the Networks and Computer Sci-
ence department of ENST. His support made this event happen. We would also
like to thank Lynne Blair who chaired the workshop selection process, and Sylvie
Vignes who chaired the tutorial selection process. We are grateful to David
Chambliss, Andrew Herbert, Bart Jacobs, Bertrand Meyer, and Alan Cameron
Wills for agreeing to present invited talks at the conference.

We thank Jennifer Tenzer for help with running the electronic submission and
conference management system, and the Laboratory for Foundations of Com-
puter Science at the University of Edinburgh for financially supporting this help.
We used CyberChair (http://www.cyberchair.org); we thank Julian Bradfield
for advice on adapting it for our particular needs. As of today, we have also
received sponsorships from CNRS-ARP, GET, EDF, ENST, and INRIA. Other
contributors are also expected. We extend our thanks to all of them.

We thank Laurent Pautet for acting as Local Arrangements Chair and John
Derrick for his work as Publicity Chair. We would also like to thank the FMOODS
Steering Committee members for their advice.

September 2003 Elie Najm
FMOODS 2003 General Chair
Uwe Nestmann

Perdita Stevens
FMOODS 2003 Program Chairs



Organization

General Chair Elie Najm (ENST, France)
Program Chairs Uwe Nestmann (EPFL, Switzerland)
Perdita Stevens (University of Edinburgh, UK)
Tutorial Chair Sylvie Vignes (ENST, France)
Workshop Chair Lynne Blair (Lancaster University, UK)
Local Organization Chair Laurent Pautet (ENST, France)
Publicity Chair John Derrick (University of Kent, UK)

Steering Committee

John Derrick
Roberto Gorrieri
Guy Leduc

Elie Najm

Program Committee

Lynne Blair (UK)

Michele Bugliesi (Italy)

Denis Caromel (France)

John Derrick (UK)

Alessandro Fantechi (Italy)
Kokichi Futatsugi (Japan)

Andy Gordon (UK)

Cosimo Laneve (Italy)

Luigi Logrippo (Canada)

Elie Najm (France)

Erik Poll (The Netherlands)
Arend Rensink (The Netherlands)
Bernhard Rumpe (Germany)
Martin Steffen (Germany)
Carolyn Talcott (USA)

Nalini Venkatasubramanian (USA)



VIII  Organization

Referees

Erika Abraham
Dave Akehurst
Isabelle Attali
Arnaud Bailly
Paolo Baldan
Tomés Barros
Benoit Baudry
Clara Benac Earle
Nick Benton
Kirill Bogdanov
Tommaso Bolognesi
Rabea Boulifa
Julian Bradfield
Sebastien Briais
M. C. Bujorianu
Daniel C. Biinzli
Nadia Busi
Arnaud Contes
Steve Cook

Grit Denker

Vijay D’silva
Juan Guillen Scholten

Sebastian Gutierrez-Nolasco

Ludovic Henrio
Jozef Hooman
Fabrice Huet

Ralf Huuck

Bart Jacobs

Ferhat Khendek
Juliana Kiister Filipe
Marcel Kyas

Giuseppe Lami
Diego Latella
Giuseppe Lipari
Luigi Liquori
Felipe Luna

Eric Madelaine

Tan Mason

Mieke Massink
Nikolay Mihaylov
Shivajit Mohapatra
Rocco Moretti
Kazuki Munakata
Masaki Nakamura
Masahiro Nakano
Kazuhiro Ogata
Martijn Oostdijk
Carla Piazza

Fabio Pittarello
Alberto Pravato
Antonio Ravara
Bernhard Reus
Ant Rowstron
Takahiro Seino
Don Syme
Alexandre Tauveron
Jennifer Tenzer
Lucian Wischik
Jianwen Xiang
Gianluigi Zavattaro
Matthias Zenger



Table of Contents

Invited Talk

Java’s Integral Types in PVS ... o o o 1
Bart Jacobs

Models

Towards Object-Oriented Graphs and Grammars ...................... 16
Ana Paula Lidtke Ferreira and Leila Ribeiro

A Rewriting Based Model for Probabilistic Distributed Object Systems ... 32
Nirman Kumar, Koushik Sen, José Meseguer, and Gul Agha

Engineering the SDL Formal Language Definition ............... ... ... 47
Andreas Prinz and Martin v. Léwis

Logic and Verification

A Syntax-Directed Hoare Logic
for Object-Oriented Programming Concepts .......... ... ... ... ... .... 64
Cees Pierik and Frank S. de Boer

Inheritance of Temporal Logic Properties ........... .. ... ... ... ... ... 79
Heike Wehrheim

Temporal Logic Based Static Analysis for Non-uniform Behaviours ....... 94
Matthias Colin, Xavier Thiriouz, and Marc Pantel

Calculi

The Kell Calculus: Operational Semantics and Type System............. 109
Philippe Bidinger and Jean-Bernard Stefani

A Calculus for Long-Running Transactions .............. . ..., 124
Laura Bocchi, Cosimo Laneve, and Gianluigi Zavattaro

Formal Analysis of Some Timed Security Properties

in Wireless Protocols . ........ . 139
Roberto Gorrieri, Fabio Martinelli, Marinella Petrocchi,
and Anna Vaccarelli



X Table of Contents

Java and .NET

Inductive Pfroof Outlines for Monitors in Java .............. ... .. ... ... 155
Erika Abrahdm, Frank S. de Boer, Willem-Paul de Roever,
and Martin Steffen

Proof Scores in the OTS/CafeOBJ Method . ........................... 170
Kazuhiro Ogata and Kokichi Futatsugi

Managing the Evolution of .NET Programs ........................... 185
Susan Fisenbach, Viladimir Jurisic, and Chris Sadler

UML

On Mobility Extensions of UML Statecharts. A Pragmatic Approach . . ... 199

Diego Latella and Mieke Massink

New Operators for the TURTLE Real-Time UML Profile ............... 214
Christophe Lohr, Ludovic Apvrille, Pierre de Saqui-Sannes,
and Jean-Pierre Courtiat

Checking Consistency in UML Diagrams: Classes and State Machines . ... 229
Holger Rasch and Heike Wehrheim

Composition and Verification

Compositional Verification Using CADP of the ScalAgent
Deployment Protocol for Software Components ....................... 244
Frédéric Tronel, Frédéric Lang, and Hubert Garavel

Verification of Distributed Object-Based Systems ................ ... ... 261
Fernando L. Dotti, Luciana Foss, Leila Ribeiro,
and Osmar M. dos Santos

Design and Verification of Distributed Multi-media Systems ............. 276
David Akehurst, John Derrick, and A. Gill Waters

Author Index ... 293



Java’s Integral Types in PVS

Bart Jacobs

Dep. Comp. Sci., Univ. Nijmegen
P.O. Box 9010, 6500 GL Nijmegen, The Netherlands
bartecs.kun.nl
www.cs.kun.nl/"bart

Abstract. This paper presents an extension of the standard bitvector library of
the theorem prover PVS with multiplication, division and remainder operations,
together with associated results. This extension is needed to give correct seman-
tics to Java’s integral types in program verification. Special emphasis is put on
Java’s widening and narrowing functions in relation to the newly defined opera-
tions on bitvectors.

1 Introduction

Many programmming languages offer different integral types, represented by differ-
ent numbers of bits. In Java, for instance, one has integral types by te (8 bits), short
(16 bits), int (32 bits) and Long (64 bits). Additionally, there is a 16 bit type char for
unicode characters, see [8, §§4.2.1]. It is a usual abstraction in program verification to
disregard these differences and interpret all of these types as the unbounded, mathemat-
ical integers. However, during the last few years both program verification and theorem
proving technology have matured in such a way that more precise representations of
integral types can be used.

An important application area for program verification is Java Card based smart
cards. Within this setting the above mentioned abstraction of integral types is particu-
larly problematic, because of the following reasons.

— Given the limited resources on a smart card, a programmer chooses his/her integral
data types as small as possible, so that potential overflows are a concern (see [6,
Chapter 14]). Since such overflows do not produce exceptions in Java (like in Ada),
a precise semantics is needed.

— Communication between a smart card and a terminal uses a special structured byte
sequence, called an “apdu”, see [6]. As a result, many low-level operations with
bytes occur frequently, such as bitwise negation or masking.

— Unnoticed overflow may form a security risk: imagine you use a short for a se-
quence number in a security protocol, which is incremented with every protocol
run. An overflow then makes you vulnerable to a possible replay attack.

Attention in the theorem proving community has focused mainly on formalising
properties of (IEEE 754) floating-point numbers, see e.g. [4,9, 10, 18]. Such results
are of interest in the worlds of microprocessor construction and scientific computation.
However, there are legitimate concerns about integral types as well. It is argued in [19]

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 1-15, 2003.
(© IFIP International Federation for Information Processing 2003



2 Bart Jacobs

that Java’s integral types are unsafe, because overflow is not detected via exceptions,
and are confusing because of the asymmetric way that conversions work: arguments are
automatically promoted, but results are not automatically “demoted”".

Verification tools like LOOP [3] or Krakatoa [14] use the specification language
JML [12, 13] in order to express the required correctness properties for Java programs.
Similarly, the KeY tool [1] uses UML’s Object Constraint Language (OCL). Program
properties can also be checked statically with the ESC/Java tool [7], but such checking
ignores integral bounds. The theorem prover based approach with the semantics of this
paper will take bounds into account. In [5] (see also [2]) it is proposed that a specifi-
cation language like JML for Java should use the mathematical (unbounded) integers,
for describing the results of programs using bounded integral types, because “develop-
ers are in a different mindset when reading or writing specifications, particularly when
it comes to reasoning about integer arithmetic”. This issue is not resolved yet in the
program specification community — and it will not be settled here.

Instead, this paper describes the bit-level semantics for Java’s integral types devel-
oped for the LOOP tool. As such it contributes both to program verification and to
library development for theorem provers (esp. for PVS [15]). The semantics is based
on PVS’s (standard) bitvector library. This PVS library describes bitvectors of arbitrary
length, given as a parameter, together with functions bv2nat and bv2int for the un-
signed (one’s-complement) and signed (two’s-complement) interpretation of bitvectors.
Associated basic operations are defined, such as addition, subtraction, and concatena-
tion. In this paper, the following items are added to this library.

1. Executable definitions. For instance, the standard library contains “definitions by
specification” of the form:

-(bv: bvec[N]): { bvn: bvec[N] | bv2int(bvn) =
IF bv2int (bv) = minint THEN bv2int (bv)
ELSE - (bv2int(bv)) ENDIF}
* (bvl: bvec[N], bv2: bvec[N]): {bv:bvec[2*N] | bv2nat (bv) =
bv2nat (bvl) * bv2nat (bv2)}

Such definitions? are not so useful for our program verifications, because some-
times we need to actually compute outcomes. Therefore we give executable redefi-
nitions of these operations. Then we can compute, for instance, (4 *b) &0x0F.

2. Similarly, executable definitions are introduced for division and remainder opera-
tions, which are not present in the standard library. We give such definitions both for
unsigned and signed interpretations, following standard hardware realisations via
shifting of registers. The associated results are non-trivial challenges in theorem
proving.

! For a byte (or short) b, the assignmentb = b-b leads to a compile time error: the arguments
of the minus function are first converted implicitly to int, but the result must be converted
explicitly back, asinb = (byte) (b-b).

% Readers familiar with PVS will see that these definitions generate so-called type correctness
conditions (TCCs), requiring that the above sets are non-empty. These TCCs can be proved
via the inverses int2bv and nat2bv of the (bijective) functions bv2int and bv2nat, see
Section 3. The inverses exist because one has bijections, but they are not executable.
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3. Specifically for Java we introduce so-called widening and narrowing, for turning
a bitvector of length IV into one of length 2 x N and back, see [8, §§5.1.2 and
§85.1.3]. When, for example, a byte is added to a short, both arguments are first
“promoted” in Java-speak to integers via widening, and then added. Appropriate
results are proven relating for instance widening and multiplication or division.

We show how our definitions of multiplication, division and remainder satisfy all prop-
erties listed in the Java Language Specification [8, §§15.17.1-3].

In particular we get a good handle on overflow, so that we can prove for the values
minint = 0x80000000 and maxint = 0x7FFFFFFF, the truth of the follow-
ing Java boolean expressions.

minint - 1 == maxint maxint + 1 == minint
minint * -1 == minint maxint * maxint ==
minint / -1 == minint

As a result the familiar cancellation laws for multiplication (a x b =axc = b = ¢,
for a # 0) and for division (Z—IIC’ = %, for a # 0, ¢ # 0) do not hold, since:

minint * -1 == minint * 1 (minint * -1) / (minint * 1) == 1

But these cancellation laws do hold in case there is no overflow. Similarly, we can prove
the crucial property of a mask to turn bytes into nonnegative shorts: for a byte b,

(short) (b & 0XFF) == (b >= 0) ? b : (b + 256)

Two more examples are presented in Section 2.

Integral arithmetic is a very basic topic in computer science (see e.g. [17]). Most the-
orem provers have a standard bitvector library that covers the basics, developed mostly
for hardware verification. But multiplication, division and remainder are typically not
included. The contribution of this paper lies in the logical formalisation of these oper-
ations and their results, and in linking the outcome to Java’s arithmetic, especially to
its widening and narrowing operations. These are the kind of results that “everybody
knows” but are hard to find and easy to get wrong.

Of course, one can ask: why go through all this trouble at bitvector level, and why
not define the integral operations directly on appropriate bounded intervals of the (math-
ematical) integers — like for instance in [16] (for the theorem prover Isabelle)? We have
several reasons.

— Starting at the lowest level of bits gives more assurance. The non-trivial definitions
of the operations that should be used on the bounded intervals appear in our bit-
level approach as results about operations that are defined at a lower level (see the
final results before Subsection 7.1). This is important, because for instance in [16]
it took several iterations (with input from the present approach) to get the correct
formulation for the arithmetically non-standard definitions of division and remainer
for Java.

— Once appropriate higher-level results are obtained about the bit-level representa-
tion, these results can be used for automatic rewriting, without revealing the under-
lying structure. Hence this approach is at least as powerful as the one with bounded
intervals of integers.
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— Certain operations from programming languages (like bitwise conjunction or nega-
tion) are extremely hard to describe without an underlying bit-level semantics.

This paper has a simple structure. It starts by describing simple Java programs with
integral types as motivation. From there it investigates bitvectors. First it explains the
basics of PVS’s standard bitvector library. Then, in Section 5 it describes our defini-
tion of multiplication with associated properties. Division and remainder operations are
more difficult; they are first described in unsigned (one’s-complement) form in Sec-
tion 6, and subsequently in signed (two’s-complement) form in Section 7. Although the
work we have done has been carried out in the language of a specific theorem prover
(namely PVS), we shall use a general, mathematical notation to describe it.

2 Java Examples

The following two programs?® are extremely simple, yet involve some non-trivial se-
mantical issues.

int n() { int s() {
for (byte b = Byte.MIN_VALUE; int n = 0;
b <= Byte.MAX VALUE; b++) { while (-1 << n != 0) {
if (b == 0x90) { n++;
return 1000; }; };
} return n;

} }

Both these programs hang (i.e. loop forever). This can be shown with the LOOP tool,
using the integral semantics described in this paper. The reader may wish to pause a
moment to understand why these programs hang.

The program n on the left hangs because the bound conditionb <= Byte.MAX_-
VALUE is always true: the increment operation wraps around. Further, the value 0x90
is interpreted in Java as an integer, and is thus equal to 9 x 16 = 144, which is outside
the range [—128, 127] used for bytes. Hence the condition of the if-statement is always
false, so that one does not return from the loop in this way.

Within the program s on the right the integral —1 (which is OXxFFFFFFFF) is
repeatedly shifted to the left. However, Java’s leftshift operator << only uses the five
lower-order bits of its second argument, see [8, §§15.19]. These five bits can result in a
shift of at most s> — 1 = 31 positions. This is not enough to turn -1 into 0.

This illustrates that a proper understanding of ranges and bitpositions is needed to
reason about even elementary Java programs.

3 PVS’s Standard Bitvector Library

The distribution of PVS comes with a basic bitvector library*. We sketch some in-
gredients that will be used later. A bit is defined as in PVS as a boolean, but here
we shall equivalently use it as an element of {0,1}. A bitvector of length N is a

3Adaptedfromwww.linux-mag.com/downloads/2003-O3/puzzlers/.
* Developed by Butler, Miner, Carrefio (NASA Langley), Miller, Greve (Rockwell Collins) and
Srivas (SRI International).
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function in bvec(N) &f (below(N) — bit), where below(N) is the N-element set

{0,1,..., N — 1} of natural numbers below N. For instance, the null bitvector is
—
Ai € below (V). 0, which we shall often write as 0, leaving the length N implicit.

Similarly, one can write T for \i € below (V). 1. It should be distinguished from 1 =
i € below(N).if i = 0 then 1 else 0.

The unsigned interpretation of bitvectors is given by the (parametrised) function
bv2nat: bvec(N) — below(2%), defined as:

bv2nat(bv) &f bv2nat-rec(bv, N), where
1 = 1
bv2nat-rec(bv, n) er ) 0 ?fn 0
bv(n — 1) x 2"~ 4 bv2nat-rec(bv,n — 1) if n. > 0

Clearly, bv2nat is bijective. And also: bv2nat(bv) = 0 < bv = 0, bv2nat(bv) =
—
2N —1 & bv= 1,and bv2nat(bv) =1 < bv = 1.
The signed interpretation is given by a similar function bv2int: bvec(N) — {i €

Z| —2N=1 <iAd < 2N71} Ttis defined in terms of the unsigned interpretation:
. 2nat(b if bv2nat(b oN-1
bv2int(by) def bv2nat(bv) if bv n.a (bv) < @
bv2nat(bv) — 2V otherwise.

The condition bv2nat(bv) < 2¥~! means that the most significant bit bv(N — 1) is
0. Therefore, this bit is often called the sign bit, when the signed interpretation is used.
This bv2int function is also bijective.

The PVS bitvector library provides various basic operations and results. For in-
stance, there is an (executable) addition operation + on bitvectors, introduced via a

recursively defined adder. A unary minus operation — is introduced via a specifica-

. . . . . . . . def
tion, as described in the introduction. Binary minus is then defined as: bvy — bvy =

bvi + (—bvs). These operations work for both the unsigned and for the signed interpre-
tation. A typical result is:

bv2int(bvi + bvs)
bv2int(bv1) + bv2int(bvs) if —2V=1 < bv2int(bvy) + bv2int(bvs)
and bv2int(bv;) + bv2int(bvy) < 2V -1

bv2int(bv1) + bv2int(bvy) — 2V if bv2int(bv;) > 0 and bv2int(bvy) > 0
bv2int(bv;) + bv2int(bvy) + 27 otherwise.

The second cases deals with overflow, and the third one with underflow. The library

shows, among other things, that the structure (bvec(N),+, 6), —) is a commutative

group.

Also we shall make frequent use of left and right shift operations. For & € N,

bv(i—k)ifi >k

0 otherwise.

bv(i+k)ifi+k <N

0 otherwise.

Ish(k, bv) = \i € below(N).

rsh(k,bv) = \i € below(N).
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4 Widening and Narrowing

As mentioned in the introduction, Java uses so-called widening and narrowing opera-
tions to move from one integral type to another. These operations can be described in a
parametrised way, as functions:

widen: bvec(N) — bvec(2+ N) and narrow: bvec(2 x N) — bvec(N)
defined as:

by(i) ifi < N

widen(bv) i e below(2 x N). .
bv(N — 1) otherwise

narrow(BYV) &N e below(N). BV(i)

Thus, narrowing simply ignores the first IV bits. The key property of widening is that
the unsigned interpretation is unaffected, in the sense that:

bv2int(widen(bv)) = bv2int(bv)

A theme that will re-appear several times in this paper is that after widening there is no
overflow:

bv2int(widen(bv,) + widen(bvs)) = bv2int(bv,) + bv2int(bvs)

bv2int( — widen(bv)) = —bv2int(bv). ©)

There are similar results about narrowing. First:

narrow(widen(bv)) = bv.

But also:
narrow(BV; + BV,) = narrow(BV;) + narrow(BVz)
narrow(—BV) = —narrow(BYV).

The LOOP tool uses widening and narrowing in the translation of Java’s arithmetical
expressions. For instance, for a byte b and short s, a Java expression

(short) (b + 2*g)
is translated into PVS as:
narrow (widen(widen(b)) + 2% widen(s))

because the arguments are “promoted” in Java to 32 bit integers before addition and
multiplication are applied.

In this way we can explain (and verify in PVS) that forbyte b = -128, one has
inJava: b-1is —129 and (byte) (b-1) is 127.
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S Multiplication

This section describes bitvector multiplication in PVS, following the standard pen-and-
paper approach via repeated shifting and adding. The definition we use works well
under both the unsigned and signed interpretation.

In our parametrised setting, we use a recursive definition for multiplication. For two
bitvectors bvy, bvy : bvec(N) of length N, we define:

def |
bvy % bvy = times-rec(bvy, bvy, N)
where for a natural number n,

times-rec(bvy, bva, n)

0 ifn =0
L vy + Ish(1,times-rec(rsh(1,bv1),bve,n — 1)) if n > 0 and bv1(0) = 1
Ish(1,times-rec(rsh(1, bvy ), bva,n — 1)) ifn>0andbv;(0) =0

Note that in this definition bv; *bvy has the same length as bv; and bv,, unlike the multi-
plication by specification from the standard PVS library (described in the introduction),
which doubles the length.

A crucial result is that (our) multiplication can be expressed simply as iterated ad-
dition, an appropriate number of times.

by % by = iterate(\b € bvec(N). b + bvy, bv2nat(bvs))(0),

where iterate(f, k)(z) is f*)(z) = f(--- f(x)---), i.e. f applied k times to x. This
allows us to prove familiar results, like

0 sxbv=10 bvi #bvg = bvyxbvy 1xbv=">bv (—bvy)*bvy = —(bvy * bva)
bvy * (bvg * bvg) = (bvy * bvs) * bvs bvy * (bvg 4+ bvs) = bvy * bvg + bvy * bvs

They express that (bvec(N), x,1) is a commutative monoid, and that % preserves the
—
group structure (bvec(N), +, 0, —).
As for the interpretation, the following two results are most relevant.

bv2nat(bv;) * bv2nat(bvy) < 2V
= bv2nat(bv; * bvy) = bv2nat(bvy) x bv2nat(bvs)

—2N=1 < bv2int(bvy) * bv2int(bvz) and bv2int(bvy) * bv2int(bvy) < 2N -1
= bv2int(bvy x bva) = bv2int(bvy) * bv2int(bvs).

This means that we have an analogue of (3) for multiplication: after widening there is
no overflow:

bv2int(widen(bvy) x widen(bvs)) = bv2int(bvy) * bv2int(bvs). 4)

This result is very useful in actual calculations (in PVS, about Java programs). For the
general situation, with possible over- or under-flow, we have the following formula that
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slices the (mathematical) integers into appropriate ranges.

Vn € Z. nx 2N — 2N=1 < pv2int(bvy) * bv2int(bva) A
bv2int(bv1) * bv2int(bvs) < n x 2NV 4 2N -1
= bv2int(bv; * bvo) = bv2int(bv1) * bv2int(bvs) — n 2V,

Finally, we have the following two results about multiplication and narrowing.

narrow(BV; x BV3) = narrow(BV;) x narrow(BVs) 5

bvi * bvo = narrow (widen(bvl) * widen(bvz))

This second result follows immediately from the first. It is of interest because it shows
that our multiplication satisfies the following requirement from the Java Language
Specification [8, §515.17.1]:

If an integer multiplication overflows, then the result is the low-order bits of the mathe-
matical product as represented in some sufficiently large two’s-complement format.

The “lower-order bits” result from the narrow in narrow(widen(bv;) * widen(bv,))
in (5)’s second equation, and the “mathematical product” is its argument widen (bvy ) *
widen(bv,), as expressed by (4).

6 Unsigned Division and Remainder

Division and remainder for bitvectors are less straightforward than multiplication. They
are based on the same pen-and-paper principles, but the verifications are more involved.
In this section we describe a standard machine algorithm for the unsigned interpretation,
see e.g. [17, 8.3]. The next section adapts this approach to the signed interpretation, and
shows how it can be used for division in Java.

In the description below we use arbitrary bitvectors dvd, dvs, rem, quot, aux, of a
fixed length N. The abbreviation dvd stands for ‘dividend’, and dvs for ‘divisor’, to be
used in dvd / dvs and dvd % dbvs.

Unsigned division and remainder are defined via first and second projections of a
recursive auxiliary function:

div(dvd, dvs) def mdivrem(dvd, dvs, 6), N)
rem(dvd, dvs) & mdiviem(dvd, dvs, 0, N),

where forn € N,

divrem(dvd, dvs, rem, 0) &ef (dvd, rem)
divrem(dvd, dvs, rem,n + 1) et dvd’ = Ish(1, dvd),
rem’ = Ish(1, rem) with [(0) := dvd(N — 1)]
in if bv2nat(dvs) < bv2nat(rem’)
then divrem(dvd’ with [(0) := 1],
dvs,rem’ — dvs,n — 1)
else divrem(dvd’, dvs, rem’,n — 1).
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The ‘with’ operator is a convenient short-hand for function update: f with [() := a] is
the function g with g(n) = if n = i then a else f(n).

The definition of divrem is quite sneaky and efficient, since it uses very few argu-
ments (or registers in a hardware implementation). The dvd argument is shifted from the
left into rem, and at the same time the quotient result is built up in dvd from the right.
This overloaded use of dvd makes it impossible to formulate an appropriate invariant for
this recursive function. Therefore we introduce an alternative function divrem* without
this overloading, show that diviem* computes the same result as divrem, and formulate
and prove an appropriate invariant for divrem*.

. def
divrem*(aux, dvd, dvs, rem,0) =

(aux, dvd, rem)
divrem*(aux, dvd, dvs, rem,n + 1) &
let aux’ = Ish(1, aux) with [(0) := dvd(N — 1)]
dvd’ = Ish(1, dvd),
rem’ = Ish(1, rem) with [(0) := dvd(N — 1)]
in if bv2nat(dvs) < bv2nat(rem’)
then diviem*(aux’, dvd’ with [(0) := 1], dvs,
(Ai € below(N).if i < N —n+1 ) Cdvsn—1)
then rem’ (i) else 0 ’
else divrem*(aux’, dvd’, dvs, rem’,n — 1).

.8

In this definition the original argument dvd is also shifted into the aux register, so that
it is not lost and can be used for the formulation of the invariant. Also, the subtraction
of dvs from ren?’, if possible, happens only from the relevant, lower part of rem’.

The fact that divrem and divrem* compute the same results is expressed as follows.
Foralln < N,

let dr* = divrem*(aux, dvd, dvs, rem,n),

. i € below(N).ifi <n
dr = divrem(dvd, dvs, ( then rem(i) else 0) )

in midr* = Xi € below(N).if i < nthen dvd(N —n + 1) else aux(i —n) A
Todr®* = mdr N

ngr* = 7r2dr.

Note that for n = N, the third argument of divrem is simply rem, and 71 dr* = dvd. As
a result, division and remainder can also be expressed in terms of divrem*:

div(dvd, dvs) = madivrem*(

N
,dvd,dvs, 0, N)
rem(dvd, dvs) = msdivrem*( 0,N

-
0
5
0,dvd,dvs, 0,N).
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We are now in a position to express the key invariant property. For n < N,

let dvdn = Xi € below(N).if i < nthen dvd(N — n + i) else aux(i — n),
quotn = \i € below(N).if i < N — n then dvd(i) else 0,
remn = \i € below(N).if i < nthen dvd(N — n + i) else rem(i — n),
dr* = divrem*(aux, dvd, dvs, rem,n)
in bv2nat(dvd_n) = 2™ x bv2nat(dvs) * bv2nat(quot_n) + bv2nat(rem_n)
_—
bv2nat(mdr*) = bv2nat(dvs) * bv2nat(mradr*) 4+ bv2nat(msdr*)

The proof of this property is far from trivial. The most interesting case is when n = N.
—

We then have dvd_n = dvd, quot_.n = 0 and rem_n = dvd, so that the antecedent of the

implication = trivially holds. This yields a first success:

bv2nat(dvd) = bv2nat(dvs) * bv2nat(div(dvd, dvs)) + bv2nat(rem(dvd, dvs)).
(6)

It is not hard to prove the expected upperbound for remainder:
bv2nat(dvs) # 0 = bv2nat(rem(dvd, dvs)) < bv2nat(dvs). 7

The restriction to non-null divisors is relevant, because:

—
=1

div(dvd, 0) and rem(dvd, 0) = dvd.

Division and remainder in Java throw an exception when the divisor is null. This be-
haviour is realised in the semantics used by the LOOP tool via a wrapper function
around the bitvector operations that we are describing. But this wrapper is omitted here.

These two results (6) and (7) characterise division and remainder, in the following
sense.

Vq,r € N. bv2nat(dvs) x ¢ + r = bv2nat(dvd) A r < bv2nat(dvs)

8
= ¢ = bv2nat(div(dvd, dvs)) A r = bv2nat(rem(dvd, dvs)). ®

This is, together with (6) and (7), the main result of this section. It allows us to prove
various results about (unsigned) division and remainder, such as:
div(dvd, 1) = dvd and rem(dvd,1) = 0.

And:
bv2nat(div(dvd, dvs)) = 0 <= bv2nat(dvd) < bv2nat(dvs).

7 Signed Division and Remainder

Our aim in this section is first to introduce signed division and remainder operations,
and prove the analogues of (6), (7) and (8). Next we intend to prove the properties that
are listed in the Java Language Specification [8] about division and remainder.
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Before we move from unsigned division and remainder to the signed versions (as
used in Java), we recall that:

5/3=1 5%3=2
5/-3=-1 5% —3=2
-5/3=-1 —5%3=—2
—5/-3=1 —5% —3=—2.

In line with these results, we make the following case distinctions:

dvd / dvs dvd % dvs
&' if bv2int(dvd) > 0 & if bv2int(dvd) > 0

then if bv2int(dvs) > 0 then if bv2int(dvs) > 0
then div(dvd, dvs) then rem(dvd, dvs)
else — div(dvd, —dvs)) else rem(dvd, —dvs))

else if bv2int(dvs) > 0 else if bv2int(dvs) > 0
then — div(—dvd, dvs)) then — rem(—dvd, dvs))
else div(—dvd, —dvs) else — rem(—dvd, —dvs)

Using the properties of unsigned division and remainder we quickly get:

o
N N
dvd/U:{11fbv2|nt(dvd)_O d % T = dvd

1 otherwise.
dvd | 1 = dvd dvd%1=10.

The signed analogue of (7) involves the absolute value function:
bv2int(dvs) # 0 = abs(bv2int(dvd % dvs)) < abs(bv2int(dvs)). )
The analogue of (6) involves an overflow exception:

—(bv2int(dvd) = =2V =1 A bv2int(dvs) = —1)
— 10)
bv2int(dvd) = bv2int(dvs) x bv2int(dvd / dvs) + bv2int(dvd % dvs).

The proof of this property is obtained from (6), applied after the various case distinc-
—

tions. The overflow case — when dvd = minint and dvs = 1 — does not satisfy (10)

because:

bv2int(minint / 1) = —2V-1 bv2int(minint % 1) = 0.

Actually, we can move the bv2int’s in (10) to the outside and remove them (because
bv2int is injective). This yields:

dvd = dvs * (dvd / dvs) + (dvd % dbs). (11)



12 Bart Jacobs

The restriction from (10) disappears in this form — where * is multiplication from Sec-
tion 5, with its own overflow behaviour.

Next we turn to the sign of signed division and remainder. It is most complicated
for division.

—(bv2int(dvd) = —2V~1 A bv2int(dvs) = —1) A bv2int(dvs) # 0
N
(bv2int(dvd/ dvs) > 0 < (bv2int(dvd) > bv2int(dvs) A bv2int(dvs) > 0)
v (bv2int(dvd) < bv2int(dvs) A bv2int(dvs) < 0))
(12)
bv2int(dvd / dvs) = 0 < abs(bv2int(dvd)) < abs(bv2int(dvs)))

bv2int(dvd / dvs) < 0 < (bv2int(dvd) > —bv2int(dvs) A bv2int(dvs) < 0)
V (bv2int(dvd) < —bv2int(dvs) A bv2int(dvs) > ))

E
<

About the sign of the remainder we can only say it is determined by the sign of the
dividend:

bv2int(dvd) > 0 = bv2int(dvd % dvs) > 0 (13)
bv2int(dvd) < 0 = bv2int(dvd % dvs) < 0

The uniqueness of signed division and remainder requires more assumptions than
in the unsigned case (8). It involves for instance the above sign descriptions.

Vq,r € Z. =(bv2int(dvd) = -2V~ A bv2int(dvs) = —1) A
bv2int(dvs) #0 A
(4> 0 (bv2int(dvd) > bv2int(dvs) A bv2int(dvs) > 0)
V (bv2int(dvd) < bv2int(dvs) A bv2int(dvs) < 0)) A
g = 0 < abs(bv2int(dvd)) < abs(bvzint(dvs))) A
q <0< (bv2int(dvd) > —bv2int(dvs) A bv2int(dvs) < 0)
V (bv2int(dvd) < —bv2int(dvs) A bv2int(dvs) > 0)) A (14)
bv2int(dvd) > 0=1r >0) A
bv2int(dvd) <0 =r <0) A
abs(r) < abs(bv2int(dvs)) A
bv2int(dvs) * ¢ + r = bv2int(dvd)
=
q = bv2int(dvd / dvs) A r = bv2int(dvd % dvs).



Java’s Integral Types in PVS 13

As consequence, we obtain the relation between widening and division & remain-
der, following (3) for addition and (4) for multiplication.

—(bv2int(dvd) = —2N =1 A bv2int(dvs) = —1)
= widen(dvd) / widen(dvs) = widen(dvd / dvs) A (15)
widen(dvd) % widen(dvs) = widen(dvd % dvs).

As another consequence we can relate division and remainder for bitvectors to their
mathematical counterparts (for integers). In order to do so we use the floor and frac-
tional functions® from the standard PVS library. For a real , floor(x) is the unique
integer ¢ with ¢ < x < i 4 1. And fractional(z) is then = — floor(z), which is in the
interval [0, 1). The main result is split in two parts. The difference is in the “+1” and
“—1” in the last two lines.

= (bv2int(dvd) = —2V~1 A bv2int(dvs) = —1) A
((bv2int(dvd) = 0 A bv2int(dvs) # 0) vV
(bv2int(dvd) > 0 A bv2int(dvs) > 0) Vv
(bv2int(dvd) < 0 A bv2int(dvs) < 0) V
(bv2int(dvs) # 0 A 3n € Z. bv2int(dvd) = n = bv2int(dvs)) )
= bv2int(dvd / dvs) = floor(bv2int(dvd) / bv2int(dvs)) A

bv2int(dvd % dvs) = bv2int(dvs) * fractional(bv2int(dvd) / bv2int(dvs)).

((bv2int(dvd) > 0 A bv2int(dvs) < 0) v
(bv2int(dvd) < 0 A bv2int(dvs) > 0) ) A
—dn € Z.bv2int(dvd) = n * bv2int(dvs))
= bv2int(dvd / dvs) = floor(bv2int(dvd) / bv2int(dvs)) +1 A
bv2int(dvd % dvs) =bv2int(dvs) * (fractional(bv2int(dvd) / bv2int(dvs)) — 1).

Such results are used as definitions in [16].
7.1 Division in Java
We start with a quote from the Java Language Specification [8, §§15.17.2].

Integer division rounds toward 0. That is, the quotient produced for operands n and d
that are integers after binary numeric promotion (§5.6.2) is an integer value g whose
magnitude is as large as possible while satisfying |d * ¢| < |n|; moreover, g is positive
when and n and d have the same sign, but ¢ is negative when and n and d have opposite
signs. There is one special case that does not satisfy this rule: if the dividend is the
negative integer of largest possible magnitude for its type, and the divisor is -1, then
integer overflow occurs and the result is equal to the dividend. Despite the overflow,
no exception is thrown in this case. On the other hand, if the value of the divisor in an
integer division is 0, then an ArithmeticException is thrown.

5 Developed by Paul Miner.
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We check that all these properties hold for our signed division and remainder operations
defined on bitvectors in PVS. The first property stating that the quotient is ... as large
as possible ...” is formalised (and proven) as:

Vq: Z. bv2int(dvs) # 0 A abs(bv2int(dvs) * ¢) < abs(bv2int(dvd))
= abs(q) < abs(bv2int(dvd / dvs)).

The sign of the quotient has already been described in (12). And the “...one special
case ...” in this quote refers to the assumption in (10).

7.2 Remainder in Java

The relevant quote [8, §§15.17.3] says:

The remainder operation for operands that are integers after binary numeric promotion
(85.6.2) produces a result value such that (a/b) * b+ (a%b) is equal to a. This identity
holds even in the special case that the dividend is the negative integer of largest possible
magnitude for its type and the divisor is -1 (the remainder is 0). It follows from this
rule that the result of the remainder operation can be negative only if the dividend is
negative, and can be positive only if the dividend is positive; moreover, the magnitude
of the result is always less than the magnitude of the divisor. If the value of the divisor
for an integer remainder operator is 0, then an ArithmeticException is thrown.

The identity “(a/b) b+ (a%b) is equal to a” in this quote holds as (11), indeed without
the restriction that occurs in (10). The statement about the sign of the remainder is stated
in (13), and about its magnitude in (9).

We conclude that all properties of division and remainder required in the Java Lan-
guage Specification hold for our formalisation in PVS.

8 Conclusions

This paper formalises the details of multiplication, division and remainder operations
for bitvectors in the higher order logic of the theorem prover PVS, and makes precise
which properties that this formalisation satisfies. This is typical theorem prover work,
involving many subtle details and case distinctions (which humans easily get wrong).
The main application area is Java program verification. Therefore, the relation between
the newly defined bitvector operations and Java’s widening and narrowing functions
gets much attention.

The theories underlying this paper have recently been included (by Sam Owre) in
the bitvector library of PVS version 3.0 (and upwards). Also, the bitvector semantics is
now heavily used for verifying specific Java programs, see for instance [11].
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Abstract. This work aims to extend the algebraical approach to graph
transformation to model object-oriented systems structures and compu-
tations. A graph grammar based formal framework for object-oriented
system modeling is presented, incorporating both the static aspects of
system modeling and the dynamic aspects of computation of object-
oriented programs.

1 Introduction

Graphs are a very natural way of describing complex situations on an intu-
itive level. Graph-based formal description techniques are, for that reason, eas-
ily used by non-specialists on formal methods. Graph transformation rules can
be brought into those descriptions in order to enrich them with a dynamical
behaviour, by modeling the evolution of the structures represented as graphs.

The algebraic approach to graph grammars has been presented for the first
time in [5] in order to generalize Chomsky grammars from strings to graphs. That
approach is currently known as double-pushout approach, because derivations are
based on two pushout constructions in the category of graphs and total graph
morphisms. The single-pushout approach, on the other hand, has derivations
characterized as a pushout construction in the category of graphs and partial
graph morphisms. As presented in [4], [9] and [12], this approach is particularly
adequate to model parallelism and distribution.

Graph grammars are appealing as a specification formalism because they are
formal, they are based on simple yet powerful concepts to describe behaviour,
they have a nice graphical layout which helps the understanding (even by non-
specialists in formal methods) of a specification. Since graph grammars also
provide a model of computation [7], they can serve as the basis for specifications
which can be executed on a computer.

Different kinds of graph grammars have been proposed in the literature [11,
10,9,7,1], aiming the solution of different problems. However, those focusing
on object-oriented systems specification [3,8] do not present a treatment on
inheritance and polymorphism, which make object-oriented systems analysis and
testing so difficult.

The use of the object-oriented paradigm has increased over the past years,
becoming perhaps the most popular paradigm of system development in use

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 16-31, 2003.
© IFIP International Federation for Information Processing 2003
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nowadays. The growing use of Java as a language to support Internet applications
has also contributed to this popularity. Object-based systems have a number
of advantages over traditional ones, such as ease of specification, code reuse,
modular development and implementation independence. However, they also
present difficulties, derived from the very same features that allow the mentioned
advantages.

The most distinguished features of object-oriented systems are inheritance
and polymorphism, which make them considerably different from other systems
in both their architecture and model of execution. It should be expected that
formalisms for the specification of object-oriented architectures or programs re-
flect these particularities, otherwise the use of such formalisms will neglect key
concepts that have a major influence in their organization. According to [6], a
specification language for object-oriented conceptual modeling must at least in-
clude constructs for specifying primitive objects, particularizations of predefined
objects, inheritance relationships between objects and aggregation of objects
in order to define more complex objects. We also believe that the concepts of
polymorphism and dynamic binding are essential if we intend to model static
and dynamic aspects of object-oriented systems. So, in order to correctly model
object-oriented systems, the key concepts related to it must be present within
the formalism used.

This work aims to extend the algebraical approach to graph transformations
to model object-oriented systems structures and computations. More accurately,
the single pushout approach in the category of typed hypergraphs and partial
typed hypergraph morphisms will be adapted to fit more adequately the object-
oriented approach to software development. We will also show how the structures
developed along the text are compatible with the notion of specification and
computation within the object-oriented paradigm.

This paper is organized as follows: Section 2 presents a number of special
kinds of (hyper)graphs, from where the main concepts of objects, attributes,
methods and inheritance are developed. Section 3 presents the fundamental no-
tions of object-oriented graph productions, grammars and derivations. Some ex-
amples of productions and its consequences on graph derivations are portrayed.
Finally, Section 4 presents some conclusions from the work presented here.

2 Object-Oriented Graphs

The general definition of graphs is specialized to deal with the object-oriented
aspects of program specification. This specialization is meant to reflect more
precisely the underlying structure of the object-oriented paradigm, and so im-
prove the compactness and understandability of specifications. Object-oriented
systems consist of instances of previously defined classes (or objects!) which have
an internal structure defined by attributes and communicate among themselves

1 Object-based and class-based models are actually equivalent in terms of what they
can represent and compute [13], so we will use the more commonly used class-based
approach.
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solely through message passing, so that approach underlies the structure of the
graphs used to model those systems. Such structures are called object-model
graphs and their formal definition is given next.

Definition 1 (Object-model graph). An object-model graph M is a labelled
hypergraph (Vaq, Eaq, La, srep, tara, labag) where Vg is a finite set of ver-
tices, Ex 18 a finite set of hyperarcs, Ly = {attr, msg} is the set of hyperarcs
labels, srcaq,tarpg : Epq — Vi3 are the hyperarcs source and target functions,
labag : Eng — Lag is the hyperarcs labelling function and, for all e € Eaq, the
following holds:

— if labp(e) = attr then srcaq(e) € Vg and taraq(e) € Vi, and
— if labap(e) = msg then srep(e) € Vi and tarpa(e) € Vg

Sets {e € Enp | labpm(e) = attr} and {e € Eaq | labp(e) = msg} are denoted by
Ert|attr and Epqlmsg, Tespectively.

Object-model graphs can also be viewed as a definition of the classes belong-
ing to a system, where each node is a class identifier, hyperarcs departing from it
correspond to its internal attributes, and messages addressed to it consist on the
services it provides to the exterior (i.e., its methods). Notice that the restrictions
put to the structure of the hyperarcs assure, as expected, that messages target
and attributes belong to a single object.

A key feature of the object-oriented paradigm is the notion of inheritance.
Inheritance is the construction which permits an object to be specialized from
a pre-existing one. The newly created object carries all the functionality from
its primitive object. This relation induces a hierarchical relationship among the
objects from a system, which can be viewed as a set of trees (single inheritance)
or as an acyclic graph (multiple inheritance). Both structures can be formally
characterized as strict order relations, as follows.

Definition 2 (Strict order relation). A binary relation R C A x A is said a
strict order relation if and only if it has the following properties:

1. if (a,a’) € R then a # o (R has no reflexive pairs);

2. if (a,a1), (a1,a2), ..., (an-1,0n), (an,a’) € R, n >0, then (a’,a) ¢ R (R has
no cycles);

3. for any a,d’,a" € A, if (a,d’),(a,a"”) € R then o’ = a” (R is a function).

Definition 3 (Type hierarchy). Let M = (Vaq, Eaq, L, sTCp, tar pq, labag)
be an object-model graph. A type hierarchy over M is a tuple Hap = (M, isa,
redef), where isa C Vi x Vaq and redef C Exq x Exq are strict order relations®
holding the following properties:

1. for each (e,e’) € redef, labp(e) = labp(e') = msg,
2. for each (e,e’) € redef, sreap(e) = srea(e’),

2 For any binary relation r C A x A, 7 will denote its transitive closure and r* will
denote its reflexive and transitive closure.
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3. for each (e,€’) € redef, (tarm(e),tarp(e')) € isa™, and
4. for each (€,e),(e",e) € redef, if ¢’ #¢€" then (tar(e'), tar(e")) ¢ isa* and
(tar(e"”), tar(e’)) ¢ isa*

The purpose of the relation isa is to establish an inheritance relation between
objects. Notice that only single inheritance is allowed, since both isa and redef
are required to be functions. Function redef establishes which methods will be
redefined within the derived object, by mapping them. The restrictions applied
to function redef ensure that methods are redefined consistently, i.e., only two
message arcs can be mapped (1), their parameters are the same (2), the method
being redefined is located somewhere (strictly) above in the type hierarchy (un-
der isa™) (3), and only the closest message with respect to relations isa and
redef can be redefined (4).

Notice that the requirement concerning the acyclicity and the non reflexivity
on isa and rede f is consistent with the definition of classes in the object-oriented
paradigm. A class is created as a specialization of at most one other class (single
inheritance), which must exist prior to the creation of the new class.

Remark 1. Since type hierarchies are algebraic structures, operations over them
can be defined. Composition (done with or without identification of elements on
the structures being composed) plays an important role, since it corresponds to
system composition. Although composition is an extremely relevant feature for
system development, it is beyond the scope of this article.

Definition 4 (Hierarchy compatible strings). Given a type hierarchy

M = (M, isa,redef), two node strings u,v € Vi, are hierarchy compatible if
and only if |u| = |v| and (u;,v;) € isa*, i =1,...,|u|l. If u and v are hierarchy
compatible we write u Xy v.

The definition of hierarchy compatible strings extends the relation i¢sa* to
strings, which must have the same length, and the corresponding elements must
be connected within that relation. It is easy to see that both isa™ and o~y are
partial order relations.

Ezample 1. Fig. 1 presents a (naive) type hierarchy for geometric shapes and
figures. The nodes in the graph denote objects (shape, round, circle, ellipse,
Figure, Drawing, Color and Integer), while object attributes and messages are
represented by hyperarcs. The inheritance relation isa is represented by dotted
arrows and the redefinition function redef is represented by solid thin ones.

Definition 5 (Hierarchical graph). A hierarchical graph G™ is a tuple (G, t,
Ha), where Hay = (M, isa,redef) is a type hierarchy, G 1is a hypergraph,
and t is a pair of total functions (tv : Vo — Vi, tg : Eg — Em) such that
(ty o sreq) ocp (srepm o tg), and (ty o targ) ocu (tarap o tg).

Hierarchical graphs are hypergraphs typed over an object-model graph which
carries a hierarchical relation among its nodes. Notice that the typing morphism
is slightly different from the traditional one [12]: a hierarchical graph arc can
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Fig. 1. Type hierarchy for geometric figures
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Fig. 2. Example of a hierarchical graph

be incident to any string of nodes which is hierarchy compatible to the one
connected to its typing edge. This definition reflects the idea that an object can
use any attribute one of its primitive classes have, since it was inherited when
the class was specialized.

Ezample 2. Fig. 2 shows a hierarchical graph typed over the type hierarchy
portrayed in Fig. 1. The typing morphism is revealed by the names between
brackets. Notice that an ellipse has no attribute directly connected to it in the
object-model graph. However, since an ellipse is a specialized shape, it inherits
all its attributes.

Notice that all attributes belonging to the hierarchical graph on Fig. 2 are
allowed by Definition 5. The referred graph has three edges, namely is (typed as
consists), coord (typed as pos), and shade (typed as color). For coord we have
(the same can be done to the other two):

(ty o sre)(coord) = ellipse 3y shape = (srep o tg)
(ty o tar)(coord) = Integer Integer xy Integer Integer = (tarap otpg)

Remark 2. For all diagrams presented in the rest of this text, —-arrows denote
total morphisms whereas —-arrows denote arbitrary morphisms (possibly par-
tial). For a partial function f, dom(f) represents its domain of definition, f?
and f! denote the corresponding domain inclusion and domain restriction. Each
morphism f within category SetP can be factorized into components f? and g!.
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Definition 6 (Hierarchical graph morphism). Let Gt = (G1,t1, Hpm) and
G = (Ga,ta, Hat) be two hierarchical graphs typed over the same type hierarchy
Ha. A hierarchical graph morphism h : G7t — GJt between G and GJt, is a
pair of partial functions h = (hy : Vg, — Vg,,hg : Eq, — Eg,) such that the
diagram (in SetP)

ld{attr,msg}

{attr, msg} {attr, msg}

labMOtlEI IlabMoth

Ea, <" 4 dom(hp) 2~ Eg,

sreay ,targll lsraGQ,tarGQ

* \4 *
Vé, Vé,

commutes, for all elements v € dom(hy), (tay o hv)(v) X3 t1y (v), and for all
elements e € dom(hg), ((tagohg)(e),t1g(e)) € redef*. If (tagohr)(e) = tig(e)
for all elements e € dom(hg), the morphism is said to be strict.

A graph morphism is a mapping which preserves hyperarcs origins and tar-
gets. Ordinary typed graph morphisms, however, cannot describe correctly mor-
phisms on object-oriented systems because the existing inheritance relation
among objects causes that manipulations defined for objects of a certain kind
are valid to all objects derived from it. So, an object can be viewed as not being
uniquely typed, but having a type set (the set of all types it is connected via
isa*).

The meaning of the connection of two elements xz --+ y by the relation
isa is the usual: in any place that an object of type y is expected, an object
of type® = can appear, since an object of type z is also an object of type y.
A hierarchical graph morphism reflects this situation, since two nodes can be
identified by the morphism as long as they are connected in the reflexive and
transitive closure of isa within the type hierarchy. Similarly, two arcs can be
identified by a hierarchical graph morphism if their types are related by the
method redefinition relation. Since attribute arcs are only related (under rede f*)
to themselves, two of them can only be identified if they have the same type
in the underlying object-model graph. A message, however, can be identified
with any other message which redefines it. The reason for this will be clear in
Section 3.

It should be noticed that the arity of methods is preserved by the morphism,
since two hyperarcs can only be mapped if they have the same number of pa-
rameters with compatible types.

3 The word type is used here in a less strict sense than it is used in programming
language design texts. Although the literature makes a difference on subtyping and
inheritance relationships between objects [2], such differentiation will not be made
here, since this work is being done in an upper level of abstraction. It is hoped that
this will not cause any confusion to the reader.
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Lemma 1. Hierarchical graph morphisms are closed under composition.

Proof. Hierarchical graph morphisms are componentwise composable. Given two
hierarchical graph morphisms f = (fv, fg) : G7* — G and h = (hyv,hg) :
Gt — G¥, the compound morphism ho f = (hy o fy,hgo fg) : GJt* — G¥
exists, since morphisms on SetP are composable.

Additionally, for all elements v € dom(fv), (t2v o fv)(v) x3 t1y(v), and for all
elements v € dom(hy), (t3y © hy)(v) i toy-(v) (f and g are both hierarchical
graph morphisms). Then, for all v1 € Vg, (t2v © fv)(v1) X t1y(v1), and for
all fv(v1) € Vg, (tzv o hy o fyv)(v1) xp (t2y © fy)(v1). Since oy is transitive,
(tsy ohyo fy)(v1) xp tiy (v1). Thus, ho f is a hierarchical graph morphism. 0O

Lemma 2. Composition of hierarchical graph morphisms is associative.

Proof. Composition of hierarchical graph morphisms is done componentwise,
and each of the components are functions. Since composition of partial functions
and the transitivity of binary relations are associative, so is the composition of
hierarchical graph morphisms. a

Proposition 1 (Category GraphP(Haq)). There is a category GraphP
(Ham) which has hierarchical graphs over a type hierarchy Haq as objects and
hierarchical graph morphisms as arrows.

Proof. Lemma 1 proves that the composition of two hierarchical graph mor-
phisms is a hierarchical graph morphism. Lemma 2 states that composition of
hierarchical graph morphisms is associative.

The identity morphism for a given hierarchical graph G is the trivial mor-
phism idg = (idy,idg) : G — G, where for any vertex v € Vg, idgy (v) = v,
and for any edge e € Eg, idgg(e) = e. So, given any hierarchical graph mor-
phism h = (hy,hg) : GIt — G, for any vertex v € Vi, (hy oidg,y)(v) =
hy (idg,, (v)) = hy(v) = idg,y (hv(v)) = (idg,y, © hv)(v). Similarly, for any
edge e € Eg,, (hp oida, p)(e) = hp(ide, g(e)) = hp(e) = ida,p(he(e)) =
(idG2E °© hE)(e)

The existence of identity, composition, and associativity of composition
proves that GraphP(H ) is a category. a

Since GraphP(H ) is a category, the existence of categorical constructs
within it can be investigated. However, the general definition of hierarchical
graphs must be narrowed to correctly represent object-oriented systems. To
achieve this goal, some additional functions and structures will be defined next.

Definition 7 (Attribute set function). Given a hierarchical graph (G,t,
Ha), where (M, isa,redef) is a type hierarchy, let the attribute set function
attrg : Vg — 286 return for each vertex v € Vg the set {e € Eg | srcg(e) =
v Alabp(t(e)) = attr}.

The extended attribute set function, attrj, : Va4 — 2EM  returns for each
verter v € Vg the set {e € Enp | labp(e) = attrAsreap(e) = v A(v,v") € isa*}.
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The attribute set function and the extended attribute set function will help
define some other functions, relations and structures along this text. Basically,
for any vertex v of a hierarchical graph, the attribute set function returns the set
of all attribute arcs having v as their source. Similarly, given a type hierarchy,
and a vertex v of its object-model graph, the extended attribute set function
returns the set of all attribute arcs whose source is v or any other vertex to
which v connected via i¢sa™.

Definition 8 (Message set function). Given a hierarchical graph (G, t, H ),
where (M, isa,redef) is a type hierarchy, let the message set function msgq :
Vo — 2E¢ returns for each vertex v € Vi the set {e € Eq | targ(e) = v A
labpm(tg(e)) = msg}.

The extended message set function, msgj, : Vo — 2EM returns for each
vertex v € Vg the set {€ € En|msg | taram(e) =0 A (v,0") € isa* AV(e/ #e) €
Ep|msg((v, tar(e)) € isa*, (tar(e’),v') € isa™ — (€', e) ¢ redef*)}.

The message set function returns all messages an object within an hierarchi-
cal hypergraph is currently receiving, while the extended message set function
returns all messages an object of a specific type may receive. Notice that message
redefinition within objects, expressed by the relation redef* on the type hierar-
chy, must be taken into account, since the redefinition of a class method implies
that only the redefined method can be seen within the scope of a specialized
class.

For any hierarchical graph (G,t, Haq) there is a total function ¢} : 2F¢ —
2EMm which can be viewed as the extension of the typing function to edge (or
node) sets. The function ¢}, when applied to a set E € 2E¢ | returns the set
{tg(e) € Emle € E} € 2EM. Notation t5|msg and t%|ater Will be used to denote
the application of ¢}, to sets containing exclusively message and attribute (re-
spectively) hyperarcs. Now, given the functions already defined, we can present
a definition of the kind of graph which represents an object-oriented system.

Definition 9 (Object-oriented graph). Let Haq be a type hierarchy. A hi-
erarchical hypergraph (G,t,Ha) is an object-oriented graph if and only if all
squares in the diagram (in Set)

msg attr
2Fc iV ©— 9Fc
t*EmSgI tvl Itglattr
msg’y attr’y
2B M Vo ~ > 9Bm

commute. If, for each v € Vg, the function ty|aw:(attra(v)) is injective, G™ is
said a strict object-oriented graph. If t%|ar(attra(v)) is also surjective, G™ is
called a complete object-oriented graph.

It is important to realize what sort of message is allowed to target a ver-
tex on an object-oriented graph. The left square on the diagram presented in
Definition 9 ensures that an object can only have a message edge targeting it
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if that message is typed over one of those returned by the extended message
set function. It means that the only messages allowed are the least ones in the
redefinition chain to which the typing message belongs. This is compatible with
the notion of dynamic binding, since the method actually called by any object is
determined by the actual object present at a certain point of the computation.

Object-oriented graphs can also be strict or complete. Strict graphs require
that nodes do not possess two arcs typed as the same element on the underlying
object-model graph. The requirement concerned the injectivity of ¢}, guarantees
that there will be no such exceeding attribute connected to any vertex. For
an object-oriented graph to be complete, however, it is also necessary that all
attributes defined on all levels along the type hierarchy (via relation isa*) are
present. The definition of a complete object-oriented graph is coherent with the
notion of inheritance within object-oriented framework, since an object inherits
all attributes, and exactly those, from its primitive classes.

Object-oriented systems are often composed by a large number of objects,
which can receive messages from other objects (including themselves) and react
to the messages received. Object-oriented graphs also may have as many objects
as desired, since the number and type of attributes (arcs) in each object (vertex)
is limited, but the number and type of vertices in the graph representing the
system is restricted only by the typing morphism.

Object-oriented graphs are just a special kind of hierarchical hypergraphs. It
can be proved the existence of a subcategory of GraphP(H ), OOGraphP
(Hm), which has object-oriented graphs as objects and hierarchical graph mor-
phisms as arrows.

3 Object-Oriented Graph Grammars

Complete object-oriented graphs (Definition 9) can model an object-oriented
system. However, in order to capture the system evolution through time, we
need a graph grammar formalism to be introduced.

A graph production, or simply a rule, specifies how a system configuration
may change. A rule has a left-hand side and a right-hand side, which are both
strict object-oriented graphs, and a hierarchical graph morphism to determine
what should be altered. Intuitively, a system configuration change occurs in the
following way: all items belonging to the left-hand side must be present at the
current state to allow the rule to be applied; all items mapped from the left
to the right-hand side (via the graph morphism) will be preserved; all items
not mapped will be deleted from the current state; and all items present in the
right-hand side but not in the left-hand side will be added to the current state
to obtain the next one.

Rule restrictions may vary, depending on what is intended for them to repre-
sent /implement. Unrestricted rules give rise to a very powerful system in terms
of representation capabilities, but they also lead to many undecidable problems.
Restrictions are needed not just to make interesting problems decidable (which
is important per se) but also to reflect restrictions presented in the real system
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we are modeling. All rule restrictions presented in this text are object-oriented
programming principles, as described next.

First of all, no object may have its type altered nor can any two different
elements be identified by the rule morphism. This is accomplished by requiring
the rule morphism to be injective on nodes and arcs (different elements cannot
be merged by the rule application), and the mapping on nodes to be invertible
(object types are not modified).

The left-hand side of a rule is required to contain exactly one element of type
message, and this particular message must be deleted by the rule application,
i.e., each rule represents an object reaction to a message which is consumed in the
process. This demand poses no restriction, since systems may have many rules
specifying reactions to the same type of message (non-determinism) and many
rules can be applied in parallel if their triggers are present at an actual state
and the referred rules are not in conflict [4]. Systems’ concurrent capabilities are
so expressed by the grammar rules, which can be applied concurrently (accord-
ingly to the graph grammar semantics), so one object can treat any number of
messages at the same time.

Additionally, only one object having attributes will be allowed on the left-
hand side of a rule, along with the requirement that this same object must be
the target of the above cited message. This restriction implements the principle
of information hiding, which states that the internal configuration (implemen-
tation) of an object can only be visible, and therefore accessed, by itself.

Finally, although message attributes can be deleted (so they can have their
value altered?), a corresponding attribute must be added to the rule’s right-hand
side, in order to prevent an object from gaining or losing attributes along the
computation. Notice that this is a rule restriction, for if a vertex is deleted,
its incident edges will also be deleted. This situation will be explored next, as
different kinds of rules are defined.

Definition 10 (Basic object-oriented rule). A basic object-oriented rule
is a tuple (L™, 7, R™) where L' = (L,tr, Ham) and R™ = (R,tr,Hr) are
strict object-oriented graphs and r = (rv,rg) : L' — R™ is a hierarchical graph
morphism holding the following properties:

— ry is injective and invertible, rg is injective,

— {v € Vile € EL,srcp(e) = v,labpm(tr(e)) = attr} is a singleton, whose
unique element is called attribute vertex,

— {e € Epllabpm(tr(e)) = msg} is a singleton, whose unique element is called
left-side message, having as target object the attribute vertez,

— the left-side message does not belong to the domain of v, and

— for all v € Vi, there is a bijection b : {e € Er|srcp(e) = v,labm(tr(e)) =
attr} < {e € Eg|srcr(e) = rv(v), labpm(tr(e)) = attr}, such that tgob = tr,
and ty ob~1l =tp.

4 Graphs can be enriched with algebras in order to deal with sorts, values and opera-
tions. Although we do not develop these concepts here, they can easily be added to
this framework.
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Different kinds of rules can be defined based on basic object-oriented rules.
We define three of them: strict object-oriented rules (Definition 11) do not al-
low for object creation of deletion; object-oriented rules with creation (Defini-
tion 12) allow the creation of new objects; and general object-oriented rules
(Definition 13) permit both creation and deletion operations.

Definition 11 (Strict object-oriented rule). A strict object-oriented rule is
a basic object-oriented rule (L™, r, R™) where the hierarchical graph morphism
r = (ry,rg) is such that ry is total and surjective.

A strict object-oriented rule presents only the restrictions connected to the
object-oriented programming paradigm, along with restrictions to assure that
no object is ever created or deleted along the computation. This goal is achieved
by requiring a bijection between the vertex sets.

Definition 12 (Object-oriented rule with object creation). An object-
oriented rule with object creation is a basic object-oriented rule (L™, r, R™)
where ry is total, and for all v € Vg, if v ¢ im(ry) the diagram

msgr attrpr

2Pn Vi 2Pn
tEmSgI tVl itz‘lattr
msg’y attr’,
9Em L Vg s 9Bm

commutes and ty, is a bijection.

Object-oriented rules with object creation differ from strict object-oriented
rules in two aspects: ry is not necessarily surjective, so new vertices can be
added by the rule, and all created vertices must have exactly the attributes
defined along its type hierarchy.

Definition 13 (General object-oriented rule). A general object-oriented
rule is a object-oriented rule with object creation (L™, r, R™) where dom(ry) =
Vi or dom(ry) = Vi \{attribute vertex}.

General object-oriented rules allow object deletion. Notice, however, that an
object can only delete itself.

Different types of rules give rise to different possible computations. The more
restrictive the rules, the more easier becomes to derive properties from system
computations. Verification of computational power of rules is, however, beyond
the scope of this paper.

Definition 14 (Object-oriented match). Given a strict object-oriented
graph G™ and an object-oriented rule (L™, r, R™), an object-oriented match be-
tween L™ and G™ is a hierarchical graph morphism m = (my,mg) : L' — G™
such that my is total, mpg is total and injective, and for any two elements

a,b € L, if m(a) = m(b) then either a,b € dom(r) or a,b ¢ dom(r).
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The role of a match is to detect a situation when a rule can be applied. It
occurs whenever a rule’s left-hand side is present somewhere within the system
graph. Notice that distinct vertices can be identified by the matching morphism.
This is sensible, since an object can point to itself through one of its attributes, or
pass itself as a message parameter to another object. However, it would make no
sense to identify different attributes or messages, so the edge component of the
matching morphism is required to be injective. Additionally, preserved elements
cannot be identified with deleted elements.

The purpose of method redefinition is to take advantage of the polymorphism
concept through the mechanism known as dynamic binding. Dynamic binding is
usually implemented in object-oriented languages by a function pointer virtual
table, from which it is decided which method should be called at that execution
point. This decision is modelled in our work by a retyping message function.

Definition 15 (Retyping function ret). Let Hyy = (M, isa,redef) be a
type hierarchy and let G = (G,t,Ha) be a hierarchical graph. The retyping
function, when applied over a message hyperedge m € Eg, i.e., (labpotg)(m) =
msg, and over a node v € Vg such that (tv (v), (tv o targ)(m)) € isa*, returns
a hyperedge m' where srcg(m’) = sreg(m), targ(m') = v e tg(m') = e €
(msgiqotv)(v), such that (e,tg(m)) € redef*.

It can be shown that the retyping function is well defined (i.e., the set
(msgi, o tv)(v) is always a singleton). It can also be shown that the message
passed to the function is retyped as the least type within the redefinition chain
(with respect relation redef*) to which that message belongs.

A derivation step, or simply a derivation, will represent a discrete system
change in time, i.e., a rule application over an actual system specified as a graph.

Definition 16 (Object-oriented derivation). Given a strict object-oriented
graph G = (G, tq, Har), an object-oriented rule ((L,tr, Ha), 7, (R, tr, Ha)),
and an object-oriented match m : L™ — G™, their object-oriented derivation
can be computed in two steps:

1. Construct the pushout of 7 : L — R and m : L — G in GraphP, (H,r' :
G— H,m':R— H) [4];

2. construct the strict object-oriented graph H™ = (H,tgr, Ha) where, for each
v € Vi, tr(v) = glbisa-(r' " (0) Um/ ™ (v)), for each e € Ey|apir, tr(e) =
glbmdef*(r’fl(e)Um’fl(e)), for each e € Eff|msg, tr(e) =ta(e) if r'(z) =€
for some x € Eq, or ty(e) = ret(m'” ' (e), tary(e)) if m'(z) = e for some
r € Fg.

The tuple (H™ r'.m’) is then the resulting derivation of rule v at match m.

An object-oriented derivation collapses the elements identified simultaneously
by the rule and by the match. Element typing, needed to transform the resulting
hypergraph into an object-oriented graph is done by getting the greatest lower
bound (with respect the partial order relations isa* and redef*) of the elements
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mapped by morphisms m’ and 7’ to the same element. The basic object-oriented
rule restriction concerning object types (which cannot be altered by the rule)
assures that it always exist. Messages, however, need some extra care. Since
graph L presents a single message, which is deleted by the rule application, a
message on H comes from either G or R. If it comes from G, which is an object-
oriented graph itself, no retyping is needed. However, if it comes from R, in order
to assure that H is also an object-oriented graph, it must be retyped according
to the type of the element it is targeting on the graph H.

m SomeFigure [Figure] r | SomeFigure [Figure]
lhas [consists] | ‘has [consists]
SomeShape [shape] SomeShape [shapel 4—@
m l lm’ \
E—» MyDrawing [Drawing] r MyDrawing [Drawing] /
lhas [consists] ; ‘has [consists] L
MyEllipse [ellipse] MyEllipse [ellipse] 4—@

Fig. 3. Dynamic binding as message retyping

Figure 3 shows a situation where the need for a message retyping is made
clear. As usual, the typing morphism is shown between brackets. Rule r portrays
a common situation: the action resulting from a method calling is the calling of
another method from one of the object’s attributes. Here, a figure is drawn by
making its constituent shape be drawn. However, since the rule’s left-hand side is
matched to a drawing which has an ellipse as constituent, and since the method
Draw is redefined within that level, the resulting message cannot be typed as a
shape Draw, but as an ellipse Draw (indicated by the only explicit arrow from R
to H). Notice that m' is still a hierarchical graph morphism (although it is not
strict). Hence, message retyping is the construction that implements dynamic
binding on the computational process.

It can be shown that the an object-oriented derivation is a pushout structure
in the category OOGraphP (H /).

Given the graph structures presented earlier and the rules to be applied to
them, some interesting properties can be demonstrated. Closure properties are
especially interesting, such as the ones expressed by the theorems below.

Theorem 1. The class of complete object-oriented graphs is closed under object-
oriented derivation using strict object-oriented rules.

Proof. (sketch) Let G™ be a complete object-oriented graph, (L*,r, R™) be a
strict object-oriented rule and (L*,m,G™) be an object-oriented match, and
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(L* r',m') the resulting derivation of rule r at match m. Being ry is a total
bijection, for any v € Vi, t1,(v) = tr(ry (v)) holds. Since m is a hierarchical graph
morphism, for any vertex v € dom(ry) Ndom(my ), (tgomy (v),trory (v))isa®,
and so tg o i, omy (v) = tg omy, o Ty (v) = tg o my(v). So, Vi is isomorphic
to Vg.

Now, let b be the bijection existing between the attribute edges from Ay C
E; and Ar C FEg defined as the last basic object-oriented rule restriction in
Definition 10. Notice b is defined over all attribute edges of both graphs L and
R. The match m between the rule’s left-side and graph G is total on vertices and
arcs, and injective on arcs, and by the characteristics of the pushout construction,
function m’ is also total and injective on arcs. Notice that all edges from G are
either belonging to the image of mp (the mapped edges) or not (the context
edges). Since the context edges are mapped unchanged to the graph H (and so
there is a natural bijection between them), it must exist a bijection B : E¢ < Eg
which implies the existence of the trivial bijection 28 : 2F¢ — 2F1 and since
the sets Vg and Vg are equal (up to isomorphism), it can be concluded that H"*
is a complete object-oriented graph. a

Theorem 2. The class of complete object-oriented graphs is closed under object-
oriented derivation using object-oriented rules with object creation.

Proof. (sketch) The same reasoning applied to the proof of Theorem 1 can be
used to show that, in this case, Vi is isomorphic to a subset of V. The additional
vertices of Vi are those created by the rule application (i.e., those isomorphic to
the set {v € Vg | v ¢ im(rv)}). But since all v ¢ im(ry) is required to behave
like a complete object-oriented graph when considered alone, so its inclusion on
H will assure, along with Theorem 1, that it is also a complete object-oriented
graph. a

Theorem 3. The class of complete object-oriented graphs is not closed under
object-oriented derivation using general object-oriented rules.

Proof. (sketch) This theorem can be easily proven by a counterexample, since the
deletion of a node causes the deletion on any of its incident arcs. The resulting
graph will not be a complete object-oriented graph anymore. a

Theorem 3 describes a situation known as deletion in unknown contexts. This
situation is very common in distributed systems, where the deletion of an object
causes a number of dangling pointers to occur in the system as a whole. So, rules
that allow object deletion can be used to find this kind of undesirable situations
within a specification.

An interesting side effect derived from the use of rules that allow object
deletion is that any dangling pointer would cause a edge cease to exist. In this
case, any rule which takes that particular edge into consideration can no longer
be applied (for no match can be found for that rule). When modeling system
execution, this situation leads to the prevention of an execution runtime error,
which would occur if an attempt to access an object which is no longer there is
made.
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Definition 17 (Object-oriented graph grammar). An object-oriented
graph grammar is a tuple (I"t, P", H ) where I is a complete object-oriented
graph, P™ is a finite set of object-oriented rules, and Haq is a type hierarchy.

Graph I™ portrays the initial system configuration. The system can evolve
through the application of the productions in the grammar. All possible system
future configurations are given by the set {G™ | It =* G™}.

4 Conclusions

This work presented a first step towards a very high level and intuitive for-
mal framework compatible with the main principles of object-oriented specifica-
tion and programming. More specifically it presents, in terms of object-oriented
graphs and morphisms, a way of defining classes, which can be primitive or
specialized from others (though the isa relationship) together with a graph
transformation-based model of computation compatible with polymorphism and
dynamic binding, which are fundamental in the object-oriented programming
model of execution.

A significant advantage to the use of a formal framework for object-oriented
system specification is in the ability to apply rigorous inference rules so as to
allow reasoning with the specifications and deriving conclusions on their prop-
erties. Fixing the sort of rules to be used within a graph grammar, properties
regarding the computational model can be derived. Being this a formal frame-
work, the semantics of operations (such as system and grammar composition)
can also be derived.

Graph grammars are well suited for system specification, and object-oriented
graph grammars, as presented in this text, fill the need for the key features of
object-oriented systems be incorporated into a formal framework.

References

1. Marc Andries, Gregor Engels, Annegret Habel, Berthold Hoffmann, Hans-Jorg Kre-
owski, Sabine Kuske, Detlef Plump, Andy Schurr, and Gabriele Taentzer. Graph
transformation for specification and programming. Science of Computer Program-
ming, 34:1-54, 1999.

2. W. R. Cook, W. L. Hill, and P. S. Canning. Inheritance is not subtyping. In
POPL’90 - 17th Annual ACM Symposium on Principles of Programming Lan-
guages. Kluwer Academic Publishers, 1990.

3. Fernando Luis Dotti and Leila Ribeiro. Specification of mobile code using graph
grammars. In Formal Methods for Open Object-Based Distributed Systems IV.
Kluwer Academic Publishers, 2000.

4. H. Ehrig, R. Heckel, M. Korff, M. Léwe, L. Ribeiro, A. Wagner, and A. Corradini.
Algebraic approaches to graph transformation. part ii: single pushout approach
and comparison with double pushout approach. In G. Rozemberg, editor, Hand-
book of Graph Grammars and Computing by Graph Transformation, volume 1 —
Foundations, chapter 4, pages 247-312. World Scientific, Singapore, 1996.



10.

11.

12.

13.

Towards Object-Oriented Graphs and Grammars 31

H. Ehrig, M. Pfender, and H. J. Schneider. Graph grammars: an algebraic ap-
proach. In 14th Annual IEEE Symposium on Switching and Automata Theory,
pages 167-180, 1973.

J. L. Fiadeiro, C. Sernadas, T. Maibaum, and G. Saake. Proof-theoretic seman-
tics of object-oriented specification constructs. In W. Kent, R. Meersman, and
S. Khosla, editors, Object-Oriented Databases: Analysis, Design and Construction,
pages 243-284. North-Holland, 1991.

Annegret Habel. Hyperedge Replacement: Grammars and Languages, volume 643
of Lecture Notes in Computer Science. Springer-Verlag, Berlin, 1992.

Aline Brum Loreto, Leila Ribeiro, and Laira Vieira Toscani. Decodability and
tractability of a problem in object-based graph grammars. In 17th IFIP World
Computer Congress - Theoretical Computer Science, Montreal, 2002. Kluwer.

. Michael Léwe. Extended Algebraic Graph Transformation. PhD thesis, Technischen

Universitat Berlin, Berlin, Feb 1991.

Ugo Montanari, Marco Pistore, and Francesca Rossi. Modeling concurrent, mobile
and coordinated systems via graph transformations. In H. Ehrig, H-J. Kreowski,
U. Montanari, and G. Rozemberg, editors, Handbook of Graph Grammars and
Computing by Graph Transformation, volume 3 — Concurrency, Parallelism and
Distribution, chapter 4. World Scientific, 2000.

George A. Papadopoulos. Concurrent object-oriented programming using term
graph rewriting techniques. Information and Software Technology, (38):539-547,
1996.

Leila Ribeiro. Parallel Composition and Unfolding Semantics of Graph Grammars.
Phd thesis, Technische Universitat Berlin, Berlin, June 1996. 202p.

David Ungar, Craig Chambers, Bay-Wei Chang, and Urs Hélzle. Organizing pro-
grams without classes. Lisp and Symbolic Computation, 3(4), 1991.



A Rewriting Based Model
for Probabilistic Distributed Object Systems

Nirman Kumar, Koushik Sen, José Meseguer, and Gul Agha

Department of Computer Science
University of Illinois at Urbana-Champaign
{nkumar5,ksen,meseguer,agha}@cs.uiuc.edu

Abstract. Concurrent and distributed systems have traditionally been
modelled using nondeterministic transitions over configurations. The
nondeterminism provides an abstraction over scheduling, network delays,
failures and randomization. However a probabilistic model can capture
these sources of nondeterminism more precisely and enable statistical
analysis, simulations and reasoning. We have developed a general seman-
tic framework for probabilistic systems using probabilistic rewriting. Our
framework also allows nondeterminism in the system. In this paper, we
briefly describe the framework and its application to concurrent object
based systems such as actors. We also identify a sufficiently expressive
fragment of the general framework and describe its implementation. The
concepts are illustrated by a simple client-server example.

Keywords: Rewrite theory, probability, actors, Maude, nondetermin-
ism.

1 Introduction

A number of factors, such as processor scheduling and network delays, failures,
and explicit randomization, generally result in nondeterministic execution in
concurrent and distributed systems. A well known consequence of such non-
determinism is an exponential number of possible interactions which in turn
makes it difficult to reason rigorously about concurrent systems. For example,
it is infeasible to use techniques such as model checking to verify any large-scale
distributed systems. In fact, some distributed systems may not even have a finite
state model: in particular, networked embedded systems involving continuously
changing parameters such as time, temperature or available battery power are
infinite state.

We believe that a large class of concurrent systems may become amenable
to a rigorous analysis if we are able to quantify some of the probabilities of
transitions. For example, network delays can be represented by variables from
a probabilistic distribution that depends on some function of the system state.
Similarly, available battery power, failure rates, etc., may also have a proba-
bilistic behavior. A probabilistic model can capture the statistical regularities in
such systems and enable us to make probabilistic guarantees about its behavior.
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We have developed a model based on rewriting logic [11] where the rewrite
rules are enriched with probability information. Note that rewriting logic pro-
vides a natural model for object-based systems [12]. The local computation of
each object is modelled by rewrite rules for that object and one can reason about
the global properties that result from the interaction between objects: such inter-
actions may be asynchronous as in actors, or synchronous as in the 7-calculus. In
[9] we show how several well known models of probabilistic and nondeterministic
systems can be expressed as special cases of probabilistic rewrite theories. We
also propose a temporal logic to express properties of interest in probabilistic
systems. In this paper we show how probabilistic object systems can be modelled
in our framework. Our probabilistic rewriting model is illustrated using a client-
server example. The example also shows how nondeterminism, for which we do
not have the probability distributions, is represented naturally in our model.
Nondeterminism is eventually removed by the system adversary and converted
into probabilities in order to define a probability space over computation paths.

The Actor model of computation [1] is widely used to model and reason
about object-based distributed systems. Actors have previously been modelled
as rewrite theories [12]. Probabilistic rewrite theories can be used to model and
reason about actor systems where actors may fail and messages may be dropped
or delayed and the associated probability distributions are known (see Section 3).

The rest of this paper is organized as follows. Section 2 provides some back-
ground material on membership equational logic [13] and rewriting [11] as well as
probability theory. Section 3 starts by giving an intuitive understanding of how
a step of computation occurs in a probabilistic rewrite theory. We then introduce
an example to motivate the modelling power of our framework and formalize the
various concepts. In Section 4 we define an important subclass of probabilistic
rewrite theories, and in Section 5, we describe its Maude implementation. The
final section discusses some directions for future research.

2 Background and Notation

A membership equational theory [13] is a pair (X, E), with X' a signature con-
sisting of a set K of kinds, for each k € K a set Sy of sorts, a set of operator
declarations of the form f : ky...k, — k, with k, k1,...,k, € K and with F a
set of conditional X-equations and X-memberships of the form

(VZ)t=t <ug =01 Ao Aty =Vp AWL 81 A ... AWy : S
(V?)t:scul:vl/\.../\un:vn/\wl:sl/\.../\wm:sm

The 7 denote variables in the terms t,t',u;,v; and w; above. A membership
w : s with w a X-term of kind k£ and s € S), asserts that w has sort s. Terms
that do not have a sort are considered error terms. This allows membership
equational theories to specify partial functions within a total framework. A X-
algebra B consists of a K-indexed family of sets X = { By, }rex, together with

1. for each f: k1 ...k, — k in X a function fp: B, X ... x By, — B
2. for each k € K and each s € Sj, a subset B, C By.
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We denote the algebra of terms of a membership equational theory by T’s;. The
models of a membership equational theory (X, FE) are those X-algebras that
satisfy the equations E. The inference rules of membership equational logic are
sound and complete [13]. Any membership equational theory (X, E) has an ini-
tial algebra of terms denoted Tz, p which, using the inference rules of member-
ship equational logic and assuming X unambiguous [13], is defined as a quotient
of the term algebra T's; by

oet=pt & EFMWD)t=¢
eftl=p €Ty/ps & EF(V))t:s

In [2] the usual results about equational simplification, confluence, termination,
and sort-decreasingness are extended in a natural way to membership equational
theories . Under those assumptions a membership equational theory can be exe-
cuted by equational simplification using the equations from left to right, perhaps
modulo some structural (e.g. associativity, commutativity and identity) axioms
A. We denote the algebra of terms simplified by equations and structural axioms
as Ts; pua and the isomorphic algebra of equivalence classes modulo axioms A,
of equationally simplified terms by Cany; g/ 4. The notation [t]4 represents the
equivalence class of a term ¢ fully simplified by the equations.

In a standard rewrite theory [11], transitions in a system are described by
labelled rewrite rules of the form

L:t(7) — t'(2) if C(T)

Intuitively, a rule of this form specifies a pattern t(?) such that if some fragment
of the system’s state matches that pattern and satisfies the condition C, then
a local transition of that state fragment, changing into the pattern ¢’ (7) can
take place. In a probabilistic rewrite rule we add probability information to such
rules. Specifically, our proposed probabilistic rules are of the form,

L:t(7) — (2, ) if C(T) with probability w( ).

In the above, the set of variables in the left-hand side term #(2') is 7', while some
new variables 3/ may be present in the term # (', %) on the right-hand side.
Of course it is not necessary that all of the variables in @ occur in ¢/ (7, 7).
The rule will match a state fragment if there is a substitution 6 for the variables
7 that makes 6(t) equal to that state fragment and the condition §(C) is true.
Because the right-hand side ¢/ (7, 7) may have new variables 7, the next state is
not uniquely determined: it depends on the choice of an additional substitution p
for the variables 7 The choice of p is made according to the probability function
m(0), where 7 is not a fixed probability function, but a family of functions: one
for each match @ of the variables .

The Maude system [4, 5] provides an execution environment for membership
equational and rewrite theories. The Full Maude [6] library built on top of the
Core Maude environment allows users to specify object oriented modules in a
convenient syntax. Several examples in [12, 5] show specifications of object based
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systems in Maude. The code for our example in Section 3 is written in the syntax
of Maude 2.0 [5].

To succinctly define probabilistic rewrite theories, we use a few basic notions
from axiomatic probability theory. A o-algebra on a set X is a collection F of
subsets of X, containing X itself and closed under complementation and finite
or countably infinite unions. For example the power set P(X) of a set X is a
o-algebra on X. The elements of a o-algebra are called events. We denote by
Bg the smallest o-algebra on R containing the sets (—oo, z] for all z € R. We
also remind the reader that a probability space is a triple (X, F,7) with F a
o-algebra on X and 7 a probability measure function, defined on the o-algebra
F which evaluates to 1 on X and distributes by addition over finite or countably
infinite union of disjoint events. For a given g-algebra F on X, we denote by
PFun(X,F) the set

{7 | (X,F,m) is a probability space}

Definition 1 (F-Cover). For a o-algebra F on X, an F-cover is a function
a: X = F, such that Vx € X z € a(z).

Let m be a probability measure function defined on a o-algebra F on X, and
suppose « is an F-cover. Then notice that 7 o @ naturally defines a function
from X to [0,1]. Thus, for example, for X = R and F = Bg, we can define «
to be the function that maps the real number = to the set (—oo,z]. With X a
finite set and F = P(X), the power set of X, it is natural to define « to be the
function that maps x € X to the singleton {z}.

3 Probabilistic Rewrite Theories

A probabilistic rewrite theory has an interleaving execution semantics. A step of
computation changes a term [u]4 to [v]4 by the application of a single rewrite
rule on some subterm of the given canonical term [u]4. Recall the form of a
probabilistic rewrite rule as described in the previous section. Firstly, all con-
text, rule, substitution (for the variables ?) triples arising from possible ap-
plications of rewrite rules (see definition 6) to [u]4 are computed. One of them
([Cla, 7, [0]4) (for the justification of the A subscript see definitions 2, 3 and 5) is
chosen nondeterministically. This step essentially represents the nondeterminism
in the system. After that has been done, a particular substitution [p]4 is chosen
probabilistically for the new variables § and [p]a along with [0] 4, is applied to
the term ¢/(7’,3/) and placed inside the context C to obtain the term [v]4. The
choice of the new substitution [p]4 is from the set of possible substitutions for
7. The probabilities are defined as a function of [0] 4. This gives the framework
great expressive power. Our framework can model both nondeterminism and
probability in the system. Next we describe our example, model it as an object
based rewrite theory and indicate how the rewrite rules model the probabilities
and nondeterminism.

A Client-Server Example. Our example is a situation where a client is send-
ing computational jobs to servers across a network. There are two servers S; and
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pmod QOS-MODEL is

vars L N m1 mo: Nat.

vars Cl Sr Nw: Oid.

var i: Bit.

vars C Q: Configuration.

var M: Msg.

op - + _: Oid Nat — Msg.

class Client |sent:Nat, svci:Nat, svea:Nat.

class Network |soup:Configuration.

class Server  |queue:Configuration.

ops H Nt S1 S2: — Oid.

ops acqi acqz: — Msg.

prl [req]:(Cl:Client|sent: N, svcyi:mi, svea:ma)(Nw: Network|soup:C)=
(Cl: Client|sent:(N + 1), svciima, svea:ma)(Nw: Network|soup:C (Sr + L)).

cprl [acq]:(Cl:Client|sver:my, sveg:ma) (Nw:Network|soup:M C)=
(Cliclient|svei:my + (4, M, 1), svea:ma + 6(¢, M, 2)) (Nw:Network|soup:C)
if acq(M).

prl [deliver]:(Nw:Network|soup:(Sr <— L) C)(Sr:Server|queue:Q)=-
(Nw:Network|soup:C)(Sr:Server|queue:Q M).

prl [process]:(Sr:Server|queue:(Sr < L) Q)(Nw:Network|soup:C) =
(Sr:Server|queue:Q) (Nw:Network|soup:C M).

endpm

Fig. 1. A client-server example.

Ss. S7 is computationally more powerful than Ss, but the network connectivity
to S is better (more reliable) than that to S; and packets to S; may be dropped
without being delivered, more frequently than packets to S3. The servers may
also drop requests if the load increases beyond a certain threshold. The compu-
tationally more powerful server S; drops packets with a lower probability than
S5. We would like to reason about a good randomized policy for the client. The
question here is: which server is it better to send packets to, so that a larger
fraction of packets are processed rather than dropped? Four objects model the
system. One of them, the client, sends packets to the two server objects deciding
probabilistically before each send which server to send the packet to. The other
object models a network, which can either transmit the packets correctly, drop
them or deliver them out of order. The remaining two objects are server objects
which either drop a request or process it and send an acknowledgement mes-
sage. The relevant fragment of code specifying the example is given in Figure
1. The client object named H maintains the total number of requests sent in a
variable sent and those which were successfully processed by servers Si, S in
variables svc; and svcy respectively. Notice that for example in sveq @ mq the my
is the value of the variable named svc;. An example term representing a possible
system state is

(H : Client | sent : 3, svey : 1, sveg : 0) ( Nt : Network | soup : (S1 + 10) )
(S1 : Server | queue : nil ) { S : Server | queue : (S2 < 5) )
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The term above of sort Configuration (collection of objects and messages)
represents a multiset of objects combined with an empty syntax (juxtaposition)
multiset union operator that is declared associative and commutative. The client
has sent 3 requests in total, out of which one has already been serviced by Si,
one is yet to be delivered and one request is yet pending at the server S5. The
numbers 10 and 5 represent the measure of the loads in the respective requests.

We discuss the rules labelled req and acq. Henceforward we refer to a rule by
its label. Though not shown in Figure 1, a probabilistic rewrite theory associates
some functions with the rules, defining the probabilities. The rule req models
the client sending a request to one of the servers by putting a message into the
network object’s variable soup. The rule involves two new variables Sr and L
on the right-hand side. St is the name of the server to which the request is sent
and L is the message load. A probability function mpeq(Cl, N, my, mz, Nw,C)
associated with the rule req (see definition 4) will decide the distribution of
the new variables St and L, and thus the randomized policy of the client. For
example, it can assign higher probability values to substitutions with Sr = S,
if it finds that m; > mg; this would model a heuristic policy which sends more
work to the server which is performing better. In this way the probabilities
can depend on the values of my, ma (and thus the state of the system). In the
rule labelled acq there is only one new variable ¢ on the right-hand side. That
variable can only assume two values 0,1 with nonzero probability. 0 means a
message drop, so that §(0,M,1) = 6(0,M,2) = 0, while if ¢ = 1 then the
appropriate svc variable is incremented. The distribution of 7 as decided by the
function mgeg(..., M) could depend on M, effectively modelling the network
connectivity. The network drops messages more frequently for M = acq; (an
acq message from server Sp) than it does for M = acq,. Having the distribution
of new variables depend on the substitution gives us the ability to model general
distributions. The associativity and commutativity attribute of the juxtaposition
operator for the sort Configuration essentially allows nondeterminism in the
order of message delivery by the network (since it chooses a message to process,
from the associative commutative soup of messages) and the order of messages
processed by the servers.

The more frequently the rewrite rules for the network object are applied
(which allow it to process the messages in it soup), the more frequently the
acq messages will be delivered. Likewise, the more frequently the rewrite rules
for a particular server are applied, the more quickly will it process its messages.
Thus, during a computation the values mq, mo, which determine the client’s ran-
domized policy, will actually depend not only on the probability that a server
correctly processes the packets and the network correctly delivers requests and
acknowledgments, but also on how frequently the appropriate rewrite rules are
applied. However, the exact frequency of application depends on the nonde-
terministic choices made. We can now see how the nondeterminism effectively
influences the probabilities in the system. As explained later, the nondetermin-
ism is removed (converted into probabilities) by what is called an adversary of
the system. In essence the adversary is like a scheduler which determines the
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rate of progress of each component. The choice of adversary is important for
the behavior of the system. For example, we may assume a fair adversary that
chooses between its nondeterministic choices equally frequently. At an intuitive
level this would mean that the different parts of the system compute at the
same rate. Thus, it must be understood that the model defined by a probabilis-
tic rewrite theory is parameterized on the adversary. The system modeler must
define the adversary based on an understanding of how frequently different ob-
jects in the system advance. Model checking of probabilistic systems quantifies
over adversaries, whereas a simulation has to fix an adversary.
We now define our framework formally.

Definition 2 (E/A-Canonical Ground Substitution). An E/A-canonical
ground substitution is a substitution 0 : T - Ts: BuA-

Intuitively an E/A-canonical ground substitution represents a substitution of
ground terms from the term algebra T’z for variables of the corresponding sorts,
so that all of the terms have already been reduced as much as possible by the
equations F and the structural axioms A. For example the substitution 10 x 2 to
a variable of sort Nat is not a canonical ground substitution, but a substitution
of 20 for the same variable is a canonical ground substitution.

Definition 3 (A-Equivalent Substitution). Two E/A-canonical ground sub-
stitution 0,p : T — Ts pua are A-equivalent if and only if Vo € T [0(x)]a =

[p(z)] a-

We use CanGSubstE/A(7) to denote the set of all F/A-canonical ground
substitutions for the set of variables Z. It is easy to see that the rela-
tion of A-equivalence as defined above is an equivalence relation on the set
CanGSubstE/A(?). When the set of variables Z is understood, we use [f]4 to
denote the equivalence class containing ¢ € CanGSubstg 4 (7).

Definition 4 (Probabilistic Rewrite Theory). A probabilistic rewrite the-
ory is a 4-tuple R = (X, FEUA, R, ), with (¥, EU A, R) a rewrite theory with
the rules r € R of the form

1:4(Z) = (2, Y) if O(T)
where

o 7 is the set of variables in t.

° 7 is the set of variables in t' that are not in t. Thus t' might have variables
coming from the set 7 U 7 but it is not necessary that all variables in 7
occur in t'.

e C is a condition of the form (\;u; = vj) A (N, wk : s) , that is, C is a
conjunction of equations and memberships;

and w 1s a function assigning to each rewrite rule r € R a function

m : [C] — PFun(C’anGSubstE/A(7),}"r)
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where [C] = {[u]a € C’anGSubstE/A(?) | EUAF u(C)} is the set of EJA-
canonical substitutions for @ satisfying the condition C, and F, is a o-algebra
on CanGSubstE/A(ﬁ). We denote a rule v together with its associated function
-, by the notation

1:t(7) = t'(Z,%) if C(T) with probability m, (')

We denote the class of probabilistic rewrite theories by PRwTh . Notice the
following points in the definition

1. Rewrite rules may have new variables 7 on the right-hand side.

2. The condition C (7) on the right-hand side depends only on the variables
7 occurring in the term t(77) on the left-hand side.

3. The condition C(7') is simply a conjunction of equations and memberships
(but no rewrites).

4. ﬂr(?) specifies, for each substitution @ for the variables 7, the probability
of choosing a substitution p for the 7 In the next section we explain how
this is done.

3.1 Semantics of Probabilistic Rewrite Theories
Let R = (¥, EU A, R, m) be a probabilistic rewrite theory such that:

1. FE is confluent, terminating and sort-decreasing modulo A [2].
2. the rules R are coherent with £ modulo A [4].

We also assume a choice for each rule r of an F,.-cover a,. : CanGSubstE/A(ﬁ) —
Fr. This F.-cover will be used to assign probabilities to rewrite steps. Its choice
will depend on the particular problem under consideration.

Definition 5 (Context). A context C is a X-term with a single occurrence of
a single variable, ®, called the hole. Two contexts C and C' are A-equivalent if
and only if AF (Vo) C=C".

Notice that the relation of A-equivalence for contexts as defined above, is an
equivalence relation on the set of contexts. We use [C]4 for the equivalence class
containing context C. For example the term

® { Nt : Network | soup : (S1 + 10) )
(S1 : Server | queue : nil ) ( Sa : Server | queue : (S2 < 5) )

is a context.

Definition 6 (R/A-Matches). Given [u]a € Canyg g/a, its R/A-matches are
triples ([Cla,r,[0]4), where if r € R is a rule

1:t(7) = t'(Z,7) if C(T) with probability m, (')

then [0]a € [C], that is [0]a satisfies condition C' and [u]ls = [C(® <+ 6(t))]a,
50 [u]a is the same as 0 applied to the term t(@) and placed in the context.
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Consider the canonical-term

(H : Client | sent : 3, svey : 1, sveg : 0) ( Nt : Network | soup : (S1 + 10) )
(S1 : Server | queue : nil ) { Sa : Server | queue : (S2 < 5) )

Looking at the code in Figure 1, one of the R/A-matches for the equivalence
class of the above term is the triple ([C]a,req,[0]4) such that

C = ® ( Nt : Network | soup : (S1 + 10) )
(S1 : Server | queue : nil ) { Sa : Server | queue : (S2 < 5) )

and @ is such that
6(Cl) = H,0(N) =3,0(m1) =1,0(mz) =0.

Definition 7 (E/A-Canonical One-Step R-Rewrite). An E/A-canonical
one-step R-rewrite is a labelled transition of the form,

Cla,r,[0]a,
[U]A ([ ]A []A [p]A) [U]A

where

1- [u] 4, [v]a € Cang g/a
2. ([Cla,r,[0]a) is an R/A-match of [u]a
% pla e CanGSubstE/A(ﬁ)

vla = [CO « ¢(O(F), p(J)]a, where {6, p}|z = 0 and {0, p}|5 = p.

We associate the probability 7, (a,.(p)) with this transition. We can now see why
the F, cover «, was needed. The nondeterminism associated with the choice of
the R/A-match must be removed in order to associate a probability space over
the space of computations (which are infinite sequences of canonical one step R-
rewrites). The nondeterminism is removed by what is called an adversary of the
system, which defines a probability distribution over the set of R/A-matches. In
[9] a probability space is associated over the set of computation paths. To do this,
an adversary for the system is fixed. We have also shown in [9] that probabilistic
rewrite theories have great expressive power. They can express various known
models of probabilistic systems like Continuous Time Markov Chains [8], Markov
Decision Processes [10] and even Generalized Semi Markov Processes [7]. We
also propose a temporal logic, to express properties of interest in probabilistic
systems. The details can be found in [9].

Probabilistic rewrite theories can be used to model probabilistic actor sys-
tems [1]. Actors, which are inherently asynchronous, can be modelled natu-
rally using object based rewriting. In probabilistic actor systems we may be
interested in modelling message delay distributions among other probabilis-
tic entities. However because time acts as a global synchronization parame-
ter the natural encoding using objects, computing by their own rewrite rules
is insufficient. The technique of delayed messages helps us to correctly encode
time in actors. Actor failures and message drops can also be encoded. Due to
space constraints we do not indicate our encoding in this paper. The file at
http://maude.cs.uiuc.edu/pmaude/at.maude presents our technique.

A special subclass of PRwTh , called finitary probabilistic rewrite theories,
while fairly general, are easier to implement. We describe them below.
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4 Finitary Probabilistic Rewrite Theories

Observe that there are two kinds of nondeterministic choice involved in rewriting.
First, the selection of the rule and second, the exact substitution-context pair.
Instead of having to think of nondeterminism from both these sources, it is easier
to think in terms of rewrite rules with same left-hand side term as representing
the computation of some part of the system, say an object, and thus representing
one nondeterministic choice. Of course the substitution and context also have to
be chosen to fix a nondeterministic choice. After nondeterministically selecting a
rewrite rule, instantiated with a given substitution in a given context, different
probabilistic choices arise for different right-hand sides of rules having the same
left-hand side as that of the chosen rule, and which can apply in the chosen
context with the chosen substitution. To assign probabilities, we assign rate
functions to rules with the same left-hand side and normalize them. The rates,
which depend on the chosen substitution, correspond to the frequency with which
the RHS’s are selected. Moreover, not having new variables on the right-hand
sides of rules makes the implementation much simpler. Such theories are called
finitary probabilistic rewrite theories. We define them formally below.
Definition 8 (Finitary Probabilistic Rewrite Theory). A finitary prob-
abilistic rewrite theory is a 4-tuple Ry = (X, EU A, R,v), with (¥, EU A, R) a
rewrite theory and v : R — TE,E/A,PosRat(X) a function associating to each
rewrite rule in R a term v(r) € T, 5/a PosRat (X), with some variables from the
set X, and of sort PosRat, where PosRat is a sort in (X, E U A) corresponding
to the positive rationals. The term ~(r) represents the rate function associated
with rule r € R. If [ : t(@) — ¢/(7) if C(Z') is a rule in R involving variables
?, then v maps the rule to a term of the form 'yr(7) possibly involving some
of the variables in 7. We then use the notation

1:t(2) = () if C(Z) | rate 4.(T) ]

for the «y-annotated rule. Notice that ¢’ does not have any new variables. Thus,
all variables in ¢’ are also variables in ¢. Furthermore, we require that all rules
labelled by [ have the same left-hand side and are of the form

Lt — t) if Cy [ rate ., (T)]
(1)
L:t =t if C,[rate,, (Z)]
where
1. @ = foars(t) 2 Ui<icn foars(t;) U fvars(C;), that is the terms ¢; and the
conditions C; do not have any variables other than ?, the set of variables
in t.
2. C; is of the form (/\j Ui = i5) A (N, Wik : sik) , that is, condition C; is a
conjunction of equations and memberships'.

! The requirement fvars(C;) C fvars(t) can be relaxed by allowing new variables in
C; to be introduced in “matching equations” in the sense of [4]. Then these new
variables can also appear in t}.
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We denote the class of finitary probabilistic rewrite theories by FPRTh.

4.1 Semantics of Finitary Probabilistic Rewrite Theories

Given a finitary probabilistic rewrite theory Ry = (X, E U A, R,7), we can
express it as a probabilistic rewrite theory R}, by defining a map Fr : Ry — RY,
with R} = (X*,E*UA R, w*) and (X, FEUA) C (X*, E*UA), in the following
way. We encode each group of rules in R with label [ of the form 1 above by a
single probabilistic rewrite rule?

HZ) = proj(i, ¢ (T), ...t (7)) if CL(T) or ...or Cp(T) = true
with probability m, (')

in R*. Corresponding to each such rule, we add to X'® the sort [1 : n], with con-
stants 1,...,n :— [1 : n], and the projection operator proj : [1:n] k... k — k.
We also add to E® the equations proj(i,ty,...,t,) =t; for each i € {1,...,n}.
Note that the only new variable on the righthand side is ¢, and therefore
CanGSubstg (i) = {1,...,n}. We consider the o-algebra P({1,...,n}) on
{1,...,n}. Then 7, is a function

w1 [C] = PPun({1,...,n},P({1,...,n}))

defined as follows. If § is such that Cy(8(Z')) or ... or Cn(8(Z)) = true, then
mg = m,(0) defined as

’ MY (0T )+ 79, (0(T) + -+, (0(F))

where, if C;(0(7)) = true, then 7, (0(Z)) = 4. (8(Z)) and 77, (0(Z)) = 0
otherwise. The semantics of R; computations is now defined in terms of its
associated theory ’R} in the standard way, by choosing the singleton F-cover
ar: {1,...,n} = P({1,...,n}) mapping each i to {i}.

5 The PMaude Tool

We have developed an interpreter called PMaude, which provides a frame-
work for specification and execution of finitary probabilistic rewrite theories.
The PMaude interpreter has been built on top of Maude 2.0 [4, 3] using the
Full-Maude library [6]. We describe below how a finitary probabilistic rewrite
theory is specified in our implemented framework and discuss some of the im-
plementation details.

2 By the assumption that (X,E U A) is confluent, sort-decreasing, and terminating
modulo A, and by a metatheorem of Bergstra and Tucker, any condition C of the
form (A, ui = vi A \;w; : s;) can be replaced in an appropriate protecting en-
richment (X, E U A) of (X, E U A) by a semantically equivalent Boolean condition
C = true.
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Consider a finitary probabilistic rewrite theory with k distinct rewrite labels
and with n; rewrite rules for the i*" distinct label, for i = 1,2,... k.

l1 1 — t/u Zf 011 [ rate ’}/11(7) }
l1 : tl — tllnl ’Lf C1n1 [ rate Yiny (?) ]
lk i — t;cl Zf Ckl [ rate ’ylﬂ(?) }

I+t — tfmk if Crny [ Tate Yin, (?) ]

At one level we want all rewrite rules in the specification to have distinct la-
bels, so that we have low level control over these rules, while at the conceptual
level, groups of rules must have the same label. We achieve this by giving two
labels: one, common to a group and corresponding to the group’s label [ at the
beginning, and another, unique for each rule, at the end. The above finitary
probabilistic rewrite theory can be specified as follows in PMaude.

pmod FINITARY-EXAMPLE is
eprl 1] : t1 =ty if Ci1 [rate yi1(z1,...) | [metadata “lix ...7 ] .

eprl [l1] : t1 = t1n, if Ciny [rate yin, (z1,...) ] [metadata “lin, ...” ] .
eprl [lx] : te =ty if Ck1 [rate yk1(z1,...) | [metadata “ly1 ...7 ] .

eprl [lg] : te = t;nkif Ckny, [rate Yin, (z1,...)] [metadata “lppn, ...7 ] .
endpm

User input and output are supported as in Full Maude using the LOOP-MODE
module. PMaude extends the Full Maude functions for parsing modules and
any terms entered later by the user for rewriting purposes. Currently PMaude
supports four user commands. Two of these are low level commands used to
change seeds of pseudo-random generators. We shall not describe the imple-
mentation of those two commands here. The other two commands are rewrite
commands. Their syntax is as follows:

(prew t .)
(prew-[n] t .)

The default module M in which these commands are interpreted is the last read
probabilistic module. The prew command is an instruction to the interpreter
to probabilistically rewrite the term ¢ in the default module M, till no further
rewrites are possible. Notice that this command may fail to terminate. The
prew-[n] command takes a natural number n specifying the maximum number of
probabilistic rewrites to perform on the term ¢. This command always terminates
in at most n steps of rewriting. Both commands report the final term (if prew
terminates).

The implementation of these commands is as follows. When the interpreter
is given one of these commands, all possible one-step rewrites for ¢ in the default
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module M are computed. Out of all possible groups l1,ls,..,l; in which some
rewrite rule applies, one is chosen, uniformly at random. For the chosen group
l;, all the rewrite rules l;1, lia, .., lin, associated with [;, are guaranteed to have
the same left-hand side t;(x1,22,..). From all possible canonical substitution,
context pairs ([0] 4, [C]a) for the variables z;, representing successful matches of
t;(x1,x2,..) with the given term ¢, that is, matches that also satisfy one of the
conditions Cj;, one of the matches is chosen uniformly at random. The two steps
above also define the exact adversary we associate to a given finitary probabilistic
rewrite theory in our implementation. If there are m groups, l;,, .. .,l;, , in which
some rule applies and v; matches in total for group /;; then the adversary chooses
a match in group /;; with probability m%;] To choose the exact rewrite rule [;;
to apply, use of the rate functions is made. The values of the various rates
vip are calculated for those rules l;, such that [f]4 satisfies the condition of
the rule l;,. Then these rates are normalized and the choice of the rule l;; is
made probabilistically, based on the calculated rates. This rewrite rule is then
applied to the term t, in the chosen context with the chosen substitution. If the
interpreter finds no successful matches for a given term, or if it has completed
the maximum number of rewrites specified, it immediately reports that term
as the answer. Since rates can depend on the substitution, this allows users to
specify systems where probabilities are determined by the state.

PMaude can be used as a simulator for finitary probabilistic rewrite theories.
The programmer must supply the system specification as a PMaude module
and a start term to rewrite. To obtain different results the seeds for the random
number generators must be changed at each invocation. This can be done by
using a scripting language to call the interpreter repeatedly but with different
seeds before each execution.

We have specified the client-server example discussed in Section 3 in
PMaude with the following parameters: The client only sends two kinds of
packets, loads 5 and 10, with equal probability. The request messages for 57, So
are dropped with probabilities 2/7 and 1/6 respectively, while acknowledgement
messages for S1, Sp are dropped with probabilities 1/6, 1/11 respectively. We
also chose 57 to drop processing of a request with probability 1/7 as opposed to
3/23 when its load was at least 100, while for Sy the load limit was 40 but the
probabilities of dropping requests were 1/7 and 3/19. We performed some simu-
lations and, after a number of runs, we computed the ratio (svcy + sves)/sent as
a measure of the quality of service for the client. Simulations showed that among
static policies, namely those where the client did not adapt sending probabilities
on the fly, that of sending twice as often to server Sy than to S; was better than
most others.

The complete code for the PMaude interpreter, as well as several other
example files, can be found at http:/maude.cs.uiuc.edu/pmaude/pmaude.html.

6 Conclusions and Future Work

Probabilistic rewrite theories provide a general semantic framework supporting
high level probabilistic specification of systems; in fact, we have shown how var-
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ious well known probabilistic models can be expressed in our framework [9)].
The present work shows how our framework applies to concurrent object based
systems. For a fairly general subclass, namely finitary probabilistic rewrite the-
ories, we have implemented a simulator PMaude and have exercised it on some
simple examples. We are currently carrying out more case studies. We have also
identified several aspects of the theory and the PMaude tool that need further
development.

On the more theoretical side, we feel research is needed in three areas. First, it
is important to develop a general model of probabilistic systems with concurrent
probabilistic actions, as opposed to the current interleaving semantics. Second,
deductive and analytic methods for property verification of probabilistic systems,
based on our current framework is an important open problem. Algorithms to
translate appropriate subclasses to appropriate representations enabling use of
existing model checkers, should be developed and implemented.

Third, we think that allowing the probability function 7, to depend not only
on the substitution, but also on the context would give us more modelling power.
Specifically, it would enable us to represent applications where the probability
distributions of certain variables, such as message delays, depend on functions
of the entire state of the system, for example, on the congestion in the network.
Such situations can also be modelled in our current framework but at the expense
of using rewrite rules at the top-level, whose substitutions capture global system
parameters. Such rules can modify the entire system at once as opposed to just
modifying local fragments, but at the cost of violating the modularity principle
of concurrent objects or actors.

On the implementation side, an extension of the PMaude framework to
enable specification of more general classes of probabilistic rewrite theories and
adversaries is highly desirable. This will allow the generation of simulation traces
for the system under consideration and can be used as a tool to implement the
model independent Monte-Carlo simulation and acceptance sampling methods
for probabilistic validation of properties [14]. As an application of our theory,
we believe that it will be fruitful to model networked embedded systems, where
apart from time, there are other continuous state variables, such as battery power
or temperature, whose behavior may be stochastic. Moreover, the properties of
interest are often a statistical aggregation of many observations.
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Abstract. With the latest revision of the ITU-T Specification and Description
Language (SDL-2000), a formal language definition based on the concept of
Abstract State Machines (ASMs) became integral part of the standard. Together
with the formal definition, we have developed software tools that allow execut-
ing the formal language definition on a computer. In doing so, we found that
tools greatly help to eliminate numerous errors from the formal definition,
which likely would have not been found without tools.

1 Introduction

Defining the formal semantics of programming languages is an area of ongoing re-
search. While formalizing the syntax of the language by means of grammars is well-
understood, various techniques have been studied to define other properties of the
language. We think that a language is sufficiently formalized if the following aspects
are defined [1]:

1. The lexis: How to transform the input sequence of bytes into a sequence of tokens?

2. The syntax: Given a sequence of tokens, is that a sentence of the language?

3. The well-formedness rules (static semantics): Given a sentence of the language,
does that meet certain additional constraints?

4. The run-time (or dynamic) semantics: What does the program do when executed?

In this paper, we discuss these aspects of the language definition for the ITU-T Speci-
fication and Description Language [2]. We first introduce the language SDL, and
continue with an overview of the formal semantics, covering each of the four aspects.

In our experience, defining a formal semantics for a language is not useful without
sufficient tool support. Tools should be used to verify that the formal definition is
consistent in itself, and to validate it agrees with the intended semantics of the lan-
guage. Unfortunately, no single tool can be used to automatically process a formal
language definition from the version that is published as an international standard.
Consequently, we have developed our own tool chain (building on existing tools
where possible) to process the formal semantics definition of SDL. The tools and the
results we achieved by using the tools are presented in subsequent sections. We hope
to expose this approach to a wider audience, and to encourage researchers to copy
either the general approach or the choice of specific tools for their language of inter-
est.

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 47-63, 2003.
© IFIP International Federation for Information Processing 2003
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The SDL formal semantics was developed by an international expert team includ-
ing the authors of this paper!. Due to this effort SDL-2000 does now have a complete
semantics for the full language, not only for a subset of it. This semantics is precise
for all aspects of the language including syntax and semantics.

Success of the development of a formal semantics for a programming language de-
pends on many aspects, of which this paper covers only a few. In particular, we be-
lieve that standardization of the formal language definition is quite important: If the
formal language definition is the official semantics of the language, practitioners will
use the formal semantics for their own work. For SDL-2000, we managed to convince
the SDL standards body (ITU-T Study Group 10) to accept the formal semantics pre-
sented in this paper as the official semantics definition of SDL.

2 The Language SDL-2000

SDL (Specification and Description Language) is a language for the description of
reactive systems [2]. Although developed for the telecom industry, SDL is used in
other areas of the industry, as well. In the area of telecommunications, SDL can be
used for the following application fields: call and connection processing, maintenance
and fault treatment, system control, operation and maintenance functions, network
management, data communication protocols, and telecommunication services?.

More generally, SDL can be used for the functional description of all systems that can
be described with a discrete model; that is where the object communicates with its
environment by discrete messages [2]. Core concepts to describe such systems are:

agents, which are used to describe active objects which respond to external stimuli;
channels, which connect agents;

signals, which are transmitted via channels;

e data, which describe the state of agents and the parameters of signals.

SDL features both a graphical and a textual syntax. While the graphical syntax allows
human readers to grasp the structure of the system and the behaviour of an agent more
easily, a machine more easily processes the textual syntax.

3 The SDL Formal Semantics

In November 2000, the formal semantics of SDL-2000 was officially approved to
become part of the SDL language definition [3]. Currently, it is the only comprehen-
sive and complete formal semantics of SDL-2000, covering all static and dynamic

' Tt should be noted that the SDL formal semantics was developed in only one years time,
which is really fast taking into account the size of the informal language description (without
examples and indexes) taking 350 pages.

2 SDL is a language with a long tradition. It was first defined in 1976 and evolved since then to
a very complex language. It is standardised by the International Telecommunication Union
(ITU-T) by the standard Z.100. Since 1988 there is a formal semantics standardised together
with the (informal) language definition. The SDL-2000 formal semantics was written in the
ASM formalism ([1], [6]) in contrast to the 1988 formalisations written in Meta IV and CCS.
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language aspects. From the beginning it was agreed to define the SDL formal seman-
tics to be truly executable. In this section, the static and dynamic semantics of SDL-
2000 are surveyed. Further details on the dynamic semantics and, in particular, on the
use of the ASM formalism can be found in [6].

3.1 Static Semantics

The static semantics covers transformations and checks that can be done before exe-

cuting a specification. In the scope of SDL, there are two major parts of the static

semantics:

o Well-formedness conditions: As usual, the SDL concrete syntax is given in a con-
text-free way. Additional constraints are imposed using context conditions.

e Transformations: In order to cope with the complexity of the language SDL, the
standard Z.100 identifies certain concepts to be core concepts and defines trans-
formations of various other concepts into these core concepts.

Starting point for defining the static semantics of SDL is a syntactically correct
SDL specification as determined by the SDL grammar. In Z.100, a concrete textual, a
concrete graphical, and an abstract grammar are defined using Backus-Naur-Form
(BNF) with extensions to capture the graphical language constructs. From a syntacti-
cally correct SDL specification, an abstract syntax tree (AST) is derived by standard
compiler techniques (namely, parser construction for a context-free grammar). The
structure of this AST is defined such that it resembles the concrete textual and the
concrete graphical grammars. The correspondence between the concrete grammars
and a first abstract syntax form, called ASO, is almost one-to-one, and removes irrele-
vant details such as separators and other ‘purely’ lexical information. A second step
translating ASO to the final abstract syntax form, called AS1, is formally captured by
a set of transformation rules together with a mapping. This results in the following
structure of the formalization (see figure 1):

Concrete Syntax
(textual/graphical)

l Parsing

Abstract Syntax (AS0) ¢—— Well-formedness conditions ASO

Transformations Mapping
y

Abstract Syntax (AS1) ———Well-formedness conditions AS1

Fig. 1. Overview of the static semantics

e  Transformation rules modifying ASO trees are described in so-called model para-
graphs of Z.100, and are formally expressed as rewrite rules.

e After application of the transformations, the structure of the ASO tree is similar to
an AS1 tree. This means that the mapping from ASO to AS1 is almost one-to-one.

e The well-formedness conditions are split into conditions on ASO and ASI1 (see
figure 1). They are formalized in terms of first-order predicate calculus.
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Transformations. Z.100 prescribes the transformation of SDL specifications by a
sequence of transformation steps. Each transformation step consists of a set of single
transformations as stated in the Model sections of Z.100, and determines how to
handle one special class of shorthand notations, i.e., abbreviations. The result of one
step is used as input for the next step. The following excerpt of Z.100 prescribes how
to deal with a particular shorthand notation, namely a list of output signals:

If several <signal identifier>s are specified in an <output body>, this is
derived syntax for specifying a sequence of <output>s in the same order as
specified in the original <output body>.

The rule states that a list of output signals is a shorthand (called “derived syntax”)
for a sequence of single outputs.

To formalize the transformation rules of Z.100, rewrite rules are used. A single
transformation is realized by the application of a rewrite rule to the specification,
which essentially means to replace parts of the specification by other parts as defined
by the rule. The following rewrite rule formalizes the transformation above:

< <output>(<output body>(< 0 > // r) ) > provided r # empty
=1=>
< <output>(<output body>(< 0 >) ), <output>(<output body>(r) ) >

The left hand side (above the arrow) gives the application context of the rule, i.e.
an output body containing more than one <signal identifier>, in the abstract syntax
tree. The right hand side defines how this part of the ASO tree is to be transformed.
The number in the operator =n=> indicates the sequence of transformation steps. All
the rules are applied as long as they are enabled. For instance, if the sequence of sig-
nal identifiers has 3 elements, two applications of the previous rule are required.

Well-Formedness Conditions. The well-formedness conditions define additional
constraints that a specification has to satisfy. These constraints cannot be expressed in
BNF, though they are static and can be defined and checked independently of the
dynamic semantics definition. An SDL specification is valid if and only if it satisfies
the syntactical rules and the static conditions of SDL.

Here is a sample resolution rule taken from Z.100, and its formalization:

The <signal identifier> in an <output body> must denote a <signal definition>.
Vo e <output body>: o.s-<signal identifier>.refersto, € <signal definition>

There is again an application context for this rule given after the V symbol — the
rule is applicable for <output body> ASO nodes. The <signal identifier> selected from
this node must refer to a <signal definition>. The actual resolution is done by the
function refersto,, which is formally defined in [3] covering about four pages.

3.2 Dynamic Semantics
The dynamic semantics defines the dynamic properties resulting from the execution of

valid SDL specifications, i.e., their legal behavior. It is based on Abstract State Ma-
chines (ASMs) introduced by Yuri Gurevich [5], and defines, for each SDL specifica-
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tion, a distributed real-time ASM, covering concurrency, asynchronicity, and time
(see figure 2)°.

Abstract Syntax (AS1)

Structure | Behavior Data
Initialization
| Compilation
y
Interface
SDL Virtual Machine (SVM)J \ \ L
Signal Flow | Agents | Primitives
Selection Firing SDL Abstract Machine (SAM) Runtime System

Distributed Real-Time ASM |

Fig. 2. Overview of the dynamic semantics

The core of our model is a logical hardware called SDL Abstract Machine (SAM),
providing a dynamic architecture according to the SDL specification under execution,
various types of agents, and an instruction set. Each SDL specification is mapped by
the formal semantics to the SAM. The execution of the specification is then per-
formed within the SAM using an abstract operating system called SVM (SDL virtual
machine).

SDL Virtual Machine. The SDL Virtual Machine, or SVM, has the SDL Abstract
Machine, or SAM, as its heart. Essentially, the SVM adds a run-time system to the
SAM, which consists of the programs to drive the execution of the behavior
primitives*, and the run-time libraries used within the behavior primitives. The SVM
consists of fixed parts, which are independent of the actual SDL specification, and
dynamic parts created by traversing the abstract syntax®. The SAM consists of the
following parts (see figure 2):

e Signal Flow Model, which defines a uniform treatment of signal flow related as-
pects, in particular, asynchronous communication between agents through ex-
change of signals via channels connected to gates,

e SAM Agents, which model the SDL concepts ‘SDL agent’, ‘SDL agents set’, and
‘SDL channel’, and

e Behavior Primitives, which can be seen as the instructions of the SAM.

3 This means the SDL dynamic semantics is an operational one which is based on state transi-
tions in terms of abstract state machines. Please note that no inference or rule system is in-
volved in this kind of semantics definition (as opposed to a denotational semantics).

4 the selection and firing code.

3> both in the process of behavior compilation, and by recursively unfolding the system struc-
ture.
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The signal flow model is based on a decentralized control mechanism for defining
asynchronous communication between SDL agents (such as processes, blocks or a
system). Basically, it deals with the transportation of signals between (SDL) agents
via their gates. Exchange of signals between SDL agents and their environment is
modeled by means of gates from a static domain GATE. A gate forms an interface for
serial and unidirectional communication between two or more agents. Accordingly,
gates are either classified as input gates or output gates.

A static domain SIGNAL represents the set of all signal types as declared by an SDL
specification. Dynamically created signal instances belong to a dynamic domain
SIGNALINST. Basic functions on signals are signalSender, toArg, and viaArg yielding
the sender process, the destination, and optional constraints on admissible communi-
cation paths, respectively.

SAM Agents. A distributed ASM defines an asynchronous computation model
consisting of some finite collection of autonomously operating agents. Each agent
executes a program, where agents that execute the same program are considered to be
of the same type. Even SDL connections are modeled as agents executing the
program LINKPROGRAMS. Agents interact with each other by reading and writing
shared locations of global machine states. In the case of the SDL semantics these
shared locations are the gates. The underlying semantic model resolves potential
conflicts by making nondeterministic choices according to the definition of partially
ordered machine runs [5].

The behavior of a link is stated by the state transition rule FORWARDSIGNAL form-

ing the program LINKPROGRAM. For improved readability of ASM programs, com-
plex transition rules are structured by means of rule macros that often have formal
parameters. In the definition shown below of the rule FORWARDSIGNAL, Self identi-
fies a particular link agent (the one executing the rule).
A link agent [ basically performs a single operation, namely: signals received at gate
l.from are forwarded to gate [.fo. Whenever [ is applicable to a waiting signal si (as
identified by the Lfrom.queue.head), it removes si from [.from.queue and inserts it
into [.fo.schedule. Competing attempts of two or more link agents to forward the same
signal si cannot cause a duplication of the signal. Technically, this property is ensured
by the underlying concurrency model (cf. the coherence condition in the definition of
partially ordered runs [5]).

FORWARDSIGNAL =
if Self.from.queue # empty then
let si = Self.from.queue.head in
if Applicable(si.signalType,si.toArg,si.viaArg,Self.from,Self) then
DELETE(si, Self.from)
INSERT(si,now+Self.delay,Self.to)

¢ Note that the resulting signal flow model architecture is fairly robust allowing for the incorpo-
ration of additional features in future versions of SDL. For instance, one may have channels
with more complex properties (like unreliable transmission behavior) and a dynamically
changing communication infrastructure (with channels being added and removed at run
time). Such extensions can be easily expressed on the basis of the decentralized signal flow
model without any major revision of the current definitions.
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si.viaArg := si.viaArg \ { Self.from.nodeAS1.node.ASITold,
Self.nodeAS1.node.ASITold}
endif
endlet
endif

Links are just a special case of agents connected via gates. In the SDL formal se-
mantics, there are also process set agents and process agents. The behaviour of proc-
ess set agents is similar to the link behaviour. The behaviour of process agents is
given by the SDL specification and transformed to behaviour primitives as described
below.

Behaviour Primitives. The behaviour described in the SDL specification is
transformed by the formal semantics to a set of behaviour primitives, forming the
machine code of the SAM. This transformation is formalised using a compilation
function. The primitives are fairly high-level and correspond to the possible SDL
actions. This way, the formal semantics is working on abstract code at runtime and
not on the abstract syntax tree.

4 The Development Process of the Formal Language Definition

The SDL language specification consists of several parts. Some of these are primarily
informal, and given in plain English; other parts are primarily written in formal lan-
guages:

e The main part of the language definition in the ITU recommendation Z.100 [2]
defines the syntax of SDL, by providing an EBNF (extended Backus-Naur-Form)
grammar; it defines the semantics of SDL using English text.

e Annex A is the index of the non-terminal symbols of the grammar.

e Annex D defines the predefined data (package predefined) using a formal syntax.
The semantics of the predefined data is given informally in this annex.

e Annex F [3] defines the formal semantics. This annex consists of three parts: F.1
(overview of the formal semantics), F.2 (static semantics) and F.3 (dynamic
semantics).

Different working groups developed these documents over a period of several years.
They were working on the informal and the formal definition in parallel. In order to
reach a consistent language definition, a development process was followed to sys-
tematically formalise the completed parts of the informal definition.

Due to the groups involved, and the documents produced, the development process
had several phases, as shown in figure 3.

5 The Tool Chain

Two main approaches lead to the discovery of inconsistencies and other problems in
the language definition. On the one hand, the mere attempt to formalise a certain con-
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cept lead to the observation, that certain constellations have no clear meaning. In
other words, we found some errors by “just looking” at the specification’.

Informal Definition

Implementation of
—®external requirements

Tools /

Execution of the Semantics

= Integration of error corrections

Fig. 3. Development process of the formal semantics definition

On the other hand, various problems where detected using software tools. Figure 4
gives an overview of these tools. The main idea of the tools is to use the formal se-
mantics as a high-level description of an SDL compiler, which is turned into a lower-
level description using a transformation tools called SDLC. However, also the lower-
level description is still on a high level such that the transformation does not need to
introduce major changes to the description?.

As required by the ITU-T administration, the formal semantics documents had to
be maintained using the Microsoft Word [9] tool. To define the formal semantics, the
following features of that tool were used:

e Using text labels and hypertext links, easy navigation in the document becomes
possible. For example, every call to a function refers (as a hyperlink) to the func-
tion definition.

7 Even though this approach is hardly systematic and trustworthy, it is quite reliable if exe-
cuted carefully: If, for example, the language designer finds that the formalisation of an algo-
rithm requires data that are unavailable to that algorithm, the language designer will try to
solve this by extending the formal language definition with the necessary data. In turn, he
might find that this extension cannot be implemented, and that the informal definition needs
to specify a different algorithm.

8 Please note that there are two transformations to be considered. The first transformation is
from the formal semantics definition of SDL to the SDL reference compiler, shown in the left
part of figure 4. The second transformation is from a concrete SDL specification to an output
trace of this specification, which is shown in the right part of the figure.
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e Using auto correction entries, entering these links is simplified. For example, enter-
ing the string \gdecision results in a hyperlink to the grammar rule Decision.

e Using Visual Basic macros, entering the auto correction entries is simplified. One
such macro searches the entire document for grammar rules, function definitions,
and other definitions, and creates the necessary auto correction entries.

e Using character and paragraph formats, both the generator for the auto correction
entries, and the extraction process is driven.

Mircosoft Word i SDL specification
]
|
v | v
[}
HTML Parser Kimwitu++ ! SDL Compiler
|
v v | v
SDLC C++ Compiler E AsmL interpreter
|
v | v
SDL Compiler i Output trace

Fig. 4. The Tool Chain

The Word document has, alternating, formal and informal parts. The informal parts
describe the desired operation of the formulae. Although very important to the reading
human, they are not needed to execute the formal language definition. The formal
parts are not easy to process as long as they are stored in the internal Microsoft Word
format. To allow further processing of the formal definition, it is first converted into
HTML using the HTML generator built into Word 2000, which is then processed with
an HTML parser to extract the formulae.

Even though it may appear that the chosen approach of transformation steps is tied
to the specific input format (i.e. Microsoft Word), it would be possible to adapt the
process to different input formats. For example, if the input was available as a Post-
Script file, the HTML parser would need to be replaced with a PostScript parser.

These extracted files are then compiled using the compiler SDLC (developed in
parallel to the language definition) into Kimwitu++ code [4, 8]. Kimwitu++ compiles
the code into C++ code. A C++ compiler creates then an executable program from the
C++ code.

The resulting executable program is an SDL reference compiler automatically de-
rived from the language definition. It takes an SDL specification as its input and pro-
duces a set of AsmL [7] fragments. Those are combined with other AsmL fragments
(extracted from the Word document). The AsmL compiler translates all these frag-
ments into a C# program, which the C# compiler [10] compiles into a Microsoft .NET
executable program.

Executing this program produces a possible trace of the original SDL specification.

Nearly all of these translation steps can fail. We will demonstrate a few typical
problems found using the tools, and how they can be corrected.
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6 Errors Detected by SDLC

If the SDLC compiler detects errors, they indicate problems in the formulae extracted
from the word document. Several such errors are shown in the following sections.

6.1 Bugs in the Extraction Tool

When processing the HTML generated with Microsoft Word, specific aspects of that
HTML format had to be considered, in particular mathematical characters: The for-
mulae of the SDL language definition make use of special characters (such as 3 and
V). These are represented using the symbol font in HTML, whereas the extracted
form expected by SDLC uses an ASCII notation (\exists and \forall) for these charac-
ters. Each such character has to be specifically added to the extraction tool. It took
some time to enable the extraction tool to correctly extract the formal texts.

6.2 Formatting Errors in the Word Document

The compiler SDLC uses different namespaces for functions, domains, ASM rules,
and ASM variables. Those need to be marked up in the Word document with a certain
character format, and are converted to prefixes (f-, d-, r-, and a-) during extraction.
The extractor produces those prefixes every time the <span> element is encountered
in the HTML file. Using this strategy, a number of problems have been found:

e Incorrect mark-up: Sometimes, not only the identifier was marked, but also the
white space around it. The extraction tool would then put the prefix in front of the
white space, which caused SDLC to report a syntax error. This error needs to be
corrected by removing the formatting of the white space.

e Missing mark-up: Some identifiers where not appropriately marked, in particular,
if entering the proper mark-up was too tedious for the author of the formal seman-
tics. In those cases, the proper mark-up needed to be added during revision.

6.3 Syntax Errors

Passing the extracted files to SDLC for the first time, numerous syntax errors were
reported which were not just the result of incorrect formatting. Those errors can be
classified in the following categories:

e Systematic usage of incorrect syntax: A number of errors happened as authors of
the formal semantics were not always aware of the syntax to be used in the formu-
lae. Using the formulae language just from memory, they naturally made errors in
applying the syntax properly. One example is the usage of the case expression. A
proper usage example of this expression reads

case d' of
| TYPEDEFINITION,\ Interface-definition => d = getEntityDefinition (d'.s-
Identifier, d'.entityKind,)
| Interface-definition =>
d € Interface-definition A

(d datald € Data-type-identifier: datald parentASI= d' A
d = getEntityDefinition (datald, sort))
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| Syntype-definition =>

isDirectSuperType (d.d'.derivedDataType,)
otherwise False
endcase

In some cases, this syntax was misspelled: Instead of using of as the keyword, the
word in was used, and instead of using "=>" as the separator between the pattern
and the result expression, the separator ":" was used. Those errors were detected
when passing the input to SDLC, and had to be corrected in the Word document.

e Mismatching parentheses: A large number of missing closing parentheses were
found; there were also closing parentheses without a matching opening parenthesis.
As the formulae language has several different parentheses kinds ("()", "{}", and
"<>"), some of these errors resulted from incorrectly swapping closing parentheses.

e Unsupported constructs: A number of syntax errors were caused by using a syntax
in a formula which was not supported in SDLC. We could eliminate some of those
errors by enhancing SDLC (and thus enhancing the language for formulae). In
other cases, the formula had to be rewritten to use only supported constructs®.

6.4 Errors in the SDLC Output

After successfully processing the formal definition with SDLC producing Kimwitu++
code, we found that the resulting Kimwitu++ code was incorrect, and rejected either
by Kimwitu++, or by the C++ compiler. Those errors can be classified as follows:

e Type errors originating from SDLC: In a number of cases, the resulting C++ code
showed type errors, even though the formal SDL definition was correct. Some of
these errors resulted from an incomplete type analysis inside SDLC: SDLC tries to
translate the formulae on a syntactic level only, without performing a complete
static analysis. This turned out to be insufficient in some cases, e.g. when the com-
piler needs to declare the type of a variable in C++, when no such declaration is
necessary in the formula. SDLC then uses a heuristics to output a C++ type name;
this heuristics turned out to be incorrect. We have then corrected the generator to
improve the heuristics, using automatic type conversion available in C++.

e Incorrect arguments to function calls: In the static semantics of SDL, a specifica-
tion is represented as a tree of a certain grammar. In order to manipulate the tree,
new nodes in that tree have to be created, which is expressed as a function call of
the non-terminal to be created; the arguments to the function call are the subtrees
appearing on the right-hand side of the grammar production. These calls are
nearly-literally copied into the C++ code, so that the C++ compiler would verify
the correct usage of the non-terminal. In a number of cases, there were arguments
missing, or extra arguments given. We found that in most of these cases, the error
resulted from a change to the grammar that was inconsistently applied (i.e. ignor-
ing all occurrences of the non-terminal that was changed).

° For example, to denote a sequence domain with elements originating from a domain D, the
construct D* is used. To denote an optional value (i.e. a domain that also includes the value
undefined), [D] is used. Even though SDLC separates both constructs, it rejects the construct
[D]*, i.e. a list of optional values. We enhanced SDLC to support this notation as well.
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7 Executing the Static Semantics

After correcting the errors described in section 6, a compiler translating SDL to AsmL
can be generated and an SDL specification can be passed to the generated reference
compiler. This, in turn, can produce various errors, which are shown in the following.

7.1 Checking the Well-Formedness Conditions

As the first step in processing an SDL specification, a number of well-formedness
conditions (expressed in the predicate calculus) are checked for the input. These
checks can fail for a number of reasons:

e Errors in the SDL specification: In the ideal case, a failed condition indicates a true
error in the SDL specification. In that case, further processing of the SDL specifi-
cation is meaningless, and the specification needs to be revised.

e Errors in formalising the well-formedness condition: It is possible that the SDL
specification is correct, and that the informal language definition says it is correct,
but an error was made when formalising the condition. In that case, the formula of
the condition needs to be corrected.

e Errors in the informal definition: A well-formedness predicate may fail if the in-
formal language definition is erroneous or too strong. In this case, the language
committee experts need to determine what the intended condition was, and find
proper language to describe it. Afterwards, the formalisation needs to be updated.

In addition to conditions that fail, it is possible that a condition erroneously holds, or
that its computation does not terminate. The former case is difficult to detect: One
needs an SDL specification that is known to be ill-formed, and then find that this
specification is not rejected in the reference compiler. Once the problem is detected, it
may, again, either need to be fixed in just the formal language definition, or in the
informal one as well.

On the other hand, finding a condition that does not terminate is relatively easy: If
the compilation of a specification in the reference compiler does not terminate in a
reasonable time, the likely cause is an error in some formula. For many constructs, it
is obvious that they terminate if all their arguments terminate. We found only two
cases of infinite algorithms in the formal semantics, namely infinite recursion'® and
quantifications over infinite domains!!.

7.2 Execution of Transformation Rules

In SDL, a number of constructs are defined as short cuts for other constructs. They
don't have a dynamic semantics of their own, but receive their semantics by means of

10Tn order to compute some data, auxiliary functions were used that ultimately invoked the
same functions that called them, passing the same arguments that were currently under com-
putation. In these cases, a different algorithm had to be found.

1 Using quantifications is common to specify well-formedness conditions. Mostly it is obvious
that the computation of them will terminate, for instance many of the quantifications run over
syntax nodes, and in any specification, there is only a finite number of syntax nodes. How-
ever, we found quantifications over the domain of natural numbers, which had to be rewritten
to operate only on a finite subset of all numbers.
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transformation to other constructs. Those transformations are formalized by means of
a rewrite system (executed by an abstract state machine) [1]'2. In executing the trans-
formations, we found problems with infinite loops'? and skipped transformations!4:

7.3 Generating AsmL

Once transformations are complete, the resulting syntax tree was compiled into a
sequence of AsmL statements, which were then passed to the AsmL compiler. This
compiler detected further errors, which can be classified as follows:

e Constructs unsupported in AsmL: The initial release of AsmL did not support a
number of constructs needed for executing SDL specifications. In turn, we for-
beared usage of AsmL version 1.5, and switched to a beta release of AsmL version
2, which does support the constructs we need.

e Type errors detected by AsmL: The AsmL compiler reported a number of type
errors. They mainly resulted from AsmL using a slightly different typing system
than the SDL formal semantics, especially as far as undefined is concerned. Fortu-
nately, only a few formulae made use of this typing, and we could eliminate those
with additional type declarations in a few places.

e Bugs in AsmL: The initial beta release of AsmL would crash on the generated
ASM. Together with the authors of AsmL, we could eliminate these problems.

e Inconsistencies in the semantics definition: Some inconsistencies show up as in-
consistent update sets within AsmL. This means that one location gets two differ-
ent values assigned. This rare kind of errors was easy to correct.

e Ambiguities in the semantics definition: Sometimes there were competing update
sets within AsmL. Some of them relate to nondeterminism within SDL (e.g. chan-
nels competing for a signal, which could be relayed via different paths). However,
some ambiguities related to weaknesses in the formal semantics.

8 Executing the Dynamic Semantics

The AsmL compiler (in the .NET revision) takes the generated AsmL input, together
with a few runtime functions, and produces a C# program. The C# compiler then
generates a .NET executable, which can be run using the .NET runtime environment.

12 Each rewrite rule is defined as a pattern over a subtree of the syntax tree which needs to
match for the rule to fire, and a result term which determines the syntax subtree that is used
as a replacement for the original subtree.

13 Some of the rewrite rules were applied over and over again. Those rules produced a result
tree that matched its own pattern. In some cases, the tree would grow in size each time the
transformation was applied, in other cases, it stayed unmodified. In all cases, the formaliza-
tion was clearly in error. In some cases, also the informal language definition needed to be
changed, if it did not deal properly with recursive application of transformation rules.

14 Some transformations were skipped erroneously, as their patterns did not match (even though
they should have). Those errors were typically detected in a later phase of transformations, as
the input was then not in the form that those later transformations expected. Various strate-
gies to correct these problems had to be applied. For example, if transformations relied on the
output of later transformations as a precondition for their own input, the order of transforma-
tions had to be changed.
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Running this program eventually produces an execution trace, which then can be
studied to analyze the formal meaning of the SDL specification originally taken as
input. For example, when taking the SDL specification

use foo;
system sys:<<package foo>>syst;

package foo;
system type syst;
signal a, b;
gate g in with a out with b;
state type stateT;
start; nextstate s;
state s; input a; output b; nextstate sg; endstate;
endsubstructure state type;
state aggregation main_state: stateT;
endsystem type;
endpackage;

as input, the resulting trace would read

**% Run of Specification generated by SDL Formal Compiler
** creation of agents, links, gates and states

**% environment sends signal 'a' to inDir Gate g

** agent for sys enters {'main_state'}

** agent for sys enters start transition of 'main_ state’
** aggent for sys enters {'s'}

** agent for sys receives signal 'a' in state 's'

** agent for sys sends signal 'b’

**% environment receives signal 'b' from outDir Gate g
**% Finigshing Run of Specification

9 Correcting Errors

Each time the tools showed unexpected results, an analysis was necessary as to what
precisely the problem was. In some cases, we found that simply the expectations were
wrong, and that the observed behaviour is really a possible interpretation of the SDL
system. In other cases, we traced the error to a bug in the tool chain. If the problem
turned out to be an error in the formal semantics, this error was corrected. For this
latter category, we counted all errors we corrected, and classified them further. The
result of this classification is shown in table 1 below.

It should be noted that the large amount of errors is due to the fact that all errors
encountered were counted, even if it was just one missing bracket or a missing pa-
rameter. Most of these errors were repaired with little effort.

In [15] it is shown how the tool chain can be used to check and improve the formal
semantics definition and how to detect errors in the formal semantics.

10 Engineering Other Formal Language Definitions

While we developed the formal semantics and tool support only of a single program-
ming language, SDL-2000, we believe that our approach is directly applicable to
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other programming languages. In order to apply our techniques, the four aspects of a
formal semantics (lexis, syntax, static and dynamic semantics) need to be identified. It
might be possible to extend the techniques to cover other aspects of language seman-
tics (like non-functional aspects), but we have not studied such extensions.

Table 1. Errors found in the formal semantics

Category Errors in F.2 Errors in F.3
Syntax errors 352 189
Type errors 88 314
Spelling Errors 115 80
Missing or superfluous parameters 159 34
Minor semantic errors 57 227
Incorrect usage of abstract syntax 144 83
New auxiliary functions 32
Problems with the abstract syntax 0 4
Major semantic errors 12 3

For lexis and syntax, the major requirement is that the language has a textual nota-
tion, and that EBNF can be used to define a super-language (i.e. a grammar that pro-
duces a superset of all well-formed programs). Care should be taken to find a “small”
super-language, as all programs which are syntactically correct but still ill-formed
need to be detected by a well-formedness condition.

Many languages with a textual notation include short-hand notations. For example,
in Java, not specifying a base class is equivalent to giving java.lang.Object as the base
class. Defining transformation rules is a powerful technique for capturing the seman-
tics of shorthand notations, and should be used wherever possible.

In our experience, using the same grammar on several abstraction levels (i.e. to
represent programs with and without shorthands) causes no problems. Well-
formedness conditions are best applied to the more abstract program representation,
as less special cases have to be considered. “Early” checking of well-formedness
conditions should only be applied were mandated by the informal language definition
or to safeguard transformation rules.

To express the dynamic semantics, Abstract State Machines have been demon-
strated to support various programming language features. However, in the compila-
tion-based approach that we have used, it is more concise to transform the program
into primitives of an abstract machine, and to use ASM programs then to give a mean-
ing to such primitives.

Regardless of what formalisation techniques are used, it is essential to accompany
them with tools that validate and execute the formal language definition. If a formal
language definition uses the same notations as the SDL-2000 formal definition, the
tools that we have developed can likely be used with little or no modification.

11 Comparison with Other Approaches
For the comparison of the SDL formal semantics with other formal semantics defini-

tions, see e.g. [6]. In the scope of this paper, we only want to have a look at the execu-
table formal semantics works and compiler construction tools.
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It is not a completely new idea to define a formal semantics for a language. There
were several other attempts to define programming language semantics formally.
However, the direction for the formal semantics was different most of the time. The
formal semantics started from the abstract grammar, and was hence used to prove
certain properties of the language (good ones and bad ones). It was not really possible
to derive a real compiler from the formal language description, because the front-end
properties of the language, i.e. the compiler-related part, was not formalised. In addi-
tion, many of these attempts to formalise a language only targeted a subset of the
language. For example, attempts to provide a formal semantics for the C and C++
programming languages ([13], [14]) ignore (among other things) the semantics of the
pre-processor.

There have also been lots of attempts to define tools that generate compilers in-
cluding the semantics of the languages, e.g. kimwitu [11], Eli (Paderborn) [12] and
other compiler generation tools. It is possible to generate a compiler this way, how-
ever, the semantics of the formal texts used to derive the semantics of the language is
not really given in a strict mathematical sense.

12 Summary and Conclusions

Defining a formal semantics for a real-world language (such as SDL-2000) is a tedi-
ous and error-prone work. The advantages of developing such a formal definition
(avoidance of ambiguity in the language definition, ability to proof properties of sys-
tems) can only materialise if the formal definition itself is nearly free of errors, and
procedures are in place to correct errors that have been found.

In our experience, designing and formulating a formal language definition are only
a small part of making it actually useful. It needs to be accompanied with a tool chain
that helps to validate the formal definition in itself, and gives practitioners of the lan-
guage a tool to access the formal definition more conveniently.
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Abstract. This paper outlines a sound and complete Hoare logic for a
sequential object-oriented language with inheritance and subtyping like
Java. It describes a weakest precondition calculus for assignments and
object-creation, as well as Hoare rules for reasoning about (mutually
recursive) method invocations with dynamic binding. Our approach en-
ables reasoning at an abstraction level that coincides with the general
abstraction level of object-oriented languages.

1 Introduction

The concepts of inheritance and subtyping in object-oriented programming have
many virtues. But they also pose challenges for reasoning about programs. For
example, subtyping enables variables with different types to be aliases of the
same object, and it destroys the static connection between a method call and its
implementation. Inheritance, without further restrictions, adds complexity by
permitting objects to have different instance variables with the same identifier.

This paper outlines a Hoare logic for a sequential object-oriented language
that contains all standard object-oriented features, including inheritance, sub-
typing and dynamic binding. The logic consists of a weakest precondition cal-
culus for assignments and object-creation, as well as Hoare rules for reasoning
about (mutually recursive) method invocations with dynamic binding. The re-
sulting logic is complete in the sense that any valid correctness formula can be
derived within the logic.

The Hoare logic presented in this paper is syntaz-directed. By a syntax-
directed Hoare logic we mean a Hoare logic that is based on an assertion language
of the same abstraction level as the programming language. In particular, there
is no explicit reference to the object store in our assertion language, as opposed
to [1]. Moreover, our Hoare logic is based on a weakest precondition calculus
that consists of purely syntactical substitution operations.

Hoare introduced the axiom {Ple/x]} x := e { P} for reasoning about simple
assignments in his seminal paper [2]. A semantical variant would be

{Plofz =e}/ol} z:=e{P},
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Table 1. The syntax of COORE.

Below, the operator op is an arbitrary operator on elements of a primitive type, and
m is an arbitrary identifier.

e € Expr :=null | this | u | e.x | (C)e | e instanceof C | op(e1, ..., €n)
y€ Locu=u|ex
s € SExpr ::=new C() | u.m(ei,...,en) | super.m(ei,...,en)
SeStati=y=e;|y=s;|5S]|if (e) { S } else { S} | while (e) { S}
meth € Meth ::= m(u1,...,un) { S returne; }

main € Main ::=main() { S }
exts € Exts ::= € | extends C'
class € Class ::= class C exts { meth™ }
m € Prog ::= class™ main

where o{z := e} denotes the state that results from ¢ by assigning o(e) to
x. Here, the occurrence of ¢ shows the employed representation of the state,
and state updates like o{x := e} reveal the encoding of the semantics. In the
original approach, assertions have the same abstraction level as the programming
language and hide all these details.

Another advantage of the syntax-directed approach can be explained by the
following example. Suppose we want to prove {y = 1} z := 0 {y = 1}. Using
our approach, this amounts to proving the implication y = 1 — y = 1. The
semantical approach requires proving o(y) = 1 — o{x := 0}(y) = 1. A theorem
prover must do one additional reasoning step in this case, namely resolving
that y is a different location than z. This step is otherwise encoded in the
substitution. The minor difference in this example leads to larger differences,
for example when reasoning about aliases. Our substitution operation precisely
reveals in which cases we have to check for possible aliases. Finally, observe that
the semantical approach requires an encoding of (elements of) the semantics of
the programming language in the theorem prover.

This paper is organized as follows. In Sect. 2 and 3 we introduce the pro-
gramming language and the assertion language. Section 4 and 5 describe the
weakest precondition calculus for assignments and object creation. In Sect. 6 we
give Hoare rules for reasoning about method calls. Related research is discussed
in the last section. The completeness proof and other details of the logic are
described in the full version of this paper [3].

2 The Object-Oriented Language

The language we consider in this paper (dubbed COORE) contains all stan-
dard object-oriented features like inheritance and subtyping. For ease of read-
ing, we adopted the syntax of the corresponding subset of Java. The syntax of
COORE can be found in Table 1.

The primitive types we consider are boolean and int. We assume given a
set C of class names, with typical element C. The set of types 7 is the union
of the set {int,boolean} and C. In the sequel, ¢t will be a typical element of
T . The language is strongly-typed. By [e] we denote the (declared) static type
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of expression e. The type of this is determined by its context. We will silently
assume that all expressions are well-typed.

By TVar we denote the set of local (or temporary) variables. Each class C
is equipped with a set of instance variables IVarc. We use u and z as typical
elements of the sets TVar and IVar, respectively. The location y is either a local
variable or an instance variable. Instance variables belong to a specific object
and store its internal state. Local variables belong to a method and last as long
as this method is active. A method’s formal parameters are also local variables.

A program in COORE is a finite set of classes and a main method which
initiates the execution of the program. A class defines a finite set of methods. A
method m consists of its formal parameters uq,...,u,, a statement S, and an
expression e without side effect which denotes the return value. A clause class
C extends C’ indicates that class C' is a subclass of C’. It implies that class C
inherits all methods and instance variables of class C”.

The expression e.x refers to the instance variable = of object e as found in
class [e] or, if not present in IVar., the first occurrence of this variable in a
superclass of [e]. Observe that a class C' can hide an inherited instance variable
z by defining another instance variable x. An expression e.z, with [e] = C,
will then refer to the new variable. The cast operator (C) in (C')e changes the
type of expression e to C. Thus it can be used to access hidden variables. For
example, ((C)this).z denotes the first occurrence of an instance variable x of
object this as found by an upward search starting in class C'. This might be a
variable different from this.z. We assume that [e] in (C)e is a reference type.
An expression e instanceof C is true if e is non-null and refers to an instance
of (a subclass of) class C.

We have the usual assignments of expressions to variables. An assignment y =
new C/() involves the creation of an object of class C'. Note that the language does
not include constructor methods declarations. Thus an expression like new C()
will call the default constructor method, which will assign to all instance variables
their default value.

Observe that the callee of a method call can be denoted by a local variable
only. We assume that all methods are public. An assignment y = u.m(eq, ..., e,)
involves a call of method m of the object denoted by the local variable u. These
calls are bound dynamically to an implementation, depending on the class of
the object denoted by u. Calls of the form y = super.m(ey,...,e,) are bound
statically. The corresponding implementation is found by searching upwards in
the class hierarchy for a definition of m, starting in the superclass of [this].

The language COORE permits only side effects in the outermost operator.
This is a common restriction in Hoare logics that clarifies the presentation of the
logic. However, it is not essential. Early work by Kowaltowski already introduces
a general approach to side effects [4]. On the other hand, one could argue that the
restriction on side effects leads to more reliable programs. Gosling et al. remark:
‘Code is usually clearer when each expression contains at most one side effect,
as its outermost operation, and when code does not depend on exactly which
exception arises as a consequence of the left-to-right evaluation of expressions.’
[5, p. 305]
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2.1 Semantics

In this section, we only describe the semantics of expressions because this suffices
to understand the rest of the paper. The semantics of COORE is defined in terms
of a representation of the state of an object-oriented program and a subtype
relation.

By t < t’ we denote that ¢ is a subtype of ¢’. The relation < is given by the
class definitions in the program. The declaration class A extends B implies
that A <« B (where A < B denotes that class A is a direct subclass of class B).
In fact, the < relation is a partial function that defines the superclass of a class.
Therefore we will assume that F4(C) denotes the direct superclass of a class C.
The partial order < is the reflexive, transitive closure of the < relation. We say
that ¢’ is a proper subtype of ¢, denoted by t' < t, if ¢ <t and t' # t.

We represent objects as follows. Each object has its own identity and belongs
to a certain class. For each class C' € C we introduce therefore the infinite set
0O¢ = {C} x IN of object identities in class C' (here IN denotes the set of natural
numbers). Let subs(C') be the set {C’ € C|C" < C}. By dom(C) we denote the
set (Ucresus(o) O )U{L}. Here L is the value of null. In general, | stands
for ‘undefined’. For ¢ = int,boolean, dom(t) denotes the set of boolean and
integer values, respectively.

The internal state of an object o € O€ is a total function that maps the
instance variables of class C' and its superclasses to their values. Let supers(C)
be the set {C’ € C|C =< C'}. The internal state of an instance of class C' is an
element of the set internal(C), which is defined by the (generalized) cartesian

product
H ( H dom([[x]])).

C’€esupers(C) xz€lVarg,

A configuration o is a partial function that maps each existing object to its
internal state. We will assume that o is an element of the set X', where

Y= H (]N — internal(C)) .

cec

In the sequel, we will write o(0) for some object o = (C,n) as shorthand
for o(C')(n). In this way, o(o) denotes the internal state of an object. It is not
defined for objects that do not exist in a particular configuration o. Thus o
specifies the set of existing objects. We will only consider configurations that are
consistent. We say that a configuration is consistent if no instance variable of an
existing object refers to a non-existing object.

The local context 7 € T specifies the active object and the values of the local
variables. Formally, T is the set

(|J dom(C)) x [] dom([u]).
ceC ueTVar

The first component of any 7 is the active object and the second component is
a function which assigns to every local variable w its value. The first component
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Table 2. Evaluation of expressions.

E(null)(o,7) = L
E(this)(o,7) = (this)

E(w)(o,T) =
_ if £(e)(o,7) = L
Elea)(o7) = ))(resolve([e])(z))(x) otherwise
1f5( )(o,7) = (C',n) and C' A C

) otherwise

false 1f£ (e)(oy7) =1L
C' < Cif &Ee)(o,7) = (C',n)

{
£(©)e) = {0
{

&(e instanceof C)(o,7) =

ife, =1 forsomei=1,...,n
E(op(er,..., en))(0,7) = { op(el,...,e) otherwise,
where op denotes the fixed interpretation of op, and
e; =E(e;)(o,7), fori=1,...,n.

will be L if there is no active object, which is the case during execution of the
main method. In the sequel, we denote the first component o of a local context
7 = (o, f) by 7(this) and f(u) by 7(u). Although the local state of the main
method can be (L, f), we will assume in other methods that the first element is
an existing object. A local state is consistent with a global configuration if all
local variables do not refer to non-existing objects. A state is a pair (o, 7), where
the local context 7 is required to be consistent with the configuration o.

To find fields in an internal state we need a way to determine in which class
a field is declared. As explained above, the type of the quantifier e determines to
which field an expression e.zr refers. We introduce a function resolve that yields
the class of the field to which the expression e.x refers given [e] and z. It is
defined as follows.

e if x € IVargs
resolve(C')(z) = { resolve(F4(C))(x) otherwise

Expressions are evaluated relative to a subclass relation <, a configuration o,
and a local context 7. The result of the evaluation of an expression e is denoted
by £(e)(o, 7). The < relation is left implicit. The definition of £ can be found in
Table 2.

3 The Assertion Language

The proof system is tailored to a specific assertion language called AsO (As-
sertion language for Object structures). The syntax of AsO is defined by the
following grammar.

l € LExpr :=null | this |u | z | l.a | (C)] | Iy =13 | | instanceof C

| op(l1,-..,1ln) | if l; thenly elsel3 fi
PQeAssu=l1 =1l | -P|PAQ|Iz:t(P)
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Table 3. Evaluation of assertions.

L(z)(o,T,w) = w(z)
L = 1) (o, 7 w) = {true if L(I1)(o,7,w) = L(I2)(0,T,w)

false otherwise
L if L) (o, T,w) =L

L(if I thenl; else 3 fi)(o,T,w) = { L(I2)(o, T,w) if L(l1)(0, T,w) = true

L(l3)(o, T,w) if L(I1)(0, T,w) = false

In the assertion language we assume a set of (typed) logical variables LVar
with typical element z. We include expressions of the form (C)I to be able to
access hidden instance variables. The use of [ instanceof C' will become clear
in Sect. 6. We sometimes omit the type information in 3z : ¢(P) if it is clear
from the context.

The assertion language is strongly-typed similar to the programming lan-
guage. Logical variables can additionally have type t*, for some ¢ in the old set
of types 7. This means that its value is a finite sequence of elements of dom().
Therefore dom(¢*) is the set of finite sequences of elements of dom(t).

Assertion languages for object-oriented programs inevitably contain expres-
sions like l.z and (C)l that are normally undefined if, for example, ! is null.
However, as an assertion their value should be defined. We solved this problem
by giving such expression the same value as null. By only allowing the non-
strict equality operator as a basic formula, we nevertheless ensure that formulas
are two-valued. If we omit this operator the value is implicitly compared to true.
An alternative solution which is employed in JML [6] is to return an arbitrary
element of the underlying domain.

Logical expressions are evaluated relative to a subclass relation =<, a config-
uration o, a local context 7, and a logical environment w € ],y dom([2]),
which assigns values to the logical variables. The logical environment is restricted
similar to a local context: no logical variable is allowed to point to an object that
does not exist in the current configuration.

The result of the evaluation of an expression [ is denoted by L(I)(co, T,w).
Again, we leave the =< relation implicit. The function £ is similar to & for all
constructs that are present in COORE. All new cases are listed in Table 3.

A formula 3z : C(P) states that P holds for an ezisting instance of (a subclass
of) C or null. Thus the quantification domain of a variable depends not only
on the type of the variable but also on the configuration. Let qdom(¢, o) denote
the quantification domain of a variable of type t in configuration o. We define
qdom(C, o) = {0 € dom(C)|o(0) is defined }U{L}. A formula Iz : C*(P) states
the existence of a sequence of existing objects. Therefore, we define

qdom(C*,0) = {a € dom(C")|Vn € N.a[n] € qdom(C, o)} .

Finally, we have qdom(¢,0) = dom(¢) for ¢t € {int,boolean, int*,boolean*}.
The evaluation of a formula P can be defined similar to the evaluation of
a logical expression. The resulting value is denoted by A(P)(o,7,w). The only
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interesting case is A(3z : t(P))(o, T, w), which yields true if A(P)(o, 7,w{a/z}) =
true for some o € qdom(¢, o) and false otherwise.

The standard abbreviations like VzP for —3z—P are valid. The statement
o,7,w = P means that A(P)(o, T,w) yields true.

4 Assignments and Aliasing

This section shows how we model simple assignments by means of a substitu-
tion operation. The basic underlying idea as originally introduced in [2] is that
the assertion that results from the substitution has the same meaning in the
state before the assignment as the unmodified assertion in the state after the
assignment. In other words, the substitution computes the weakest precondition.

First we observe that given an assignment u = e, and a postcondition P, the
assertion Ple/u] obtained from P by replacing every occurrence of u by e is not
the weakest precondition. Subtyping combined with dereferencing is the cause of
this phenomenon. Subtyping allows u and e to have different types. This implies
that the substitution [e/u] might change the type of an expression I. The only
restriction imposed by the language is that [e] =< [u].

To see where things go wrong, consider the following case. Suppose we have
two classes C7 and C5 such that Cs < (7. Furthermore, assume that in each of
the two classes an instance variable x of type int is defined. Finally, suppose
that we have two local variables u; and wus, such that Ju;] = Cy and [us] = Ca.
Now consider the specification of the following assignment.

{uz.x = 3} u; = ug; {u;.xz =3}

This specification is not valid. Clearly, we have that uy.x = 3[us/u1] = ug.x = 3
(denoting syntactical equality by =). But the expressions u;.x and us.2 point to
different locations, even if u; and wuy refer to the same object, because the types
of w1 and us are different. A correct specification would be

{((C)uz).x =3} uy = ug; {ur.x =3} .

The above specification presents the key to the solution of this problem.
The result of the substitution [e/u] should be changed in such a way that the
types remain unchanged. This can be done by changing the result of u[e/u] to
cast?([u], e). The auxiliary function cast?(¢,1) is defined as follows.

[ if t is a primitive type
? =
cast?(t,1) { (t)! otherwise

All other cases of the substitution [e/u]| correspond to the standard notion
of (structural) substitution. We will assume in the rest of this paper that a sub-
stitution of the form [e/u] corresponds to this modified substitution operation.
The following theorem states that Ple/u] is the weakest precondition of P with
respect to the assignment u = e.



A Syntax-Directed Hoare Logic for Object-Oriented Programming Concepts 71

Theorem 1. If [e] < [u] we have
o,7,w = Ple/u] if and only if 0,7 ,w E P |
where 7' denotes the local state that results from T by assigning £(e)(o, T) to u.

The above theorem justifies the axiom {Ple/u]} u = e {P}. A crucial part
of the proof consists of showing type preservation of [e/u], that is, proving that
[tle/ull = [1-

For the same reason, the usual notion of substitution does not suffice for
an assignment e.x = €’. But such assignments are also complicated because of
possible aliases of the location e.r, namely expressions of the form [l.xz. It is
possible that [ refers to the object denoted by e (before the assignment), which
implies that [.x denotes the same location as e.x and should be substituted by
e’. If I does not refer to object e no substitution should take place. If we cannot
decide between these possibilities by the form of the expression and their types,
a conditional expression is constructed which decides dynamically.

The definition of the substitution operation [e’/e.z] is straightforward in
most cases. The most interesting case is l.x[e’/e.z]. It results in one of the two
following expressions. If [I] < [e] or [e] =< [I] and, moreover, resolve([l])(z) =
resolve([e] ) (z), we have

l.z[e'Je.x] = if l[¢/ Je.x] = e then cast?([l.z],€’) else (I[¢//e.x]).x fi .

Otherwise, we simply have l.z[e¢//e.x] = (I[¢//e.x]).z. This can be explained as
follows. Note that if [I] £ [e] and [e] Z [!] then the expressions [ and e cannot
refer to the same object, because the domains of [I] and [e] are disjoint. The
clause resolve([l])(z) = resolve([e])(z) checks if the two occurrences of & denote

the same instance variable. We define l.yle'/e.x] = (I[¢//e.x]).y if z and y are
syntactically different. The definition is extended to assertions in the standard
way.

As a simple example, we consider the assignment this.z = 0 and the postcon-
dition u.y.x = 1, where x and y are instance variables and u is a local variable.
Considering types, we assume in this example that [u.y] = [this] = C and
[u] = C’. Applying the corresponding substitution [0/this.z] to the assertion
w.y.x = 1 results in the assertion

(if u.y = this then O else u.y.x fi) =1 .

This assertion clearly is logically equivalent to —(u.y = this) Auw.y.x = 1.

The following theorem states that Ple’/e.z] is indeed the weakest precondi-
tion of the assertion P with respect to the assignment e.x = ¢’. Thus it justifies
the axiom {P[e’/e.x]}e.x = ¢’{P}. Its proof again requires showing type preser-
vation of the substitution.

Theorem 2. If [¢'] < [e.x] and E(e)(o,T) # L we have
o,7,w = Ple'/e.x] if and only if o', 7w E P,
where o’ (0)(resolve([e])(x))(x) = E(e’) (o, T), for o = E(e)(o,T), and in all other

cases o agrees with o’ .



72 Cees Pierik and Frank S. de Boer

5 Object Creation

Next we consider the creation of objects. Our goal is to define a substitution
[new C/u] which computes the weakest precondition of the assignment v =
new C(). Note that an assignment e.x = new C() can be simulated by the
sequence of assignments v = new C(); e.x = u, where u is a fresh local variable.
The weakest precondition of an assignment e.z = new C' w.r.t. postcondition P
is therefore Plu/e.x][new C/u], where u is a fresh local variable which does not
occur in P and e.

For certain logical expressions | we cannot define a weakest precondition
I[[new C'/u], because they refer to the new object, and there is no expression that
refers to this object in the state before its creation, because it does not exist
in that state. Therefore the result of the substitution must be left undefined in
some cases. However, we can define the substitution on any logical expression [
that is not of the form u, (C")u or if I; then Iy else I3 fi with [l3] = [I3] € C.
This suffices to define [new C/u] on any formula. We will do so by means of a
contextual analysis of the occurrences of u.

To simplify the definition of [new C'/u] we start by rewriting logical expres-
sions into a normal form. This proceeds in two steps. Firstly, we remove all
occurrences of casts of conditional expressions by means of the following equiv-
alence.

(C)if Iy thenly else 3 £fi = if [; then (C)ly else (C)l3 fi

Secondly, we remove all expressions of the form (C”)(C")u. Observe that such an
expression is either equivalent to (C’)u or (C')null, depending on the validity
of C' < C”. In both steps we replace an expression by an expression of the same
type.

Due to space limitations we cannot give all cases of l[new C/u]. But we
trust that the general idea becomes clear by considering the following examples,
starting with l.z[new C'/u]. In general, we have to give special attention to cases
where /[new C/u] may be undefined. Therefore we single out the case where
l=u.

false if Ju.z] = boolean
u.znew C/ul =<0  if [u.z] = int
null otherwise

This example shows that we can find an equivalent expression even if the
substitution is undefined for [. The instance variables of a new object have their
default values after creation. These values depend on the types of the variables,
which is reflected by the above substitution. The case where [ = (C’)u is similar,
but requires additionally checking if C' < C’ to predict if the cast will succeed.
If the cast fails, one can return null.

The other special case is that of a conditional expression. Suppose that
[(if I then [y else 3 fi).x] = C’. Then we define

(if I, thenl; else I3 fi).z[new C/u]
= if l[new C'/u] then ((C')l2).z[new C/u] else ((C’)l3).x[new C/u] £i .
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In all other cases we have [.x[new C'/u] = (I[new C/u]).x.

The changing scope of a bound occurrence of a variable z ranging over ob-
jects, as induced by the creation of a new object, is captured as follows. We
define (3z : C'(P))[new C/u]

_ { (3z : C'(Plnew C/u))) V (P[(C")u/z][new C/ul) itC =<’
Jz : C'(Plnew C/u)) otherwise.

The idea of the application of [new C/u] to (3zP) is that the first disjunct
Jz(P[new C/u]) represents the case that P holds for an old object whereas the
second disjunct P[(C")u/z][new C/u] represents the case that the new object
itself satisfies P. The substitution [(C")u/z] consists of simply replacing every
occurrence of z by (C’)u. The other cases of {[new C'/u] and Plnew C/u] can be
found in [3].

The following theorem states that P[new C/u] indeed calculates the weakest
precondition of P (with respect to the assignment u = new C()).

Theorem 3. Let [u] <X C. Then we have
o,7,w = Plnew C/u] if and only if o', 7', w =P ,

where o' is obtained from o by extending the domain of o with a new object

o= (C,n) & qdom(C, o) and setting its instance variables at their default values.
Furthermore, the resulting local context T’ is obtained from T by assigning o to
the variable u.

6 Method Invocations

In this section we discuss the rules for method invocations. In particular, we will
analyze reasoning about dynamically bound method calls like in the statement
S=y=umley,...,e,). A correctness formula {P}S{Q} implies that @ holds
after the call independent of which implementation is executed. Therefore we
must consider all implementations of m that are defined in (a subclass of) [u],
and the implementation that is inherited by class [u] if it does not contain an
implementation of method m itself.

The challenge in this section is to show that our assertion language is able to
express the conditions under which an implementation is bound to a particular
call given the restriction imposed by the abstraction level. That is, by using
only expressions from the programming language. Secondly, we aim to define
and present the rules in such a way that their translation to proof obligations
in proof outlines for object-oriented programs is straightforward. For both these
reasons we cannot adopt the virtual methods approach as proposed in [1].

We first consider a statement of the form y = super.m(es,...,e,), because
this allows us to explain many features of our approach while postponing the
complexity of late binding. Suppose that the statement occurred somewhere
in the definition of a class C'. Assume that searching for the definition of m
starting in the superclass of C ends in class C’ with the following implemen-
tation m(u1,...,u,) { S return e }. Then the invocation super.m(ey,...,e,)
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is bound to this particular implementation. The following rule for overridden
method invocations (OMI) allows the derivation of a correctness specification
for y = super.m(es,...,e,) from a correctness specification of the body S of
the implementation of m.
{P' ANT}S{Q'[e/return]} Q'[(C’)this/this|[f/Z] — Q[return/y]
{P'[(C")this, &/this, u|[f/Z]} y = super.m(e1,...,e,) {Q}

The precondition P’ and postcondition @’ of S are transformed into corre-
sponding conditions of the call by the substitution [(C’)this/this]. This sub-
stitution reflects the context switch. The active object is the same in both con-
texts, but its type differs. The substitution corrects this. It corresponds to the
standard notion of structural substitution, but should take place simultaneously
with the (also simultaneous) substitutions [¢/a]. These substitutions model the
assignment of the actual parameters € = eq,...,e, to the formal parameters
4 = ui,...,U,. Note that we have for every formal parameter u; and corre-
sponding actual parameter e; that [e;] =< [u;]. So the simultaneous substitution
we mean here is the generalization of [e/u] as defined in Sect. 4. Except for the
formal parameters us, ..., uy, no other local variables are allowed in P’. We do
not allow local variables in Q.

We cannot simply substitute y by the result value e in @, because e may
refer to local variables of S that might clash with local variables of the caller.
Therefore we introduce a logical variable return. The substitution [e/return]
applied to the postcondition @' of S in the first premise models a (virtual)
assignment of the result value to the logical variable return, which must not
occur in the assertion Q. The related substitution [return/y| applied to the
postcondition @ of the call models the actual assignment of the return value to
y. The substitution corresponds to one of the enhanced notions of substitution
as defined in Sect. 4.

The assertion I in the precondition of S specifies the initial values of the local
variables of m (excluding its formal parameters): In COORE we have u = false,
in case of a boolean local variable, u = 0, in case of an integer variable, and
u = null, for a reference variable.

Next we observe that the local state of the caller is not affected by the
execution of S by the receiver. For this reason we know that an expression that
only refers to local variables of the caller or the keyword this is constant during a
method call. Such an expression f is generated by the following abstract syntax.

fu=null | this |u | (C)f | fi = fn | f instanceof C | op(fi,..., fn)
| if f1 then f5 else f5 fi

(OMI)

A sequence of such expressions f can be substituted for a corresponding sequence
of logical variables Z of exactly the same type in the specification of the body S.
Without these substitutions one cannot prove anything about the local state of
the caller after the method invocation.

Next, we analyze reasoning about method invocations that are dynamically
bound to an implementation like in the statement S =y = u.m(ey,...,e,). For
this purpose we first define some abbreviations.
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Firstly, we formalize the set of classes that provide an implementation of a
particular method. Assume that methods(C') denotes the set of method identifiers
for which an implementation is given in class C. The function impl yields the
class that provides the implementation of a method m for objects of a particular
class. It is defined as follows.

_ C if m € methods(C')
impl(C)(m) = {impI(Fq(C'))(m) otherwis;a >

We can generalize the above definition to get all implementations that are
relevant to a particular domain. This results in the following definition.

impls(C)(m) = {C" € Climpl(C")(m) = C’ for some class C"" with C"" < C} .

Thus the set impls([u])(m) contains all classes that provide an implementation
of method m that might be bound to the call w.m(eq,...,en).

Another important issue when reasoning about methods calls is which classes
inherit a particular implementation of a method. For that reason we consider
the subclasses of a class C' that override the implementation given in class C.
We denote this set by overrides(C')(m). We have C’ € overrides(C)(m) if C’ is a
proper subclasses of C' with m € methods(C”) and there does not exist another
proper subclass C” of C such that C' < C” and m € methods(C”). With this
definition we can formulate the condition for an implementation of m in class C
to be bound to a method call u.m(ey,...,e,). It is

u instanceof C' A —wu € overrides(C)(m) ,

where the latter clause abbreviates the conjunction

—(u instanceof C") .
C’coverrides(C)(m)

We now have all building blocks for reasoning about a specification of the
form {P} y = u.m(eq,...,e,) {@}. Assume that impls([u])(m) = {C1,...,Ck}.
Let { S; return e; } be the body of the implementation of method m in class
C;, fori=1,...,k, and let @; be its formal parameters. To derive a specification
for y = w.m(ey,...,e,) we have to prove that for each implementation S; a
specification B; = {P;AI;}S;{Q;[e;/return;]} holds. Moreover, this specification
should satisfy certain restrictions. First of all, the assertions P; and (); must
satisfy the same conditions as the assertions P and @ in the rule OMI. The
assertion I; is similar to the assertion I in that rule. Secondly, the preconditions
of the implementations must be implied by the precondition of the call. That is,
we must prove the following implications.

P Aw instanceof C; A —wu € overrides(C;)(m)
— Pz[(cl)u7é/thlsaﬁ2][f/z} ( i)

!
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Similarly, we have to check wether the postconditions of the implementations
imply the postcondition of the call. This requires proving the following formulas.

—

Q;[(Cy)u/this][f/z] — Q[return,/y] (Q:)

The rule for dynamically-bound method invocations (DMI) then simply says
that all given implications should hold and, moreover, we have to derive the
specifications of the bodies.

—

ﬁly"'aﬁk Blv--~7Bk @17"'an
{P}y:u‘m(ela"'7en) {Q}

The generalization of the rule for non-recursive method invocations to one
for recursive and even mutually recursive method invocations is a variant of the
classical recursion rule. The idea behind the classical rule is to prove correctness
of the specification of the body of the call on the assumption that the method
call satisfies its specification. Our rule for mutually recursive method invoca-
tions (MRMI) allows both dynamically bound method invocations and calls to
overridden methods in the recursion chain. To enable this it combines the rules
(OMI) and (DMI). The outline of the rule is as follows.

(DMI)

F,...,F, - B,...,B, p,...,P, Q... Q0
R

(MRMI)

The formulas FY, ..., F,. are the specifications of the calls that occur in the
recursion chain. That is, we require that each Fj is a correctness formula about
a method invocation. As a naming convention, we assume that each Fj is of the
form

{P;}y; =ujmy(el, ... el,) {Q;} or {P;} y; = super.my(e], ..., e}, ) {Q;}

The formulas Bj, for j =1,...,r, denote sequences of correctness formulas about
all possible implementations of the call in Fj}. Bj contains only one element if
F; concerns a call to an overridden method. The sequences P; and Q; are the
corresponding compatibility checks for the pre- and postconditions. Each element
in Pj and Qj corresponds to the element at the same position in Fj.

Let us first consider the case where F} is of the form

{P;}y; =ujmylel,....e) ) {Q;} -

Assume that impls([u;])(m;) = {C1,...,Cy; }. Let { S; return e; } be the body

of the implementation of method m; in class C;, for i =1,...,k;, and let @; be
its formal parameters. Then Bj is the sequence containing, for i = 1,...,k;, the
correctness formulas { P/ AI; }S;{Q}[e;/return;]}. The formula P; is the sequence
containing, for i =1,...,k;, the implications

P; A uj instanceof C; A —u; € overrides(C;)(m;)
= P/[(Ci)u;, &;/this, w][f/Z] -
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And finally, Qj is the sequence containing, for ¢ = 1,...,k;, the implications
Qi[(Ci)u;y/enis][f/z] — Qj[return;/y;] .

On the other hand, if Fj is of the form {P;} y; = super.m;(e, ..., G%j) {Q;}
we can statically determine to which implementation this call is bound. Suppose
that it is bound to the implementation m;(u1, ..., u,){ S return e} in class C.
Then the sequence Bj; contains only the formula {P] A I;} S {Q[e/return;]}.
The compatibility check P; is P; — Pj[(C)this, €;/this, ;][f;/Z;] and Q; is
Q;1(C)this/this][f;/z;] = Q;[return;/y;]. In the formula P;, &; = e, .., el
and u; = Uy, ..., Up-

7 Conclusions

The main result of this paper is a syntax-directed Hoare logic for a language
that has all standard object-oriented features. The logic extends our work as
presented in [7, 8] by covering inheritance, subtyping and dynamic binding. We
prove that the proposed Hoare logic is (relatively) complete in the full paper [3].

In recent years, several Hoare logics for (sequential) fragments of object-
oriented languages, in particular Java, were proposed. However, the formal jus-
tification of existing Hoare logics for object-oriented languages is still under in-
vestigation. For example, completeness is still un open question for many Hoare
logics in this area (see, e.g., [1,9]).

However, in [10], a Hoare logic for a substantial sequential subset of Java
is proved complete. This Hoare logic formalizes correctness proofs directly in
terms of a semantics of the subset of Java in Isabelle/HOL. Higher order logic
is used as specification language. As observed by the author this results in a
serious discrepancy between the abstraction level of the Hoare logic and the
programming language.

We are currently putting the finishing touch to a tool that enables the applica-
tion of our logic to larger test-cases. It supports the annotation of programs, fully
automatically computes the resulting verification conditions, and feeds them to
a theorem prover. We aim to make this tool publicly available soon.

Checking the verification conditions is in general not decidable. However, we
plan to investigate the isolation of a decidable subset of the present assertion
language which would still allow, for example, aliasing analysis. Future work also
includes the integration of related work on reasoning about abrupt termination
[11] and concurrency in an object-oriented setting [12].

Finally, we would like to give a compositional formulation of the logic pre-
sented in this paper which will be based on invariants that specify the externally
observable behavior of the objects in terms of the send and received messages.
We envisage the use of temporal logics as described in [13] for the formulation
of such invariants.
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Abstract. Inheritance is one of the key features for the success of
object-oriented languages. Inheritance (or specialisation) supports incre-
mental design and re-use of already written specifications or programs. In
a formal approach to system design the interest does not only lie in re-use
of class definitions but also in re-use of correctness proofs. If a provably
correct class is specialised we like to know those correctness properties
which are preserved in the subclass. This can avoid re-verification of
already proven properties and may thus substantially reduce the verifi-
cation effort.

In this paper we study the question of inheritance of correctness prop-
erties in the context of state-based formalisms, using a temporal logic
(CTL) to formalise requirements on classes. Given a superclass and its
specialised subclass we develop a technique for computing the set of for-
mulas which are preserved in the subclass. For specialisation we allow
addition of attributes, modification of existing as well as extension with
new methods.

1 Introduction

Object-oriented languages nowadays play a major role in software development.
This has even further increased with the advent of component-based program-
ming. Object-orientation supports encapsulation (of data and operations within
a class) and re-use of already written specifications or code. The latter aspect
is (mainly) achieved by the concept of inheritance or specialisation allowing to
derive new classes from existing ones.

In a formal approach to software development classes (or systems) are spec-
ified using a formal specification language. A formal specification having a pre-
cisely defined semantics opens the possibility of proving correctness of the design
with respect to certain properties. Ideally, the design should be complemented
by a number of formally stated requirements which the system is supposed to
fulfill. In this context the concept of specialisation poses a new question: besides
re-using specifications can we also re-use correctness proofs? A positive answer
to this question would save us from a large verification effort: we would not have
to redo all the correctness proofs. Within the area of program verification, es-
pecially of Java programs, this question has already been tackled by a number
of researchers [9,12,8]. In these approaches correctness properties are mainly
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© IFIP International Federation for Information Processing 2003



80 Heike Wehrheim

formulated in Hoare logic, and the aim is to find proof rules which help to de-
duce subclass properties from superclass properties. In order to get correctness
of these rules it is required that the subclass is a behavioural subtype [10] of the
superclass. This assumption is also the basis of [15] which studies preservation of
properties in an event-based setting with correctness requirements formulated as
CSP processes. In this paper we look at inheritance of properties to specialised
classes form another point of view. Classes are not written in a programming lan-
guage or as a CSP process but are defined in a general (state-based) mathemati-
cal framework. Correctness requirements on classes are formalised in a temporal
logic (CTL). The major difference to previous work in this area is, however, that
we do not restrict our considerations to specific subclasses (namely subtypes),
but start with an arbitrary subclass and compute the set of properties which are
preserved.

The class descriptions we employ describe active objects, providing as well as
refusing services (method invocations) at certain points in time. To achieve this,
every method is characterised by a guard defining its applicability and an effect
defining the effect of its execution on attributes. A (passive) class which never
refuses any call can also easily be described by setting all guards to true. For
convenience of reading we will write class specifications in a formalism close to
Object-Z [13], however, will work with a more general, formalism-independent
definition of classes. There are two kinds of properties we are interested in (man-
ifested in the choice of atomic propositions): first, properties over values of at-
tributes, e.g. class invariants, and second, properties about the availability of
services, e.g. that a certain method will always be executable!.

Specialisation is not defined as an operator in a language but as a general
relationship between class definitions?. Specialisation allows the addition of at-
tributes, the modification of existing methods and the extension with new meth-
ods. It does not allow deletion of attributes or methods which would also be
rather unusual for an inheritance operator.

The basic question we investigate in this paper can thus be formulated as
follows: given two class definitions A and C, where C is a specialisation of A,
which CTL-formulas holding for A hold for C' as well? In general, a specialised
class may inherit none of A’s properties since it is possible to modify all meth-
ods and thus completely destroy every property of the superclass. Hence it is
necessary to find out which modifications of methods (or extensions with new
methods) influence the holding of CTL formulas. For this, we use a technique
close to the cone of influence reduction technique used in hardware verification
[2]. For every modified or new method we compute its influence set, i.e. the set
of variables it directly (or indirectly) influences. Atomic propositions depending
on variables in this influence set will thus potentially hold at different states
in C than in A. Therefore formulas over atomic propositions of the influence
set might not be inherited from A to C. All formulas independent of the in-

! Since methods are guarded, they can in general be refused in some states.
2 Depending on the concrete formalism employed, inheritance might induce a special-
isation relationship among classes in the sense used here.



Inheritance of Temporal Logic Properties 81

fluence set are, however, preserved. This result is proven by showing that the
two classes are stuttering equivalent with respect to the set of unchanged atomic
propositions. Stuttering equivalence has been introduced by [1] for comparing
Kripke structures according to the set of CTL (CTL*) formulas they fulfill.
There are two different variants of stuttering equivalence (divergence-blind and
divergence-sensitive) which correspond to two different interpretations of CTL
[4]. We choose only one of them and will argue why this one is appropriate for
our study of property inheritance and why the corresponding CTL interpretation
might be more adequate for classes.

The paper is structured as follows. In the next section we discuss the basics
necessary for formulating the result. We introduce the logic CTL, formalise class
definitions and supply them with a semantics by assigning a Kripke structure to
every class. We furthermore define divergence-blind stuttering equivalence and
state the result that stuttering equivalent Kripke structures fulfill the same set
of CTL-X (without Next) formulas. Section 3 starts with defining and explaining
the influence set of methods. It furthermore states and proves the main result
about inheritance of temporal logic properties over variables not in the influence
set. Some examples further illustrate the result. Section 4 concludes.

2 Background

In this section we introduce the definitions necessary for our study of property
inheritance. We describe class definitions and give an example of a class which we
later use when looking at properties and specialisations. Furthermore we define
the syntax and semantics of the logic CTL and state a result relating stuttering
equivalence and CTL formulas.

2.1 Classes

Classes consist of attributes (or variables) and methods to operate on attributes.
Methods may have input parameters and may return values, referred to as output
parameters. We assume variables and input/output parameters to have values
from a global set D. A waluation of a set of variables V is a mapping from V to
D, welet Ry ={p: V — D} stand for the set of all valuations of V, the set of
valuations of input parameters Inp and output parameters Out can be similarly
defined.
A class is thus characterised by

— A set of attributes (or variables) V|

— an initial valuation of V to be used upon construction of objects: I : V — D,
and

— a set of methods (names) M with input and output parameters from a set
of inputs Inp and a set of outputs Out. For simplicity we assume Inp and
Out to be global. Each m € M has a guard guard,, : Ry X Rp,p — B
(B are booleans) and an effect effect,, : Ry X Rpp — Ry X Roy. The
guard specifies the states in which the method is executable and the effect
determines the outcome of the method execution.
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The semantics of a class is defined in terms of Kripke structures, the standard
model on which temporal logics are interpreted. A Kripke structure is similar to
a transition system.

Definition 1. Let AP be a nonempty set of atomic propositions. A Kripke
structure K = (S, So, —, L) over AP consists of a finite set of states S, a set of
initial states Sy C S, a transition relation — C S x S and a labeling function
L:8§ — 247,

Note that we do not require totality of the transition relation, i.e. there may be
states s € S such that there is no s’ with s — s’.

The basic properties we like to observe about a class (or an object) are its
state and the availability of methods. Thus the atomic propositions AP, that
we consider for a class A = (V, I, M, (guard,,)menm, (effecty)menr) are

—v=d,ve V,de D and
— enabled(m), m € M.

We assume method execution to be atomic, i.e. we do not distinguish beginnings
and ends of methods and do not allow concurrent access to an object.

Definition 2.

The  semantics of  (an object of) a class A
(V, I, M, (guardy)mem, (effectn)menm) is the Kripke structure K — =
(8,80, —, L) over AP4 with

— S=Ry,
- SO = I7
— = ={(s,8) | Im e M,3pin € Rinp, Pout € Rout : guard,, (s, pin)
A eﬁGCtm(&Pm) = (Slvpout)}7
— L(s) ={v=d | s(v) = d} U{enabled(m) | 3 pir. € Rimp : guard,, (s, pin)}.

Since the atomic propositions do not refer to inputs and outputs of methods,
they are not reflected in the semantics. The following example gives a class
definition of a simple bank account with methods for disposal and withdrawal.
To enhance readability we have chosen a presentation which is close to Object-Z.
The first box (schema) describes the attributes (with their domains, N being a
constant), the Init schema defines the initial valuation and schemas labeled guard
and effect define guards and effects of the methods. Primed variables refer to
attribute values in the next state, the notation var? describes an input parameter
and A(...) denotes the set of variables which are changed upon execution of
particular methods.

BankAccount

money : [—N..N]

__INIT
money =0
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—guard_Deposit _____effect_Deposit
amount? : [1..N] A(money)
amount? : [1..N]
true
money’ = money + amount?
_guard_Withdraw _______effect_Withdraw
amount? : [1..N] A(money)

t?:[1..N
money > amount? amoun [ ]

money’ = money — amount?

Figure 1 shows the Kripke structure (without L) of class BankAccount. The
numbers indicate the values of attribute money. All states with money < 0 are
unreachable. The upper arrows correspond to executions of Deposit, the lower
to those of Withdraw.

Fig. 1. Kripke structure of class BankAccount.

2.2 CTL

The temporal logic that we use for specifying properties of classes is CTL [5].
The temporal operators of CTL consist of a path quantifier (E for existential
and A for universal quantification) plus operators for expressing eventuality (F'),
globally (G), next state (X), and until (U).

Definition 3. The set of CTL formulas over AP is defined as the smallest set
of formulas satisfying the following conditions:

— p € AP is a formula,

— if 1,2 are formulas, so are ~p1 and Y1 V @2,
— if ¢ is a formula, so are EXy, EFp, EGp,

— if 1,02 are formulas, so is E[p1 U pa).

As usual, other operators can be defined as abbreviations, e.g. true = (p V —p)
for some arbitrary proposition p, false = —true, o1 A @3 = —(—p1 V —pa),
AG ¢ = =EF —p and AX ¢ = -EX —p3. CTL-X is the set of CTL formulas
without the next-operators EX and AX.

For the interpretation of CTL formulas we look at paths of the Kripke struc-
ture.

3 The formulaec AF > and A[p1 U 2] have been omitted here since, under the inter-
pretation given in Definition 5, they both coincide with .
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Definition 4. Let K = (S, Sy, —, L) be a Kripke structure over AP.

— A path is a nonempty finite or infinite sequence of states m = 98182 ... such
that s; — ;41 holds for all i > 0 (in case of finite paths up to some n). For
a path ™= s98182 ... we write w[i] to stand for s;. We define the length of a
finite path m = sy ... $n—1, | 7|, to be n and set the length of infinite paths to
00.

— The set of paths starting in s € S is

paths(s) = {sps182...| Sps182... is a path and so = s}

Note that paths need not be maximal or infinite. In this, we deviate from
the standard interpretation of CTL. Usually, only infinite paths are considered,
whereas we also look at prefixes of such infinite paths. The interpretation we
give below has, however, also been considered by [6] and [4].

Definition 5. Let K = (S, Sy, —, L) be a Kripke structure and ¢ a CTL for-
mula, both over AP. K satisfies ¢ (K = @) iff K, so = ¢ holds for all sy € So,
where K, s |= ¢ is defined as follows:

- K,s=piff p e L(s),

- K,sE-giff not K,s E ¢,

- K, sEpiVe iff K,sE w1 or K, s = o,

- K,s = EX ¢ iff 3w € path(s),|m|> 1A K,n[1] E ¢,

— K,s = EF ¢ iff 37 € path(s),3k > 0: K, w[k] E ¢,

— K,s = EG ¢ iff A7 € path(s),Vk > 0,k <|7 |: K,7[k] E ¢,

— K,s = E[p1 Ups] ¢ff A7 € path(s),3k > 0: K, w[k] = p2 and Vj,0<j <
kKl E oo

This interpretation is more convenient for our study in two respects. One reason
will be discussed later when we look at preserved properties: Under the standard
interpretation fewer properties are inherited to specialised classes. For the second
point consider again the class specification BankAccount. Its Kripke structure
K satisfies the following properties:

S1 AG (money > 0),
S2 AG (enabled(Deposit)),
L AG EF (enabled( Withdraw)).

The formula AF (money > 0) does, however, not hold for the Kripke structure.
This is due to the non-standard semantics of CTL given here since it does also
consider non-maximal paths. The path consisting of just the initial state does
not satisfy the formula; the formula would hold if we restrict paths to maximal
(infinite) ones. Since the execution of methods, however, depends on calls of
methods from the outside and is not under control of the class, we actually
can never be sure that steps to next states are taken. Thus, an object of class
BankAccount might actually never be used and thus we might never reach a
state with money > 0.
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2.3 Stuttering Equivalence

The last part of the background section concerns the result relating stuttering
equivalence with CTL formulas. Stuttering equivalence will be the relation used
to relate specialised classes with superclasses. Stuttering equivalence is the state-
based analog of branching bisimulation [14].

Definition 6. Let K; = (S;, S0, —;, Li), © = 1,2, be Kripke structures over
APy, AP>, respectively. K1 and Ko are divergence blind stuttering equivalent
with respect to a set of atomic propositions AP C APy N APy (Ky ~ap Ka) iff
there is a relation B C S1 X Sy which satisfies the following conditions:

1. Vs1 € Sp13s2 € St (s1,8) € B, and vice versa,
Vs € 5072381 € 50,1 : (81782) € B,

and for all (r,s) € B
2. Ll(’f’) NAP = LQ(S) n AP,

S rsr=
350,815+ 8n,n >0 such that so = s,V0O < i< n:s— Siy1
A(r,s;) € B, and (1',s,) € B, and vice versa,
s— s =
dro, 11, ., 0, n 2> 0 such that g =7r,VO<i<n:r— rpn

A (riy8) € B, and (ry, s') € B.

Stuttering equivalence allows stuttering steps during the simulation of one step
of K; by Ky and vice versa. All the intermediate states in the stuttering step
(e.g. so,...8n—1) still have to be related to the starting state of the other struc-
ture, i.e. the atomic propositions from AP may not change during stuttering.
Since we allow stuttering a property holding in the next state of Kj possibly
does not hold in the next but only in later states of K,. Thus concerning CTL

formulas, stuttering equivalent Kripke structures only satisfy the same set of
CTL-X formulas.

Theorem 1. Let Ky, Ko be two Kripke structures such that K1 ~ap Ks, and
let ¢ be a CTL-X formula over AP. Then the following holds:

KiEy iff KEy

Proof. See [1,4].

3 Inheriting Properties

Usually, inheritance of properties is studied for subclasses which are behavioural
subtypes of their superclasses. Here we pursue a different line of thought. We
allow to arbitrarily add new methods as well as change old methods and impose
no a priori restrictions on these extensions and modifications. Since this may in
general lead to a specialised class in which lots of properties of the superclass
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do not hold anymore, we have to compute the set of formulas which are pre-
served. Instead of restricting the subclasses considered, as is usually done, we
thus restrict the set of formulas.

First, we have to define what it means for a class to be a specialisation of an-
other class. Instead of defining a particular operator we simply define a relation.
In the following we always assume that the classes A and C have components
(VAa Ia, My, (guardfr]z)mGMm (eﬁCCtri‘L)mGMA) and ( Ve,Ie, Mc, (gua{rdrg)mEMca
(eﬁectm)ﬁeMc), respectively.

Definition 7. Let A and C be classes. C is a specialisation of A if V4 C V¢,
MA g MC and IC |VA: IA.

In general, a subclass derived from a superclass by inheritance will be a special-
isation of the superclass. C' may change method definitions as well as introduce
new methods: the changed methods are those methods m in M4 for which either
guard?} # guardC or effect/s # effectC, the new methods are those in Mg \ Ma.
To keep matters simple we assume that the subclass does not change initial
values of old attributes.

For computing the set of preserved formulas we have to find out which atomic
propositions are affected by the modifications or extensions made in the spe-
cialised class. For this we need to compute the influence set of methods, i.e. the
set of variables that may directly or indirectly be affected by method execution.
First, we define the set of variables that a method modifies, uses and depends
on. Intuitively, a method depends on a variable if the evaluation of its guard is
affected by the value of the variable; it uses a variable if the value of the vari-
able is used to determine output or changes to the attributes; and it modifies a
variable if the value of the variable is changed upon execution of the method.

Note that in the definition below, first(effecty, (..., ...)) refers to the new state
of attributes after execution of a method m (the first component of a pair from
RV X ROut)-

Definition 8. Let A= (V,I, M, (guardy)mem, (effectn)men) be a class.

A method m € M modifies a variable v € V if there are p € Ry, pin, € Rinp
such that first(effect, (p, pin))(v) # p(v).

Ezecution of m € M depends on v € V if there are p1,p2 € Ry, pin € Rinp
such that py |v\{o1= p2 |v\{v} and guard,(p1, pin) 7 guardm(p2, pin)-

A method m € M uses v € V if there are p1,p2 € Ry, pin € Rimp such that

p1 lv\{o1= P2 |v\fvy and effectn(p1, pin) 7 effectn(p2, pin)-

We let mod“(m) denote the set of variables m modifies in A, depends®(m)
the set it depends on, and wuses(m) the set of variables it uses. When clear
from the context we omit the index for the class. For the formalism used in
the BankAccount example these sets can be (over-)approximated by using the
following rules: mod(m) is the set of variables appearing in the A-list of effect,,,
uses(m) are all variables appearing in effect,,, and depends(m) are those ap-
pearing in guard,,. Thus we for instance have mod( Withdraw) = {money} and
depends(Deposit) = &. Over-approximation does not invalidate the result about
preservation of properties proven below.
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There is a tight connection between the variables a method uses or depends
on and its guard and effect, as expressed by the next proposition.

Proposition 1. Let V! C V be a set of variables, s,s’ € Ry two states such
that s |v:=s" |y, and let m € M be a method.

If depends(m) C V' then V pip, € Rinp : guardy, (s, pin) < guard,, (s', pin).
If uses(m) C V' then ¥ pin, pout, Py Such that effecty, (s, pin) = (£, pout),
effectn (', pin) = (', o), we get L |yrm € |y and pous = P

The set of methods which potentially influence the holding of formulas are those
changed in the specialised class C' (compared to the superclass A) or new in C'.
In the following we denote this set of methods by N. We are interested in the
effect these methods in N may have wrt. the atomic propositions holding in (the
Kripke structure of) A. If a method in N modifies a variable which is used in
a guard of another method in A, then in C' this method might be enabled at
different states and its execution might produce different results. This leads to
the following definition of influence set.

Definition 9. Let A and C be classes such that C is a specialisation of A. The
influence set of a set of methods N C Mc, Infi*>¢(N), is the smallest set of
variables satisfying the following two conditions:

1. Ym € N : mod?(m) Umod®(m) C Infi*“(N),
2. if v € Infl"“(N) and there is some m’ € My such that v € depends®(m')
or v € uses(m’), then mod®(m') Umod®(m’) C Infit:“(N).

Note that in 2. we refer to class A only since A and C' agree on methods outside
of N anyway. In the sequel we always write Infl(N) instead of Infi*C(N). The
influence set is recursively defined since modifications made to a variable may
propagate to other variables. At the end of this section an example illustrating
this propagation of changes can be found.

The influence set computation is similar to the cone of influence computation
used as an abstraction technique in hardware verification [2]. However, while the
cone of influence is computed for the set of variables under interest (and the
remaining variables can then be abstracted away), we take the opposite view
here: the influence set tells us which atomic propositions might not hold anymore,
and the set of preserved formulas has to be restricted to the remaining atomic
propositions.

Given a set of non-modified variables V' and non-modified methods M’ we
define the atomic propositions over V' and M’ to be

APV/7M/ = {U’ =de AP | v e V’}
U {enabled(m’) € AP | m' € M’ A depends(m') C V'}

Starting from a temporal logic formula over atomic propositions in A and having
given a specialised class C, the set of non-modified variables and methods is thus
V= Va4 \(N)and M’ = M4\ N (where N is the set of methods modified or
added in C).



88 Heike Wehrheim

The following theorem now states the main result of this paper. Concerning
the atomic propositions over non-modified variables and methods, a class A and
its specialisation C' are stuttering equivalent.

Theorem 2. Let A and C be classes such that C is a specialisation of A. Let N
denote the set of methods changed in C or new in C, and set V' to V4 \ Infl(N),
M’ to Ma \ N. Then the following holds:

K ~apy, . Ka

Intuitively, all steps corresponding to the execution of new or changed methods
are now stuttering steps under the restricted set of atomic propositions.

Together with Theorem 1 this gives us the following corollary:

Corollary 1. Let A and C be classes such that C is a specialisation of A. Let N
denote the set of methods changed in C or new in C, and set V' to V4 \ Infl(N),
M’ to Ms\ N.

Let ¢ be a CTL-X formula over APy pr. Then the following holds:

Kifyp & Koo

In particular, class C preserves all of A’s properties if it does not change existing
methods and new methods only modify new attributes, as expressed by the
following corollary.

Corollary 2. Let A and C be classes such that C is a specialisation of A. Let
N denote the set of methods changed in C' or new in C.

If N C Mg\ Ma and mod?(N) U mod®(N) C Vi \ Va then the following
holds for all formulas ¢ € CTL-X over APy, u,:

KiEpe Koo

In this case, class C can also be seen as a behavioural subtype of A in the sense
of [10] (extension rule).

Proof of Theorem 2. Let K4 = (Sa,80,4,— 4,La) and K¢ = (S., S, c,
— ¢ Le) be the Kripke structures of A and C'. The relation showing divergence
blind stuttering equivalence between K4 and K¢ is B = {(sa,s¢) | sa |vi=
sc |v}, where V' = V4 \ Infl(N). We have to check conditions 1 to 3.

1. Holds since C is a specialisation of A and hence I¢ |y, = I4 which implies
Ic |vi=1a v

Let (sa,s¢) € B.

2. Concerning APy p the same set of atomic propositions hold in related
states:



Inheritance of Temporal Logic Properties 89

La(sa)NAPy: o ={v' =d|v € V' de D,sa(v') =d}
U {enabled(m’) | m’ € M', depends™*(m') C V'
A3 pin € Rinp : guard;s, (sa, pin)}
={v'=d|v eV’ deD,sc(v)=d} (1)
U {enabled(m’) | m' € M', depends®(m') C V'
A3 pin € Rinp = guardS, (sc,pin)}  (2)
= Le(sg) N APy

Line 1 holds since s4 |y= s¢ | v+ and line 2 holds since guard;z/ = guardg/

and thus also depends?(m’) = depends®(m’).

3. Assume sg — s'4. Then there is some m € My, some pi, € Rinp, Pout € Row
such that guard4 (sa, pin) and effect (sa, pin) = (54, pout). There are now
three cases to consider: m is a method which is unchanged in C' and a) m
does only depend on and does only use variables in V', or b) m uses or
depends on variables in Infl(N), and third case m € N. In the first case
the transition in A is matched by a corresponding transition in C' (the same
method is executed), in the other two cases the A-step is a stuttering step;
it essentially changes atomic propositions not in APy .

(a) m € My \ N and depends?(m) U usesd(m) C Vv’
(and thus depends®(m) U uses®(m) C V'): By Proposi-
tion 1 guardS(sc,pim) and Ish : sp  |y= 4 |v and
effectS (se, pin) = ($&s Pout), 1.e. s¢ — Sg, and by definition of B,
(sh,s¢) € B.

(b) m € Ma\ N and depends?(m) ¢ V' or uses(m) ¢ V"

Then there is some v € depends®(m) or v € uses?(m) such that v €
Infl(N). Since m is unchanged, we get by definition of the influence set
mod*(m) C Infi(N). Hence sa |v= s |v/ and therefore (s4,sc) € B
(the A-step is matched by 0 C-steps).

(¢) m € N (a changed method):

Then mod?(m) C Infl(N) and we can apply the same reasoning as in
the last case.

4. Reverse case: s¢ — s Then there is some m € M¢, some piy, € Rinp, Pout €
Rout such that guardC (sc, pin) and effect (sc, pin) = (s Pout ). We essen-
tially get the same three cases as before (except for the fact that in the third
case we can now have a new as well as a changed method) and can therefore
reason analogously. O

We illustrate the result by our bank account example. Below two specialisa-
tions of class BankAccount are given. Both are defined using inheritance which
here simply means that all definitions of BankAccount (i.e. attributes and meth-
ods) also apply for the specialised classes. The first class adds two new attributes
and one method to BankAccount.

The new method Assignld assigns an identification number to a bank ac-
count. Once this number has been assigned method Assignld is disabled. The
new method does not change the old variable:
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InfiBankAccount, BAL( A ssignld) = {idAssigned, id}

All of our properties S1, S2 and L are thus preserved.

—_BA1

inherits BankAccount

id : ID
idAssigned : B

_INIT
—idAssigned

_guard_Assignld
id? . ID

—idAssigned

_effect_Assignld
A(idAssigned)
id? 2 ID

1dAssigned’
id' = id?

Consider on the other hand the second specialised class BA2: It modifies
method Withdraw which means that the definition of Withdraw in BankAccount
is replaced by the new definition. In this bank account the user is allowed to

overdraw his account (up to —N).

—BA2

inherits BankAccount
modifies Withdraw

_ guard_Withdraw
amount? : [1..N]

money — amount? > —N

_effect_Withdraw
A(money)
amount? : [1..N]

money’ = money — amount?

We have InfiBonkAccount, BA2(With draw) = {money}. Thus our theorem only
tells us that S2 is preserved but it tells us nothing about S1 and L. While the
liveness property L does still hold, S1 is invalidated in BA2.

A
z,y,2: N
__INIT
_effect_opl _effect_op2
Az) Aly)
' =1z+z Y =y+x
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The last (rather artifical) example shows why we need the inclusion of vari-
ables into the influence set which are only indirectly affected by a new or changed
method. Consider the following class A with three attributes z,y and z, where
z and y are modified by operations opl and op2, respectively.

The property AG (y = 0) holds for this class. Next we make a specialisation of
the class which adds one new method modifying z.

_C
inherits A

__effect_op3
A(z)

Z=z+1

This method indirectly influences variable y: the value of y depends on =z
and z depends on z, mod®(op3) = {2z}, and Infi®(op3) = {z,y,2}. Hence no
formulas with atomic propositions talking about z, y or z are preserved, and it
can in fact be seen that property AG (y = 0) does not hold for class C' anymore.

Finally, there is one issue which remains to be discussed: the choice for the
specific non-standard interpretation of CTL. Usually, CTL is interpreted on max-
imal paths. Paths are always infinite which is achieved by requiring the transition
relation — to be total. In order to get a result similar to Theorem 1 in this case,
an additional condition is needed in the definition of stuttering equivalence (see
[3]): whenever two states r and s are related via B, r has infinite stuttering
if and only if s has. Infinite stuttering means that there is an infinite path
rT17273 . . . from 7 such that all r; are related with s. Intuitively this corresponds
to an infinite sequence of method applications which do not change the atomic
propositions under consideration. This extended definition is referred to as di-
vergence sensitive stuttering equivalence. It is needed for preservation of CTL-X
properties under the standard interpretation since for every path in r we need
a corresponding path in s. If we only consider maximal paths we may lack a
corresponding path when r has infinite stuttering but s does not. When using
the non-standard interpretation a path may also consist of a single state.

In principle, we could have used this extended definition of stuttering equiv-
alence together with the standard CTL semantics. This has, however, one sig-
nificant drawback: the specialised class C' then has to be divergence sensitive
stuttering equivalent to the superclass A in order to inherit properties from A.
This is in general not the case: for instance, a new method in C' (corresponding to
the stuttering steps) that may be executed infinitely often (e.g. when its guard is
true) leads to infinite stuttering. Since this method is not present in A there may
be no corresponding infinite stuttering in A. Thus, divergence-blind stuttering
equivalence is more adequate for comparing specialised class with superclass. If
nevertheless the standard interpretation should be used then one possibility is
to add one extra method to every class. This method should always be enabled
(guard = true) and should not change any variable. Thus every state has infinite
stuttering and the necessary conditions are trivially fulfilled.
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4 Conclusion

In this paper, we investigated the question of property inheritance from super-
classes to specialised classes. Unlike other approaches we did not assume any
specific relationship as for instance subtyping between superclass and subclass.
Instead, we showed how to compute the set of preserved properties when given
a class and its specialisation.

Related Work. The work most closest to ours, both from a technical point of
view and from its overall aim, is that of cone-of-influence reduction in hardware
[2] and program slicing [7,11] in software verification or specification analysis.
Both techniques start from a large system (circuit, program or specification)
and apply the reduction technique to obtain a smaller one on which verifica-
tion/analysis takes place. We start with the small system (class) and compute
the influence set to find out which properties are preserved in the larger system.
The techniques used to prove the correctness of the main result are neverthe-
less quite similar: the cone-of-influence reduction technique shows bisimilarity
of large and reduced system and thus preserves all CTL formulas; program slic-
ing, as employed in [7], achieves a trace-based variant of stuttering equivalence
between large and reduced system and thus preserves all LTL-X formulas.

Future Work. This work is only a first step towards a practical use of the
computation of preserved properties. The most important extension concerns
the consideration of more than one class. This can be done by combining the
technique presented here with compositional verification techniques. In the set-
ting of Object-Z this could for instance be the work of [16]. Another important
issue is the actual computation of the influence set: in order to be able to apply
our technique the influence set should be as small as possible and thus purely
syntax-oriented computations might not be practical.
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Abstract. The main purpose of our work is the typing of concurrent,
distributed and mobile programs based on the actor programming model,
that is non-uniform behaviour concurrent objects communicating by
asynchronous message passing. One of the key difficulties is to give a
precise definition of ”message not understood” errors in this context. In
this paper, we investigate temporal logic and model-checking based tech-
nologies for an asynchronous message passing process calculi. We focus
on non uniform input interfaces for processes, and then define a tempo-
ral logic tailored to their description and analyses. This logic deals with
infinite-state systems, as mailboxes of actors are unbounded multisets of
messages, but yet happens to be decidable. We use our logic to specify
possible communication errors in actor-based programs in order to give
precise and sound definition of type disciplines.

Introduction

The development of the telecommunication industry and the generalization of
network use bring concurrent and distributed programming in the limelight. In
that context, programming is a hard task and, generally, the resulting appli-
cations contain much more bugs than usual centralized software. As sequential
object oriented programming is commonly accepted as a good way to build soft-
ware, concurrent object oriented programming seems to be well-suited for pro-
gramming distributed systems. Since non-determinism resulting from the unre-
liability of networks makes it difficult to validate any distributed functionality
using informal approaches, our work is focused on applying formal type systems
to improve concurrent object oriented programming.

To obtain widely usable tools, we have chosen to use the actor model pro-
posed by Hewitt in [HBS73] and developed by Agha in [Agh86]. This model is
based on a network of autonomous and cooperative agents (called actors), which
encapsulate data and programs, communicating using an asynchronous point to
point protocol. An actor stores each received message in a queue and when idle,
processes the first message it can handle in this queue. Besides those conventions
(which are also true for concurrent objects), an actor can dynamically change
its interface. This property allows to increase or decrease the set of messages an
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actor may handle, yielding a more accurate programming model. This model,
also known as concurrent objects with non uniform behaviour (or interface),
has been adopted by the telecommunication industry for the development of
distributed and concurrent applications for the Open Distributed Computing
framework (ITU X901-X904) and the Object Description Language (TINA-C
extension of OMG IDL with multiple interfaces). Due to behaviour change, it
may happen that a message cannot be handled by its target in some execution
path (a sequence of behaviours the actor can assume) and could be handled in
some other path. Such messages are called orphan messages.

Type systems for concurrent objects and actors, with uniform or non-uniform
behaviours, have been the subject of active research in the last years ([RV00],
[Nie95], [Kob97], [Pun96], [NNS99], [FLMRI7], [Bou97] and their more recent
works). Two opposite approaches have been followed: explicit and implicit typ-
ing. Explicit types (see [RR01,CRR02]) may provide more precise information
but are sometimes very hard to write for the programmer (they might be much
more complex than the program itself). We advocate the use of implicit typing,
i.e. type inference, as it is simpler to use.

In a first approach, our type systems were defined using CAP, an actor cal-
culus derived from asynchronous m-calculus and Cardelli’s Calculus of Primi-
tive Objects (see [CPS96]). Two type systems were developed: the former (see
[CPS97]) is based on usual object type abstractions and catches all functional
and communication errors but only trivial orphans, the latter detects a large set
of orphans but requires a much more complex type abstraction (see [CPDS99]).

Despite several unsuccessful attempts to provide formal definitions for the
various kinds of orphan messages we are interested in ([CPDS99] and [DPCS00]),
most of the time, the best definition we could give was: orphan messages are the
messages detected by our analyses which was neither satisfying nor useful. The
purpose of this paper is to present a decidable temporal logic dedicated to the
specification of orphan messages which we use to compute various notions of
input capacities for actors.

We initially give a short description of CAP, a primitive actor calculus used
to define our static analyses.

1 CaP: A Primitive Actor Calculus

Various encodings of concurrent objects in the w-calculus or similar formalisms
have been proposed [Wal95,PT97]. Message labels and actors mail addresses are
usually both expressed using names. Therefore, the typing of encoded programs
generally leads to type information which does not reflect the structure of the
original program. The authors defined in [CPS96] the CAP calculus in order to
overcome these constraints.

As in the m-calculus [Mil91] and in the v-calculus [HT91] the basis of the
calculus is the name representing the actors mail addresses. Following Abadi
and Cardelli’s calculus of Primitive Objects [AC94], actor’s different behaviours
are represented by mutually recursive records of methods only accessible by
communication.
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CAP does not follow all the principles of Agha’s actors, but provides be-
haviours and addresses as primitives that allow to express very easily actor
programs. We will assume some restrictions on CAP programs in order to define
our analyses in a strict actor framework.

The remaining part of this section is devoted to a quick introduction to CAP
syntax (a more precise presentation of the calculus and its semantic are available
in [CPS96,CPS97]).

1.1 CApP Syntax

As a first example of a CAP expression, we construct a term corresponding to
the “one-slot buffer” beginning with an empty state which is sent a put message.

va,b(a > [ put(v) = ((e, se)(e > [get(c) = ((e/,sf)(c Qrep(v) || € > se)])]
|a <1 put(b))

First, we create the two actor names a and b using the v operator. An actor
is built (via >) by the association of an address (a) and a behaviour. In the
previous example, the behaviour of a has two states recursively defined (via ().
The first state (the empty buffer) only understands one put message and then
switches to the second state (the full buffer) where it can understand only one
get message. Before switching back to empty, it sends (via <1) the value coming
from the corresponding put request to the argument of the get message.

When an actor accepts a message, ((e, s) binds the actor’s address to e (called
ego) and its current behaviour to s (called self). This operator is inspired by the
¢ defined by Abadi and Cardelli [AC94] to formalize self-substitution in objects.
In our context, the capture of self and ego is used to formalize behaviour changes
without introducing a fixpoint operator.

To define CAP syntax the following sets are used: Var an infinite set of
variable symbols (z,x;,e;,5; € Var) and Label a finite set of feature labels (m; €
Label). Sequences of symbols are represented by a tilde (7).

A configuration is a concurrent combination of actors and messages sent to
actors. Their set C is built by the following grammar:

Cu=0|C|ClvalC|z>T|z<sm(T)|(C)
T = [m(%;) = (e, 5)Ci] " |z | (T)

The configurations C' represent respectively: an empty process, processes in
parallel, creation of actor’s name, an actor named x waiting for a message (input
transition) with T as its current behaviour and finally a message labelled m with
its parameters T sent to an actor z (output transition).

The terms T are either behaviours (between brackets) or variables. A be-
haviour is a set of reactions C; to the labelled messages m; (with their parameters
Z;) that an actor can handle at a given time.

Syntactically, the sharing of the same address by several different actors is not
forbidden. So, we will assume that CAP programs respect a linearity hypothesis:
actors are not allowed to change the behaviour of other actors and only one
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behaviour is associated to an actor at each time (changing behaviour is only
expressed using the ego variable: we will write a > [m;() = ((e;,5;)C || €; > by]
and not a > [m;() = ((e;,s;)C || ar> b;]). Moreover, in this paper, values in
parameters are only names of actors and not behaviours; this point will be
discussed in conclusion.

2 Computation of the Interface of an Actor

The interface or behavioural type of an actor shall merely denote a finite-state
transition system, where each state (respectively each transition) corresponds
to an input-waiting state of the actor (respectively a label of an understood
message at this current state). Thus we abstract away output events, as well
as dynamic creation of actors, and even messages contents. Of course, as such,
our analysis here is not intended to deal with properties of a complete actor
(or process-calculi) term, but to focus on the specific input part of such a term.
We insist on the fact that we don’t provide in this paper any type discipline
for a full actor language (as it is the main subject of some of our past papers
[CPS97,CPDS99)).

A first part describes the translation of an actor term into a behavioural type.
Then a finite-state transition system for these types is defined, as an operational
semantics. We are indeed interested in the product system M ailbox x Control,
where M ailbox represents the set of possible mailbox contents, i.e. multisets of
labels and Control is the first transition system. Then we give the operational
semantics of this product system, which we shall further call an asynchronous
transition system. Due to the unbounded nature of the mailbox, this system is
an infinite-state system, but yet from any given initial state, only a finite number
of steps can occur, until the mailbox is empty or we are stuck in a state where
input capabilities don’t match the mailbox content.

2.1 Behavioural Types

We adopt the TyCO syntax for behavioural types [RV00], i.e. types that de-
note the possible sequences of method invocations for a given actor. We recall
here the grammar of behavioural types (without the “||” operator and message
parameters):

Definition 1 (Behavioural Types).
a = Yiemio; | Dierroo | pt.a | |0

The labelled sum X;cym;.c; gathers together several method types to form
the type of an actor that offers the corresponding set of methods. 0 denotes the
sum with the empty indexing set.

The silent sum Y ;7. is used to represent the internal non-determinism of
an actor (a choice for instance). As soon as this choice is carried out, the actor
behaves according to one of the types «;.
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2.2 Extraction of Behavioural Types

In this section, we present how to extract behavioural types from a CAP pro-
gram. The principle is to keep only information related to the actors’ input
capacities. The type of each actor is produced and then analysed (represented
by the function O). We ignore the sending of messages and the parameters (as
they are not behaviours).

As the creation of names and the installation of behaviours are separated,
we have to carry a list of associations (variable of actor — behavioural type)
produced by the x > T configurations and then to extract the right behavioural
type in the creation configurations vz.C. The list of associations is represented
by ML lists (the operator ™7 adds an element to a list and ”@” merges two
lists).

The configurations and the terms are typed in an environment A containing
the self variables of each behaviour. The analysis of a term only returns one
behavioural type, considering the linearity hypothesis we have made.

The following rules describe the process of extracting behavioural types and
are explained thereafter:

A"Clill A"Clilg

AFC:1 E(x,l)=(a,l') O(a) AET:«
AFvae.C: T AFz>T: |z~

A,Si ok Ci : li 8(€z,lz) == (Oli, [])
[mi(Z;) = (e, 5:) 0" €T 2 pa. Xie ;.o Abx: Ax)

E(x,1) = (o', 1)
Ex,y—axl)=(,y—~azl) Exz—azl)=(al) E(x,0)=(0,0)

The empty configuration as well as the sending of message have the null type
0. The parallel configuration gathers the associations from the two configura-
tions.

The typing of the name creation consists in typing the configuration and then
in extracting the behavioural type of this name, which is then analysed by the
system described in the next sections (function @). The resulting configuration
returns the trailing associations. The installation of a behaviour produces a list
with one element: the association of the variable z and the behavioural type
resulting from the analysis of the term T (considering our hypothesis).

A reaction to a message is typed in an environment containing the self as-
sociated with the final type of the behaviour. The type of the next behaviour
is extracted from the list of associations {; which contains at least one element
(the next behaviour is precised or not and an actor can’t install a behaviour on
another actor). This point is expressed by enforcing the outcome of the function
£ to be the empty list. Finally, the behavioural type is expressed by a fixpoint
and gathers all the branches of the behaviour expression.
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The type of a variable is given by the environment A if it represents effectively
a behaviour (as we consider correct programs according to the first type system
of [CPS97]).

The extraction function £(z,1) gives the behavioural type associated with x
in the list [, if it exists, or the null type 0 instead. It also returns the tail of the
list (without the association concerning z).

Example. According to this system, the one-slot buffer has the following simple
type: pa.get.ua’ .put.a.

We can remark that we have not used the sum type with anonymous transi-
tions. This type is required for languages allowing a kind of choice (for instance
the conditional statement if ).

2.3 Operational Semantics of Behavioural Types

We give a semantics of the types via a labelled transition relation where [ de-
notes an element of Label U {7}. A label m; - a basic transition - corresponds to
the invocation of a method with name m; whereas the label 7 denotes a silent
transition that corresponds to an internal hidden computation.

Our transition rules for the control part take the form I" - p—l>q7 where I’
is an environment of (recursive) behaviour definitions, p and ¢ are behaviours
(a-terms), and [ is the label of the transition, m; or 7. The term I'[t] denotes
the definition p associated to the variable ¢ in I, this association being denoted
t—p.

Definition 2 (Transition rules for processes control part).

jel FFTt -5 p Tu{t—plbt g
' Yierl;a L)Oéj Fl_t_l>p I'I—Mt_p—l)q

2.4 Operational Semantics of Asynchronous Systems

We can now build the product system of control transitions and data transitions.
the transition rules take the form I" - (p,w)——(p’,w’) where w (respectively w')
is the mailbox (i.e. a set of messages) relative to p (respectively to p’). Therefore
T-transitions have been discarded.

Definition 3 (Transition rules for asynchronous processes).

I'tp-—"gq F'tp—gq I'k(gw) — (d,w)
FI—(p,wU{m})L(q,w) F}—(p,w)l>(q’,w’)

When not necessary, we shall merely ignore the environment part (I") of
transition systems and consider only systems where I is abstracted away.
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2.5 About Mailboxes

A mailbox, i.e. a multiset of labels, may be seen as a strictly positive integer
vector (or equivalently as a function) in NZ2%¢! and we feel free to omit this
coercion and to test membership of mailbox in constraint solutions when clear
from the context. In the remaining, the main issue about these multisets will be
to determine whether it is possible or not to define their possible values within
Presburger arithmetics (additive integer arithmetics), i.e. as Presburger formulas
about their components as integer vectors. The set Label always depends upon
a given actor term under analysis, in which the number of different labels is
obviously finite and known.

3 Expressing Input Capabilities of Asynchronous Systems

The type we extract from an actor is not the end of the road, as we must now
work out the possible meanings of message-not-understood like errors, with in
mind the ability to devise type systems from these definitions.

The dedicated logic we propose to explore these issues is a very expressive
mix of CTL-like temporal features (see [CES86]) to specify future behaviours and
Presburger arithmetics (see [Pug91]) to specify mailbox contents, well suited to
expressing pervasive and important properties relative to existence of reduction
paths and emptiness of mailbox. We first define the grammar F of such proper-
ties.

3.1 Logic for Asynchronous Systems (LAS)
Definition 4 (The temporal logic LAS).

F o= IIOF|IIOF (temporal operators)
| =F | FV F|true (boolean operators)
|3t F |3z F|E>E (arithmetical operators)

where £ denotes an expression belonging in Presburger arithmetics. As usual,
the other standard relational operators (=,#,>,< and <) can easily be retrieved
from boolean operations and >.

Variables occurring in arithmetical expressions are either fresh quantified
integer variables (introduced with 3x ...) or label variables denoting the number
of corresponding messages (with the same label) in the mailbox. For a constraint
e1 > eg, the term [e; > es] shall denote its set of integer solutions.

Then, we give the satisfaction relation of our logic with respect to the un-
derlying transition system.

Definition 5 (Satisfaction relation for LAS). The satisfaction relation be-
tween a configuration (p,w) and a formula f, denoted (p,w) E f, is the smallest
fixpoint of the following structural inductive rules on f:
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' (pwU)ESf 3 ,W): F(pw)— 0, ) : @ ,W)Ef
(p,w) F3p f (p,w)F 3O f
(p,w) ¥ f 3@,): Fpw)— @) @) Ef
(p,w) F~f (p,w) F 3
(p,w) F f[K/a] (p,w) F fi (p,w) F fo
(p7w)':3zf (pvw)':fl\/fQ (paw)':fl\/fQ
w € [er > e]
(p,w)Fer > e (p,w) E true

As usual, we shall sometimes identify a formula f with the set of configurations
where f holds, i.e. its denotation [f]=Ap{w | (p,w) E f}

From these operators, we can further define the following abbreviations for
practical purposes:

Definition 6 (Derived operators of LAS).

blocked £ —3(0) true emptymb £ A/ p0(m=0)
finfe & =(=fiV-f) fi=fr £-hAVf

v f L 3 ~f Va.f L Jg.f

Vo f £ 30 -f

Moreover, we shall say that a formula f is “downward-closed”, whenever
formula 3 f= f holds.

4 Decidability of Model-Checking in LAS

We state here very succinctly that for any formula f € LAS and any behavioural
type p, [f](p) is Presburger definable, i.e. the set of label multisets (or mailbox
contents) satisfying [f](p) is definable as a formula in Presburger arithmetics.
It follows that model-checking LAS formulas with respect to behavioural types
is decidable because model-checking in Presburger arithmetics is decidable too.

This section is organised as follows. First, we recall Presburger definability
of flattened regular languages. Then, we handle the LAS operators.

4.1 Flattening Regular Languages

Definition 7 (Multiset interpretation of words). For a given word w (i.e.
a finite string of letters), we note w’ its “flat” interpretation as the multiset
of its letters, whatever their original order in w. Also, we define its pointwise
extension to sets of words (i.e. languages).

Now we state that for any regular language W, W’ is a semilinear set, and
as such is Presburger definable.
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Theorem 1 (W’ belongs in Presburger arithmetics). For any regular lan-
quage W, W° is a semilinear set, i.e.

W> & | J{oi+ Mik| v € NP A M, € NPobebxdi p g € N}
el

(where d;, v; and M; are non-trivially derived from W) and is therefore Pres-
burger definable.

Proof (reference). This result is known since the original works of Parikh, see
[Esp95] for a complete insight.

4.2 Example

To get the reader used to flattening regular languages, we illustrate this operation
on a small artificial example. Starting from:

W =a.(b.(c+4d)" +e

we get:
W’ = (a.(b.(c +d))* +e)’ = (a.(b.c)*.(b.d)* +e)

from which, applying theorem 1, we finally get I = {1,2}, dy = 2, do = 0 and:

U1 = (1a0a05070) U2 = (Oa0707071)
0,1,1,0,0 B
My = (0,1,071,0) Mz = ()

or equivalently, using Presburger arithmetics:

(a=1Ab=c+d>0Ae=0) V (a=b=c=d=0Ae=1)

4.3 Computing Denotation for Full LAS

Theorem 2 (LAS belongs in Presburger arithmetics). Given a LAS for-
mula f and a behavioural type p, [f](p) is Presburger definable.

Proof (reference). A proof for similar concerns (namely CTL logic for Basic
Parallel Processes) can be found in [Esp97]. In particular, the proof for the
3O operator uses theorem 1. Adapting the proof to our systems and logic is
straightforward.

5 Expressivity of LAS: About Orphan Messages

Here, with the help of our expressive logic LAS, we explore different properties
whose common goal is to avoid communication errors.

A pervasive feature will be the downward-closedness of these properties,
which ensures that we can use them in type systems. Indeed, the same way
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that a behavioural type is merely an abstraction of real input behaviours, the
set of messages that will effectively be received by any actor cannot be com-
puted very precisely in the general case. In order to devise a type system, we
need to compute an upper approximation of incoming messages, which we some-
how match against input capabilities (see [CPS97,CPDS99]). So, in the end, as
an actor will receive no more messages than computed, and usually strictly less,
a simple solution is to use a downward-closed input language, so that we avoid
many spurious typing errors.

The different properties exposed in this section will be illustrated by the
one-slot buffer example and a more complex one pgp.a.(d + b.pgs.(a.g2 + ¢).qo)
pictured as a finite state transition system in the following figure 1.

Fig. 1. A small example.

This example could represent a classic application with a main control loop
with a little inner loop (with message a) and an exit branch (with message d).

We give results, i.e. [f] where f is the property under scrutiny, only for the
initial state of our example systems, and as flattened regular expressions (except
for the first example).

5.1 Strongly Safe Input Language

A very natural idea that comes first to mind is to rule out any configuration
that may lead to a blocked situation, where mailbox is not empty and yet no
further reduction is ever possible. A simple formula suffices to express this strong
requirement:

Strong £ VO (blocked = empty_mb) = VOempty_mb

This property entails a very fine-grained analysis of input capabilities, and there-
fore is very valuable for an end-user. We may slightly decrease its acuteness, by
taking its downward closure 3 Strong.

Examples. For the one-slot buffer, we obtain for [Strong](«):
get > 0 A get > put — 1 Aput > get
which can be represented by the flattened regular expression:

((put.get)* + put.(put.get)*)®



104 Matthias Colin, Xavier Thirioux, and Marc Pantel

For example of figure 1, we obtain for [Strong](qo):
(A+a+ab+a’ba*+ab.c+a’bc+ad)

First, whether the system will take the exit branch or stay within the main
loop depends on the presence of a message d.

Second, assuming we are stuck in the main loop, the inner loop adds a major
constraint because we can decide to handle message a either in state ¢o or in
state g2. So we can send at most two messages a with b and c, because otherwise
we could get stuck in state ¢o with b and/or ¢ orphan messages.

Without the inner loop, the result becomes:

(a4 a.d+a.(ab.c)t + (ab.c)* +ab.(a.b.c)*)

expressing that the actor may loop the main loop any number of times (except
if message d is sent).

Discussion. As a conclusion, this property is indeed too strong as for instance
it doesn’t allow interferences between nested loops, as illustrated by our example
1. This stems from the fact that our formula requires that every message should
be handled in every computation path from the initial state of an actor, whereas
in real life, input/output communication patterns may ensure a strict sequence
of messages, that will be received one at a time. So, as a conclusion, the Strong
property is not really suited to build a loose enough type system, one that would
allow real life applications to be well-typed.

Moreover, a type system would enjoy better properties if well-typedness of
a given system would imply well-typedness of each of its sub-process taken in
isolation. For instance, the correctness of a process should not rely upon its
environment sending a message that unblocks the treatment of otherwise orphan
messages already present in an actor’s mailbox.

The following alternative definitions of input languages we shall retain for
designing type systems does reflect this simulation of an angelic environment that
provides unblocking messages when needed. They are also downward-closed sets
of messages, i.e. every subset of a solution is a solution too.

5.2 First Orphan-Free Input Language

This input language is only a rephrasing in our logic of earlier works presented for
instance in [CPDS99]. As this language suffers from some important weaknesses,
it is mentioned here mainly for historical reasons, and in witness of our claim
for the expressivity of our logic.

First(m) £ Ymg.mo =m = V{ Vd.d =m —mo = VO I IO m<d

Sketchily, this property ensures that an actor will have at any time the ability to
treat any message m in its mailbox, provided that a kind environment may send
unblocking messages during the execution. For finite branches, this property boils
down to computing multiset intersection of such paths. The full input language
is then the intersection of First(m) for every label m.
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Examples. The result for the one-slot buffer is not a surprise, because of its lin-
ear behaviour: (get*.put*)’. For example of figure 1, we find: (A + a4 d + a.d)’
that doesn’t allow to loop the main loop even if no message d is ever sent.

Discussion. Our present formulation doesn’t do justice to the simplicity of the
original framework, whose computation only involved a simple greatest fixpoint,
instead of a rather complicated formula. Yet, our formula may be computed with
respect to every label independently, which makes it worthwhile for complexity
and efficiency issues. This property has already been used in a type system for
the full CAP actor’s language, despite the fact that finite branches dominate the
computation, no matter how many loops may exist. In practice, this drawback
totally prevents programmers from using exit branches, so that only actors with
a finite or a forever cycling lifetime may get well typed. Moreover, finite branches
with no common message (for instance, a choice between two different messages)
are systematically ill-typed, because the intersection of all finite paths is empty
in this case.

5.3 Second Orphan-Free Input Language

This last input language is currently the best answer as it fulfills our require-
ments. It involves a slight extension of our logic, because we need to compute a
greatest fixpoint. This fixpoint obviously needs to be well defined and computed
within a finite amount of time.

Definition 8 (Greatest fixpoint in LAS). For any LAS property scheme
F(X) where X is a property variable, then we define vX.F(X), provided the
following constraints hold:

1. X only occurs nested inside an even number of “=” operators. F(X) is then
monotonous, and least as well as greatest fixpoints are then well defined.

2. F(X) is downward-closed. Computation of greatest fixpoint (starting from
Xo2true) then terminates, because there is no infinite strictly decreasing
chains in NEabel,

Theorem 3 (vX.F(X) is Presburger definable). Any term vX.F(X) sat-
isfying the previous conditions is Presburger definable.

Proof (sketch). During fixpoint computation, the first iterate (¢true) is obviously
Presburger definable, and each new iterate is itself Presburger definable from
the previous one. Termination is obtained by deciding implication between two
successive iterates.

Now, we define our second language. We base our definition on three sim-
ple facts. First, an empty mailbox should always be accepted. Second, adding
some unblocking messages to an accepted configuration should lead to another
accepted configuration, whatever the execution path. Third, added messages
should not be orphan, i.e. one execution path that can handle all added mes-
sages should exist:

Second £ vX.3f (3O empty.mb A VO X)
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Examples. The one-slot buffer has the same result: (get*.put*)’. For example
of figure 1, we get: (d +a.d + a"‘.b*.c"‘)b S0, either the exit branch is followed or
the actor accepts any number of messages a,b and c. Without the inner loop,
the result is still the same as we doesn’t take deadlocks into account, indeed
in this case our angelic environment can always safely solve such deadlocking
configurations, i.e. without sending some other orphan message.

Discussion. This property has a very simple expression, and this time we can
cope with finite branches and loops without losing precision, or computing a
severe under-approximation. This is the right choice, as shown in the next sec-
tion, under the assumption that fixpoint computations will never be too much
resource demanding to be a part of an intensively used type system.

6 Orphan-Free Input Language and Full Type Discipline

In order to embed our input languages in a full type discipline, we should state
some continuity and subject-reduction properties of the type system. Unfortu-
nately, we lack room to put forward our ideas about typing actors and invite the
interested reader to consult [CPS97,CPDS99].

Nevertheless, we can state invariance properties which should help the reader
to convince himself about the possibility of using our Second input language to
state subject-reduction properties dedicated to ruling out communication errors
in real executions of actor configurations.

The following theorem handles blocked as well as unblocked configurations,
expressed at the level of behavioural types. The first case represents one execu-
tion step, whereas the second one deals with blocked configurations. As shown
in our earlier works, systems that may get stuck in a blocked configuration may
still get well-typed, under our assumption of an angelic environment.

Theorem 4 (Second is invariant). For any configuration (p,w), message label
m and p’, we have:

p—=p' (p,w U {m}) E Second A =blocked (p,w) F Second A blocked
(p',w) E Second (p,w) E 31 (Second A —blocked)

Proof (omitted).

Our last theorem states the absence of a kind of communication errors called
static orphan messages, namely messages which, once in an actor’s mailbox,
would never get a chance to be treated, whatever the (angelic) environment put
in parallel.

Theorem 5 (Second implies orphan-free). For any configuration (p,w), we

have:
(p,w) E Second

(p,w) F 3t IO empty.mb

Proof (omitted).
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Conclusion

As a conclusion, we have achieved to devise an interesting general purpose logic
to express behavioural properties, for some restricted kind of infinite-state sys-
tems. Our logic is expressive enough to rephrase many past and current studies
about behaviours of actor programs. For the time being, we only deal with in-
put capabilities, but it seems that it can be extended to handle transducers, i.e.
input/output devices. Moreover, modeling message contents, as long as we only
allow them to denote behaviours as well as addresses, is planned for future work.
The main issue in this case will be to deal with the possibility for behaviours
to send messages to global addresses, leading to rather intricate scope extrusion
problems. As far as we know, our logic is quite unique and we haven’t found yet
any tool dealing with a similar logic of the same behavioural kind. Therefore we
decided to implement a prototype model-checker for LAS, on top of a decision
procedure for Presburger arithmetics [Pug91]. In a rather user-friendly fashion,
our prototype logs every calculation it makes, as a sequence of literally written
Presburger equations, so that the user can trace the computational meaning
of its specification, if needed. The generated log file can serve as a basis for
step-by-step debugging purposes for instance.

From a theoretical viewpoint, our work on LAS can be extended to handle
full TyCo types, including the “||” operator, as it is partially shown in [Esp97].
We can therefore apply our present work (including our full type discipline not
presented here) to other concurrent programming languages, such as Pict [PT97].
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Abstract. This paper' presents the Kell calculus, a new distributed process cal-
culus that retains the original insights of the Seal calculus (local actions, process
replication) and of the M-calculus (higher-order processes and programmable
membranes), although in a much simpler setting than the latter. The calculus is
equipped with a type system that enforces a unicity property for location names
that is crucial for the efficient implementation of the calculus.

1 Introduction

Numerous distributed process calculi have been introduced in the past ten years. One
of the calculi that has received the most attention has been Mobile Ambients [5], as
witnessed by the numerous variants that have been proposed to overcome some of
its perceived deficiencies: Safe Ambients (SA) [11], Safe Ambients with passwords
[12], Boxed Ambients (BA) [3], Controlled Ambients (CA) [16], New Boxed Ambi-
ents (NBA) [4], Ambients with process migration (M3) [7].

Mobile Ambients are unfortunately costly to implement in a distributed setting (i.e.
with ambients representing potentially widely separated sites), in particular because
of the synchronization implied in its migration primitives. Consider the reduction rule
associated with the in primitive of Mobile Ambients:

nlinm.P | Q]| m[R] — m[R [ n[P | Q]

This rule mandates a rendez-vous between ambient n and ambient m. Thus, if ambient
n and ambient m are taken to represent two remote sites, a faithful implementation of
this rule would require some form of distributed synchronization.

The difficulty of implementing Mobile Ambients in a distributed setting and the
need for two and even three-way-synchronization between ambients to implement Am-
bient migration primitives, has been made clear by two implementation attempts. The
first one, reported in [9], implements the original Mobile Ambients calculus using (an
implementation of) the Distributed Join calculus. The second one, reported in [13], de-
scribes a Safe Ambients abstract machine, called PAN, that alleviates some of the dif-
ficulty inherent in Mobile Ambients implementation by implementing a variant of the
original calculus with co-capabilities and single-threadedness [11], but where ambients
no longer correspond to physical loci of computations.

! This work has been supported in part by the Mikado project — IST-2001-32222.

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 109-123, 2003.
(© IFIP International Federation for Information Processing 2003
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Recent variants of Ambients, such as Boxed Ambients (BA) and New Boxed Am-
bients (NBA) propose a model which combines local communication across location
boundaries (inspired by the Seal calculus [17]), and the Ambient migration primitives
in and out. In a model such as NBA, communication can be implemented efficiently
while migration primitives still imply in general a distributed rendez-vous. This is much
preferrable to the original Mobile Ambients, but still raises a number of questions.

First, one can think of turning the Ambient migration primitives into asynchronous
ones. This would be useful to take into account the possibility of failure for migration,
especially in wide-area settings. To illustrate, one could think of splitting the Mobile
Ambients in primitive into a pair of primitives move and enter whose behavior

would be given by the following reduction rules (we use co-capabilities and passwords,
as in the NBA calculus):

n[move(m, h).P | Q] | move(z,y).R — enter(n,m,h, P,Q) | R{m/x,h/y}

enter(n,m,h, P,Q) | m[enter(z,h).S | T] — m[S{z/n} | T | n[P | Q]]

In so doing, note that migration primitives now look very much like higher-order com-
munication across location boundaries. Second, one may envisage further extensions
allowing more sophisticated authentication schemes, or dynamic security checks (e.g.
additional parameters for proof-carrying code schemes). This in turn would further
strengthen the similarity between migration primitives and higher-order communica-
tion. Third, there are still pending questions concerning migration primitives and their
combination. For instance, should we go for communications a la Boxed Ambients or
should we consider instead to split up the migration primitives such as to migration
primitive in the M? calculus, yielding a form of communication similar to D [10] or
Nomadic Pict [18], where communication is a side-effect of process migration ? Should
we allow for more objective forms of migration to reflect control that ambients can ex-
ercize on their content ?

Our answer to these questions is to move away from the Ambient primitives alto-
gether, and instead to follow the lead of higher-order process calculi such as DAr [19]
and the M-calculus [14], where process migration is a side-effect of higher-order com-
munication. Indeed, as demonstrated in the M-calculus, higher-order communication,
coupled with programmable localities, provides the means to model different forms of
migration protocols, and different forms of locality semantics. The M-calculus avoids
embedding predefined choices concerning migration primitives and their interplay. In-
stead, these choices can be defined, within the calculus itself, by programming the ap-
propriate behavior in locality “membranes” (the control part P of an M-calculus local-
ity a(P)[Q)]). The M-calculus, however, may appear as rather complex, especially with
respect to Mobile Ambients. The reduction relation of the calculus, which defines its
operational semantics, contains several so-called routing rules that govern the crossing
of location boundaries. Clearly it would be interesting to explain these different rules
as instances of basic primitive “boundary crossing” cases.

The calculus we introduce in this paper is an attempt to define a calculus with pro-
cess migration and hierarchical localities, that avoids the need for distributed synchro-
nization, while preserving the simplicity of Mobile Ambients, and retaining the basic
insights of the M-calculus: migration as higher-order communication, programmable
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membranes for localities. We call this new calculus the Kell calculus (the word “kell”
is a variation on the word “cell”, and denotes a locality or locus of computation).

Avoiding primitives with implied distributed synchronization is not the only re-
quirement for an efficient implementation in a distributed setting. Today’s wide-area
communication is predicated upon the existence of globally unique identifiers and ad-
dresses (e.g. IP addresses). It is therefore important, in a calculus intended as a foun-
dation for wide-area distributed programming, to be able to enforce such a constraint,
both for modelling and implementation purposes. In the Kell calculus, the unicity of
addresses translates into the unicity of locality (kell) names. We show in the paper how
to enforce the constraint by means of a polymorphic type system, inspired by the type
system defined for the M-calculus.

The Kell calculus and its reduction semantics has already been introduced in [15],
together with faithful encodings of Mobile Ambients and of the Distributed Join calcu-
lus. We present in this paper a variant of the Kell calculus with join patterns which is a
more natural fit for the type system, together with a new reduction semantics.

The paper is organized as follows. Section 2 informally introduces the main con-
structs of the Kell calculus, together with several examples. Section 3 gives the syntax
and operational semantics of the calculus. Section 4 defines a type system for the Kell
calculus that enforces the unicity of kell name property. Section 5 concludes the paper
with a discussion of related work and of directions for future research.

2 Introducing the Kell Calculus

The Kell calculus is in fact a family of calculi that share the same constructs and that
differ only in the language of message patterns used in triggers (see below). In this
section, we present informally the different constructs of the Kell calculus variant we
use in this paper.

The core of the calculus is the asynchronous higher-order 7-calculus. Among the
basic constructs of the calculus we thus find:

— the null process, 0; names a, z, which also play the roles of (name and process)
variables;

— the restriction, va.P, where a is a name, P is an arbitrary Kell calculus process,
and v is a binding operator;

— the parallel composition, P | Q;

— messages of the form, a{w), where a is a name, and where w is a (possibly empty)
vector of elements w that can be either names or processes.

— triggers, or receivers, of the form &> P, where £ is a receipt pattern and P is an
arbitrary kell calculus process.

The patterns used in this paper correspond to an extension of the Join patterns, i.e.
patterns of messages used in the Join calculus:

Ex=J | J|alx] Jo=a@) | a@' | a@* | J|J

where w is a vector of elements u. Each element u can be either a (bound) variable x, or
a free name, which we note (). Variables are bound in patterns and their scope extends
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to the process of the right-hand side of the trigger sign . Free names (z) are not bound
in the pattern.

To this higher-order w-calculus core, we add just one construct, the kell construct,
a[P], which is used to localize the execution of a process P at location (we say “kell””)
a.

In the Kell calculus, computing actions can take four simple forms, illustrated be-
low:

1. Receipt of a local message, as in the reduction below, where a message, a(Q),
on port a, bearing the process Q, is received by the trigger a({x) > P (notice that
triggers, as in the Join calculus, are replicated, i.e. they persist after a reaction):

a(@) | (alz)> P) — (a(z)>P) [ P{Q/x}

2. Receipt of a message originated from the environment of a kell, as in the reduction
below, where a message, a{Q), on port a, bearing the process @, is received by
the trigger a(x) > P, located in kell b (the pattern a(z)! indicates that a message is
expected from outside the local kell):

a(Q) | bla(z)'>P] — bl(a(z)'>P) | P{Q/x}]

3. Receipt of a message originated from a sub-kell, as in the reduction below, where
a message, a(Q), on port a, bearing the process (), and coming from sub-kell b,
is received by the trigger a{x) > P, located in the parent kell of kell b (the pattern
a(z)! indicates that a message is expected from a kell inside the local kell):

(alz)'>P) [ bla(Q) | R] — (a(x)'>P) | P{Q/x} | bR]

4. Suspension of a kell, as in the reduction below, where the sub-kell named a is
destroyed, and the process () it contains is sent in a message on port b:

al@] | (a[z]>b(z)) — (alz]>b(z)) | (@)

Actions of the form 1 above are standard m-calculus actions. Actions of the form 2
and 3 are just extensions of the message receipt action of the m-calculus to the case of
triggers located inside a kell. They can be compared to the communication actions in
Boxed Ambients or in the Seal calculus [6].

Actions in the Kell calculus obey a locality principle that states that any computing
action should involve only one locality at a time (and its environment, when considering
crossing locality boundaries). In particular, notice that there are no reductions in the
calculus that, similar to the Mobile Ambients in move, would involve two adjacent
kells. In particular, we do not have reductions of the following form:

alin(@)] | blin(z)>a] — al0] [ b[(in(z)>7) | Q]

Actions of the form 4 are characteristic of the Kell calculus. They allow the envi-
ronment of a kell to exercize control over the execution of the process located inside a
kell. They can be compared to the migrate and replicate construct of the Seal calculus,
but note that they provide more control over the execution of processes. Consider for
instance the processes P and R defined as:

P = suspend((a)) | alz]>a(z) R 2 resume((a)) | a{z)>alz]
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We have the following reductions:

resume(a) | suspend(a) | P | R | a[Q] — resume(a) | P | R| a{Q)
— P[R|alQ]

In this example, the environment of kell a first suspends its execution (there is no
evaluation under a a(.) context), and then resumes it (processes can execute under a a|.]
context).

The higher-order nature of the calculus, together with the above control capability,
allows the definition of different forms of programmable “membranes” around kells.
For instance, a membrane around a[K] can take the form: ¢[M (a) | a[K]], in which
case its behavior is defined by the process M (a). Here are some simple examples of
membranes (we assume that all messages 70 kell a have the form rcv{a, op, args) and
that all messages from kell a have the form snd(b, op, args)):

Transparent Membrane. This is a membrane that does nothing (it just allows mes-
sages destined to, or emitted by, a to be transmitted without any control):

Mirans = (rev{(a),b,z) > revia,b,z)) | (snd(b, ¢, z)* > snd(b, ¢, z))

Intercepting Membrane. This is a membrane that triggers behaviour P(x) when a
message a{x) seeks to enter kell a, and behaviour Q(b, y) when a message m(b, y)
seeks to leave kell a. Notice how this allows the definition of wrappers with pre and
post-handling of messages:

Mint 2 (rev{(a),b,z)! > Pre(b,z)) | (snd(b,c,z)* > Post(b,c,z))

Migration Membrane. This is a membrane that allows new processes to enter kell a
via the enter operation, and allows kell a to move to a different kell b via the
go operation. Compare these operations with the asynchronous Ambient migra-
tion primitives enter and move given in Section 1, and the go primitive of the
Distributed Join calculus:

Minig = Mirans | (rcv{(a), (enter), o) > (aly]>alz | y])
| (go(8)" o (aly]> snd(b, enter, afy])))

Membrane with Fail-Stop Failures. This is a membrane that allows to stop the ex-
ecution of locality a (simulating a failure in a fail-stop model), and that implements

a simple failure detector via the ping operation. Compare these operations with
the 7q;-calculus [1], or the Distributed Join calculus, model of failures:

Mjaits 2 ve f-Muans | ¢ | (stop((a))" | ¢ > (a[y]> f))
| (rev((a),(ping),r)' | ¢ > snd(r,up,a))
| (rev((a),(ping),r) | f > snd(r,down, a))

Membrane with Fail-Stop Failures and Recovery. This is a membrane that extends
the previous one with the possibility of recovery:

Myaitr 2 v f-Mirans | ¢ | (stop{(@)! | e » (aly]> f(u))
| (rev{(a),(ping),r)! | ¢ > snd(r,up,a))
| (rev((a), (ping),r)" | f(y) > snd(r, down,a))
| (rev((a),(recover),r)' | f(y) > aly] | ¢ | snd(r, rcvd, a))
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3 The Kell Calculus: Syntax and Operational Semantics
3.1 Syntax

The syntax of the Kell calculus, together with the syntax of evaluation contexts, is given
below:

P:=0 | =z | épP | vaP | P|P | a[lP] | a(P)
Ex=1 | J | J]alz]

Juo=alw)* | J|J

un=z | ()

cam= 111

E:=- | vaE | a[E] | P|E

Filling the hole - in an evaluation context E with a Kell calculus term () results in a
Kell calculus term noted E{Q}.

We assume an infinite set N of names. We let a, b, x,y and their decorated vari-
ants range over N. Note that names in the kell calculus act both as name constants and
as (name or process) variables. We use V' to denote finite vectors (V1,. .., V;). Abus-
ing the notation, we equate V = (V4,...,V,) with the word V; ...V}, and the set
{Vi,...,V,)}. We note | V| the length n of a vector V = (V4,...,V,,).

Terms in the Kell calculus grammar are called processes. We note K the set of
Kell calculus processes. We let P, @, R, S, T and _their decorated variants range over
processes. We call message a process of the form a(P). We let M, N and their decorated
variants range over messages and parallel composition of messages. We abbreviate a a
message of the form a() (i.e. a message with an empty vector of arguments). We call
kell a process of the form a[P]. The name a in a kell a[P)] is called the name of the kell.
Inakell of the formal... | a;[P;] | ... | Qk | - ..] we call subkells the processes a ;[ P;].
We call trigger a process of the form £ > P, where £ is a receipt pattern (or pattern, for
short). A pattern can be a join pattern J, or a control pattern of the form J | a[z], in
which the join pattern J may be empty (i.e. J = _L). The empty join pattern, L, cannot
match any message. We note a(u) for a{u) ™.

In a term va. P, the scope extends as far to the right as possible. In a term £ > P, the
scope of > extends as far to the left and to the right as possible. Thus, a{c) | b[y]> P |
Q stands for (a{c) | bly])>(P | Q). We use standard abbreviations from the the 7-

calculus: va, ...aq.P for va,....vay.P,or va.Pif a = (a1 ...a4). By convention,
if the name vector a is empty, then va.P = P. We also note [Lic; P I =1{1,...,n}
the parallel composition (P | (... (Pn,—1 | Pn)...)). By convention, if I = (), then
[, P = 0.

A pattern £ acts as a binder in the calculus. All names x that do not occur within
parenthesis () in a pattern £ are bound by the pattern. We call pattern variables (or
variables, for short) such bound names in a pattern. Variables occurring in a pattern
are supposed to be linear, i.e. there is only one occurrence of each variable in a given
pattern. Names occurring in a pattern £ under parenthesis (i.e. occurrences of the form
(z) in &) are not bound in the pattern. We call free pattern names (or free names, for
short), names occurring under () in a pattern. The other binder in the calculus is the v
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operator, which corresponds to the restriction operator of the m-calculus. Free names
(f£n), receiver names (rn), bound pattern variables (bn) and free pattern names (mn)
are defined below:

£n(0) = fn(z) = {z}

En(va. P) = fn(P)\ {z} fn(P | Q) = £n(P)U fn(Q)
fn(z[P]) = £n(P) U {z} fn(J) = rn(J) Umn(J)
fn(J>P) = (£n(P) \ bn(J)) U £n(J)

E x(P1,...,Py)) =fn(P)U...Ufn(Pp) U {z}

J | ylal> P) = (£n(P) \ bn(J) \ {a}) U {y} U £n())
rn(a{u)) =a rn(J | J') =rn(J)Urn(J)
bn(a(u)) =NNu bn(J | J') =bn(J)Ubn(J")
mn(a{u)) ={z € N | (z) € u} mn(J | J') = mn(J) Umnn(J")

We call substitution a function § : N — N & K from names to names and Kell
calculus processes that is the identity except on a finite set of names. We write P6 the
image under the substitution § of process P. We note © the set of substitutions, and
supp the support of a substitution (i.e. supp(f) = {i € N | (i) # i}).

Let J be a join pattern, and 6 be a substitution such that bn(J) C supp(f). We
define the image J6@ of J under substitution 6 as cj(J)6, where cJ is the function
defined inductively as:

ci(a) =a ci((a))=a cj(L)=0
ci(a(w)) = alej(w)) ci(a(@)t) =a
cj(a(@)') = alci(w)) c3(J|J)=c

We note P =, (Q when two terms P and () are a-convertible.

Formally, with the syntax presented, the reduction rules in section 3.2 could yield
terms of the form P[Q)], which are not legal Kell calculus terms (i.e. the syntax does not
distinguish between names playing the role of name variables, and names playing the
role of process variables). The type system presented in Section 4 rules out such illegal
terms.

)
)

3.2 Reduction Semantics

The operational semantics of the Kell calculus is defined in the CHAM style [2], via a
structural equivalence relation and a reduction relation. The structural equivalence = is
the smallest equivalence relation that verifies the rules in Figure 1 and that makes the
parallel operator | associative and commutative, with O as a neutral element.

Notice that we do not have structural equivalence rules that deal with scope extru-
sion beyond a kell boundary (i.e we do not have the Mobile Ambient rule a[vb.P] =
vb.a[P), provided b # a). As in the Seal calculus, this is to avoid phenomena as illus-
trated below:

(alz]>z | z) | a[wh.P] — (vb.P)| (vb.P) (a[z]>z|z)|vbalP] — vb.P|P

The reduction relation — is the smallest binary relation on K2 that satisfies the rules
given in Figure 2, where we assume that bn(J) = supp(f). Some comments are
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va.0 = 0 [S.NU.NIL] va.vb.P = vb.va.P [S.NU.COMM|

a ¢ fn(Q)
(va.P)| Q =va.P|Q

P=,Q
P=Q

P=Q
E{P} = E{Q}

[S.NU.PAR| [S.q] [S.CONTEXT]

Fig. 1. Structural equivalence.

J=J|J  A=]Ja@) #L fn(ho)nE=0

JjEJ

d=c¢\e e=¢nfn(nh)
ENEn(JeQ,120,) =0 J=J|J  Ji=]]aj@;)" # L

- - A [R.OUT]
120 | (J5Q) | be.R | 110] — ve.Q0 | (J5Q) | blrd.R]

JO [ a[P]| (J ] alz]>Q) — QO{P/x} | (J | a[z]>Q) [R.PASS]

J#£ L
JO | (JeQ) — QO (J>Q)

_P=Q
E{P} — E{Q}

[R.LOCAL] [R.CONTEXT|

P=P P-Q Q=¢Q
Pl—>Q/

[R.STRUCT]

Fig. 2. Reduction Relation.

in order. Rules R.IN an R.OUT take into account the presence of restrictions inside
kells, since restricted names cannot be automatically extruded out of kells through the
structural equivalence. Rule R.OUT explicitly extrudes restricted names that are com-
municated outside a kell boundary. Note that names that are not communicated are not
extruded. Rules R.IN and R.OUT govern the crossing of kell boundaries. Note that only
messages may cross a kell boundary. In rule R.IN, a trigger receives messages from the
local environment as well as from the outside of the enclosing kell. In rule R.OUT, a
trigger receives messages from the local environment as well as from a subkell. Rule
R.PASS allows the passivation of a subkell, possibly upon receipt of messages from
the local environment. In rules R.IN and R.OUT, note that the join pattern .J, may be
empty. Likewise, in rule R.PASS, the join pattern J may be empty.

4 Type System

As pointed out in the introduction, the unicity of kell names is an important property to
enforce in order to ensure an efficient implementation of the calculus. For instance, a
kell a modelling a computing site interconnected via a wide-area network such as the
Internet would have triggers of the form rcv((a), (b), Z) | .. .> P with a corresponding
e.g. to a wide-area network address. In this setting, the name a must be unique, at

least within the context of the enclosing environment (which models the behavior of
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the network). Enforcing the unicity of kell names, however, is difficult in presence of
higher-order communication and kell passivation. For instance, assume that a trigger
twice(x)>x | xis defined. Then a trigger of the form a[z] > twice(a[z]) would lead
to the illicit duplication of kell a.

We present in this section a type system for the kell calculus that enforces the unicity
of kell names. More precisely, the type system enforces the unicity of active kells. A kell
a[Q)] is said to be active in P (and P is said to contain the active kell a) if P = E{a[Q]}
and a[Q)] is not under a scope restriction for a. The general idea, borrowed from the M-
calculus type system, is to define the type of a process P as a multiset A that represents
an upper bound on the multiset of names of kells that may be or may become active in
P. Intuitively, a process will therefore be well-typed if its type A ends up being a set.

The syntax of types is given below:

o= kell(w)AﬂAx \ <5>A | <5>Z | A
A ;;:@ ‘ P | 5 | a | A, A

wu=a | § | 0

5= Vﬁg.a

A type o can be a process type A, a kell name type kell(w) 5_, ., a channel type
(G) A, or a sendable channel type (). A channel of type () A can receive messages
with arguments of types o, and the receipt of messages on this channel leads to the
creation of kells with names in A. A sendable channel type types a receiver variable
that can be instantiated to a just received name. We note (E)Sr) to denote a type that
can be a channel type (7) , or a sendable channel type (7).

An active kell name a, which hosts subkells whose names are in A, and whose pas-
sivation leads to the creation of kells whose names are in A’, has type kell(a),_, -
This is because a kell name can be used both as the name of an active kell and as the
name of a special channel used to passivate the kell of the same name (via rule R.PASS).
Since kell names are also variables, one must allow name type variables § as argument
of kell name types. No kell name may have type kel1(() , . 4, (these types are intro-
duced for techgical reasons). B

We use Vpd.o to denote a type scheme in which name type variables § and multiset
variables p are generalized. To define the type system, we consider an extended syntax
for the calculus where new names are annotated with their type scheme. Thus we write
va : s.P instead of va.P, where s is a type scheme. The notion of free names is
modified to take into account the new syntax: fn(vy : s.P) = £n(P,s) \ {y}. The
structural congruence rules S.NU.NIL, S.NU.CoOMM and S.NU.PAR are modified thus:

S.NU.NIL va:s.0=0
S.NU.COMM va:swb:s'.P=vb:s'wa:s.P ifadfn(s’)andb ¢ £n(s)
S.NU.PAR va:s.P|Q=a:sP)|Q ifadfn(Q)

Multisets A can include names a, name type variables d, and multiset variables p. We
use several operations on multisets. Relation C is the standard multiset inclusion. A, A
is the union of multisets A and A’. Multiset A \ a is the multiset A minus a single oc-
currence of name a. AU A’ is the smallest multiset (in terms of inclusion) that contains
both A and A’.
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We define the subtyping relation < (where ¢ and o’ are vectors of the same length
n), which is the smallest reflexive relation obeying the rules below:
A<A «ACA

(G)a < (oYar =Vie{l,...,n},0, <oy N ACA

(&)Vh <(oha <«Vie{l,...,n},0i <oi N ACA

kell(wi)a,—a, < kell(wz)A/lﬂA/Z <= wp =w2 A All CA AN A C A/2
The intuition behind the subtyping relation is that it is safe (with respect to the unicity

of kell names) to replace a process with a process that contains fewer active kells.
We use I and its decorated variants to denote type environments, i.e. finite map-

pings between names and type schemes. We define the set of free names and of free
type variables below:

fn(@) =0 £v(0) =0

fn(p) =0 £v(p) = {p}

£n(6) =0 £v(6) = {6}

fn(a) =a fv(a) =10

fn(A, A’) = £n(A) U £n(4") fv(A, A" = £v(A) U £v(A)
fn(kell(w)a_ar) = fn(w) U fn(A, Q") fv(kell(w)a_a) = £v(w) U fv(A, A)
£n(3) ) =£n(o1) U...U £n(o,) U £n(A) £v((6) )= £v(1) U. ..U £v(o,) U £v(A)
fn(VB.0) = £n(o) fv(VBo) = fv(o)\ B

fn(f‘) = Uxedom(p)fn(F(x)) fV(F) - U;L'Edom([‘)fv(r(x))

Type judgments take the following form: I" = P : o, where I is an environment, P
is a process, and o is a type. The type system is defined by the rules in Figure 3. They
make use of the Inst operator, that takes a type scheme and returns a type where the
generalized name type variables and multiset variables have been instantiated to names
and multisets, respectively. A type environment I is said to a be good if £n(I") = {x €
dom(I') | I'(z) = VB.kell(z)a_a}.

The typing rules use auxiliary functions which we now define. To deal with sendable
receivers, we introduce a partition of the set of names, N: we define a set V such that
V C N. If a € V, then a must be of type sendable. This is formalized in the definition
of predicate Pred below. Assume that (a;, V@.(oil"mi)Ai) €l'andJ = a1<u}}m1> |
). We define the function Extract by:

1.my
nj

v anlu
Extract(l},J) = {zi; : 0i; | xi; € bn(J)}

We define the predicate Pred by:

Pred(l,J) = Vi,i' € {1.n}.Vj € {1.m;}.Vj' € {1.my}
(Tijywjr €mn(J) A (Tij = xirjr)) = 055 = 0o

AVie{l.n}.Vj € {l.m;}.zi; € mn(J) = (04 # A)
AVie{l.nyfo(I)NBi=0
AVi,je{ln}i#]j = Bing =0
AVz ebn(J),z eV
Aa; €V = (as; (0-1"””)1,) er

k3
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I" good (z,s = VB.O') er, 00 = Inst(s) fn(ran(f)) C £n(I")

I'-z:00 [T-VAR]
FgOOd FFP1:A1 FFPz:AQ
Tro:p PN T B[P dn s PR
s=VB.(5)aVs = @)k
v(s) =10 I r:skFP:A fn(s) C £n(I
fols) TE o sP A (s) € £n(l) [T.CHAN.KELL]
s=VBkell()mar  Ju(s) =0 pg A —p
I''a:skFP:A, a¢ A—a fn(A") C £n(I") U {a} a ¢ tn(I")
I'tva:sP:A—a [T-CHAN]
I'P: A I'ta:kell(w)a_ar Ag < A
I'tal[P]: (w, Ag) WA [TKeLL]
Fa: (@) FP:ol <o
I'ta: (o), r ~P o 0; <o IT.MsG]
I'a(P):A
J = (™) | | anful ™"
I'" = Extract(l,J) pPred(I},J)
(@i, VBifo} ™) )elr  LLI'FP:A  A<A,L. A,
I'ka;: (7'5""”)27) Vai; € mn(J). I F @ij : 75 7i; < Tij TTRIGMSG
= . TRIG.MSG
r-JjopP:0
T =™ |l
I'" = Extract(T},J) pred' (T}, J,a) (a,VB.kell(w)ama,) €I
(@i, VBifo} ™) )elr DI z:AFP:A A <A A,
I'ta;: (Til""”);ﬂ Vai; € mn(J).L & x4 0 Ti; 7ij < Tij
i [T.TRIG.PASS]

I'+J]az]>P:0

Fig. 3. Typing rules.

Assume now that (a,V3.kell(w)a_n,) € I'. We define the predicate Pred’ by:
pred (I, J,a) = Pred(I,J) A (fu(I)NB=0) A (agV)

Some comments on these typing rules are in order. In rule T.MSG, the type of
channel q is in fact a type scheme. The condition I" + a : (5) A provides an instance
of this type scheme. Rule T.MSG requires arguments P; of a message on channel a
to have types which are subtypes of the expected argument types. Because of rules
T.TRIG.MSG and T.TRIG.PASS, a trigger always has type 0 (a trigger does not exhibit
any active kell). The premises in both rules deal with the two sorts of names in a join
pattern (variables and free names). In the case of a free name a (which occurs as (a)
in the pattern), one must ensure that it is identically typed in all of its occurrences (first
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clause in the definition of Pred), and that its type is not a process type (condition
0;; # A in the second clause of the definition of Pred). Note that the part of the
premises that deals with free names is actually similar to the premises in rule T.MSG,
since T.MSG only deals with free names and processes. Typing rules T.TRIG.MSG and
T.TRIG.PASS may seem complex but they are in fact very close to the typing rule for
Join calculus definitions: the guarded process is typed in an environment extended with
formal parameters, and the result is checked to create fewer kells than advertised by
the channel types. Every defined channel name that is a variable is checked to have
a sendable channel type in the environment. The additional hypotheses check that the
type schemes associated with channels (and the passivated kell name in T.TRIG.PASS)
are consistent with the typing environment: no generalized variable may occur free in
the environment, nor be shared by two channels (or a channel and the passivated kell
name in T.TRIG.PASS).

The soundness of the type system is characterized by the following definitions and
theorems, where a good type environment I is said to be well-formed if all pairs in I’
are of one of the following forms: z : (¢) %,  : V3.(G) A, 0r z : Vﬁ.kell(x)pﬁA with
p & A — p. A process P is said to have failed if P = E{Q}, with Q containing two
active localities bearing the same name. A process P is said to be faulty if P —* Q
with @ failed.

Theorem 1. IfI"' - P : o with I" well-formed, and P = Q, then I' - Q : 0.

Theorem 2 (Subject Reduction). If ' = P : o with I" well-formed, and P — @), then
there exists o' suchthat o’ < ocand '+ Q : o’'.

Theorem 3 (Progress). If I' = P : A with I" well-formed, and A is a set containing
only kell names, then the process P is not faulty.

We now discuss some features and limitations of the type system. Note first that,
because of the constraint a ¢ V in the definition of predicate Pred’, an expression such
as a(y) >(y[x] > P) is not typable. In other terms, one cannot instantiate a kell name with
a received name. Like the type system of the M-calculus defined in [14] from which it
is inspired, our type system simulates dependent types using polymorphism and name
type variables (type variables that represent kell names), since kell names may occur in
types. Consider now some simple examples. The process (a(y) >b[y]) | a(0) | a(0) is
faulty, since in the environment I' = a : Vp.(p)p,p, b : Vp'.dom(b), _p, we get the
type judgment I = (a{y)>b[y]) | a{0) | a{0) : b,b. This is an example of a process
which is correctly flagged as faulty by our type system. As another example, the process
a(y) | b(z)>y | z is correct (non-faulty) and is indeed typable: with the environment
I''=a:Vpp)p, b:Vp' (p)y,weget' - aly) | b(z)>y | z : 0. On the other
hand, consider the process T' = a(y) > (vt : ()g.(t | b(z)>y | 2) | t). This process is
correct since it does not duplicate kells it receives (it just instantiates a process received
on a once). However this process is not typable with our type system. Indeed, the type
system is too coarse in that respect since it deals with process 7" in the same way than
with process S = a(y) > (b(z)>y | z), which is indeed faulty since it may lead to an
indefinite replication of active kell names received in the y argument. It is not clear how
this limitation can be lifted.
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5 Conclusion

We have introduced the Kell calculus, a new process calculus with hierarchical local-
ities, strictly local actions, higher-order communication and locality passivation. Like
the M-calculus, the Kell calculus allows an encoding of different forms of locality mem-
branes, including localities with different forms of failures. The Kell calculus, however,
appears simpler than the M-calculus, and does not rely on complex routing rules in
contrast to the M-calculus.

The Kell calculus shares the local character of its actions with the Seal calculus [6].
Indeed, as in the Seal calculus, primitive actions in our calculus include local commu-
nications and communications across a single locality boundary. In contrast to Seal,
however, our communications are higher-order, whereas Seal distinguishes between
first-order communications on the one hand and migrating and replicating localities
on the other hand. The choice in Seal to eschew higher-order communication was made
primarily with a view to simplify its underlying theory. However, as the results in [6]
reveal, the higher-order character of the migrate and replicate primitives in Seal already
poses some problems (e.g. with respect to a complete characterization of contextual
equivalence). With the Kell calculus higher-order pirmitives, we gain the ability to han-
dle directly passivated process states. This allows for instance a direct modelling of such
failure behaviors as fail-stop with recovery, a behaviour which would be less straight-
forward to model in Seal (seals can be replicated and destroyed but they cannot be
passivated and reactivated; it is possible to place Seals in opaque membranes to simu-
late passivation but this is not entirely satisfactory since one can allow observation of
passivated states — e.g. in the form of checkpoints). Another perceived advantage of
the higher-order character of the Kell calculus over Seal is the potential to extend the
calculus with multi-stage programming along e.g. the lines of MetaKlaim [8].

The type system we introduced for the Kell calculus is directly inspired by the M-
calculus type system [14]. Because the calculus is simpler, with less constructs, the
resulting type system is also simpler. Whether the two type systems are comparable
(notably with respect to the amount of correct processes they fail to type) is unclear,
however. In particular, it is not clear whether a typed encoding of the M-calculus in the
Kell calculus would yield a similar type system for the M-calculus as the original one.

To the best of our knowledge, the dual use which is made in the Kell calculus of
the locality construct a[P], both as a locus for computation and as a handle for control-
ling the execution of a located process, is new. The examples provided in this paper,
together with the encodings of Mobile Ambients and of the Distributed Join calculus
given in [15], show that a single (higher-order) objective passivation construct is suffi-
cient to capture the variety of subjective migration primitives which have been proposed
recently, in ambient calculi and other distributed process calculi. At the same time, this
construct is powerful enough to model different forms of failures, including fail-stop
failures with recovery, an important requirement for practical distributed programming.

Much work remains to be done, however, to assess the foundational character of
the calculus with respect to distributed programming. The following issues seem worth
considering:
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Developing a bisimulation theory for the Kell calculus. A characterization of con-
textual equivalence by means of a higher-order bisimulation seems highly non-
trivial because of the passivation construct.

Developing type systems for the Kell calculus. Numerous type systems have been
developed for mobile Ambients and their variants. It would be interesting to transfer
these results to the Kell calculus (in particular the ones dealing with resource and
security constraints).

Introducing the possibility to share processes among different kells. If one consid-
ers a kell (or locality) not only as a locus of computation but also as a compo-
nent, sharing among kells appears as an important practical requirement. However,
sharing raises considerable difficulties, which are very much related to the aliasing
problem in object-oriented programming.

References

1.

10.

11.

12.

R. Amadio. An asynchronous model of locality, failure, and process mobility. Technical
report, INRIA Research Report RR-3109, INRIA Sophia-Antipolis, France, 1997.

. G. Berry and G. Boudol. The chemical abstract machine. Theoretical Computer Science,

vol. 96, 1992.

. M. Bugliesi, G. Castagna, and S. Crafa. Boxed ambients. In 4th International Symposium

on Theoretical Aspects of Computer Software (TACS), 2001.

. M. Bugliesi, S. Crafa, M. Merro, and V. Sassone. Communication Interference in Mobile

Boxed Ambients. In Proceedings of the 22nd Conference on Foundations of Software Tech-
nology and Theoretical Computer Science (FST-TCS ‘02, volume LNCS 2556. Springer,
2002.

. L. Cardelli and A. Gordon. Mobile ambients. In Foundations of Software Science and

Computational Structures, M. Nivat (Ed.), Lecture Notes in Computer Science, Vol. 1378.
Springer Verlag, 1998.

. G. Castagna and F. Zappa. The Seal Calculus Revisited. In In Proceedings 22th Conference

on the Foundations of Software Technology and Theoretical Computer Science, number 2556
in LNCS. Springer, 2002.

. M. Coppo, M. Dezani-Ciancaglini, E. Giovannetti, and 1. Salvo. M?3: Mobility types for

mobile processes in mobile ambients. In CATS 2003), volume 78 of ENTCS, 2003.

. G. Ferrari, E. Moggi, and R. Pugliese. MetaKlaim: A Type-Safe Multi-Stage Language for

Global Computing. to appear in Mathematical Structures in Computer Science, 2003.

. C.Fournet, J.J. Levy, and A. Schmitt. An asynchronous distributed implementation of mobile

ambients. In Proceedings of the International IFIP Conference TCS 2000, Sendai, Japan,
Lecture Notes in Computer Science 1872. Springer, 2000.

M. Hennessy and J. Riely. Resource access control in systems of mobile agents. Technical
report, Technical Report 2/98 — School of Cognitive and Computer Sciences, University of
Sussex, UK, 1998.

F. Levi and D. Sangiorgi. Controlling interference in ambients. In Proceedings 27th An-
nual ACM SIGPLAN-SIGACT Symposium on Principles of Programming Languages (POPL
2000), 2000.

M. Merro and M. Hennessy. Bisimulation congruences in safe ambients. In 29th ACM Sym-
posium on Principles of Programming Languages (POPL), Portland, Oregon, 16-18 Jan-
uary, 2002.



13

14.

15.

16.

17.

18.

19.

The Kell Calculus: Operational Semantics and Type System 123

D. Sangiorgi and A. Valente. A Distributed Abstract Machine for Safe Ambients. In Pro-
ceedings of the 28th International Colloquium on Automata, Languages and Programming,
volume 2076 of Lect. Notes in Comp. Sci. Springer-Verlag, 2001.

A. Schmitt and J.B. Stefani. The M-calculus: A Higher-Order Distributed Process Calculus.
In Proceedings 30th Annual ACM Symposium on Principles of Programming Languages
(POPL), 2003.

J.B. Stefani. A Calculus of Kells. In Proceedings 2nd International Workshop on Founda-
tions of Global Computing, 2003.

D. Teller, P. Zimmer, and D. Hirschkoff. Using Ambients to Control Resources. In Proceed-
ings CONCUR 02, 2002.

J. Vitek and G. Castagna. Towards a calculus of secure mobile computations. In Proceedings
Workshop on Internet Programming Languages, Chicago, Illinois, USA, Lecture Notes in
Computer Science 1686, Springer, 1998.

P. Wojciechowski and P. Sewell. Nomadic Pict: Language and Infrastructure. /EEE Concur-
rency, vol. 8, no 2, 2000.

N. Yoshida and M. Hennessy. Assigning types to processes. In 15th Annual IEEE Symposium
on Logic in Computer Science (LICS), 2000.



A Calculus for Long-Running Transactions

Laura Bocchi, Cosimo Laneve, and Gianluigi Zavattaro

Dipartimento di Scienze dell’Informazione, Universita di Bologna,
Mura A.Zamboni 7, I-40127 Bologna, Italy
{bocchi,laneve,zavattar}@cs.unibo.it

Abstract. We study long-running transactions in open component-
based distributed applications, such as Web Services platforms. Long-
running transactions describe time-extensive activities that involve sev-
eral distributed components. Henceforth, in case of failure, it is usually
not possible to restore the initial state, and firing a compensation pro-
cess is preferable. Despite the interest of such transactional mechanisms,
a formal modeling of them is still lacking. In this paper we address this
issue by designing an extension of the asynchronous 7-calculus with long-
running transactions (and sequences) — the 7t-calculus. We study the
practice of wt-calculus, by discussing few paradigmatic examples, and
its theory, by defining a semantics and providing a correct encoding of
mt-calculus into asynchronous w-calculus.

1 Introduction

Web Services technology intend to provide standard mechanisms for describing
the interface and the services available on the web, as well as protocols for locat-
ing such services and invoking them (c¢f. WSDL standard [7]). A relevant feature,
which is usually overlooked by Web Services, is the mechanism for their reuse
when complex tasks are carried out. It is often the case, in business-to-business
processes, to define new processes out of finer-grained subtasks that are likely
available as Web Services. Therefore it is reasonable to forecast an extension
of the Web Service standard, which supports the definition of complex services
out of simpler ones — the so called Web Services choreography. Indeed, several
proposals that describe Web Services choreography have been already set up:
BPML [6] by BPMIorg, XLANG [18] and BizTalk [14] (a visual specification
environment for XLANG) by Microsoft, WSFL [13] by IBM, BPEL4WS [9] by a
consortium grouping BEA, IBM, Microsoft, and others), etc. The W3C Web Ser-
vices Choreography Working Group is expected to present the Recommendation
for the Web Services choreography specification for November 2003.

Most of these proposals use long-running transactions as a mechanism for
describing loosely-coupled activities. On the contrary, traditional transactions in
databases have been devised to compose tightly-coupled activities. These trans-
actions are addressed by the keyword “ACID” to refer to the four properties
that they guarantee — Atomicity, Consistency, Isolation, and Durability.

When the activities involved in a transaction are loosely-coupled, the ACID
properties adapt badly. In particular, serializability (Isolation) requires that dif-
ferent activities have the same effect whether they are executed in sequence or

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 124-138, 2003.
© IFIP International Federation for Information Processing 2003
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in parallel. Usually, this is enforced by locking the resources used by each activ-
ity until the transaction commits. In the context of Web Services, the processes
involved in a transaction may belong to different companies, and there is no
chance to lock resources of other companies. Additionally, commercial transac-
tions usually last long periods of time, even months, and it is not feasible and
not reasonable to block resources so long. For similar reasons, Atomicity (“all
or nothing”), and the two-phase commit protocol to enforce it, become imprac-
ticable in the case of long-term commercial transactions.

One immediately ends up in weakening the notion of rollback: in a business
process, the provider might decide that rollback will not cancel all the operations
carried out. The cancellation of an airplane booking, for instance, may lead to
the payment of a fee; the interactions with non-transactional resources, which
do not support an “absolute” mechanism of rollback, make failures extremely
complicated, and to be dealt with ad-hoc ways. Overall, web transactions or,
better, long-running transactions, miss serializability, due to the absence of locks
on resources, and possess a lightweight notion of atomicity enforced by ad-hoc
rollbacks, called compensations.

Despite the interest in long-running transactions, there is not yet a common
agreement about their meaning. The above proposals for Web Services choreog-
raphy have slightly different interpretations of long-running transactions, which
may be hardly pointed out due to the informal nature of the documents, and
to the complexity of parsing implementations (see the following subsection of
related works).

In this paper we propose a formal approach to the description of long-running
transactions. In particular, we consider Microsoft BizTalk, and the long-running
transactions therein, and we define a formal model and an implementation. The
other notions of long-running transactions could be defined as well in similar
ways, and compared with the semantics of BizTalk. This is a considerable future
work.

Long-running transaction in BizTalk have two associated activities: the fail-
ure process and the compensation process. There are two kinds of transactions:
those without inner transactions and the others. The first case is simpler: if the
transaction fails, the failure process is executed. In the second case, if a trans-
action with inner transactions fails, the compensations of the inner transactions
must be executed before activating the failure process of the enclosing transac-
tion. Namely, after failure, the compensations can be activated in any possible
order, independently of the order in which the corresponding transactions com-
pleted. Therefore, the programmer must explicitly describe inter-dependencies
among compensations, to avoid undesired schedules by the run-time system.

In our formal analysis we proceed as follows. We introduce a core language
with BizTalk transactions, the wt-calculus, and we define its operational seman-
tics. It turns out that mt-calculus is an extension of the asynchronous variant [4]
of the m-calculus [15]. We then report some paradigmatic examples of long-term
business activities. Afterwards we implement 7wt-calculus in the asynchronous
m-calculus, thus providing a further definition of the meaning of BizTalk trans-
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action. Finally we demonstrate that this meaning conforms with the operational
semantics of mt-calculus.

The choice to extend w-calculus with transactions, rather than other process
calculi, is due to XLANG, which is the language implementing the orchestra-
tion services of BizTalk and whose definition has been strongly influenced by
m-calculus. As regards our compilation, it is compositional, and therefore easily
amenable to a distributed implementation. In this sense, our result may be read
as a correctness proof of a distributed implementation of long-running transac-
tions.

1.1 Related Works

Long-running transactions have been introduced in “data processing applica-
tions” in [12,11], where they were called saga. Sagas are possibly nested pro-
cesses with a monitor and a compensation. When a saga fails, if it doesn’t contain
nested sagas, the compensation of the previously completed sagas are executed
in the reverse order of composition. If the saga contains nested sagas, and a
nested saga fails, the compensations of the successfully terminated sibling sagas
are executed in the reverse order of commit. In this case, the monitor of the
enclosing saga is notified of the abort.

Web services languages, such as WSFL [13], XLANG [18], and BPEL [9],
support long-running transactions with flexible failure managements. In these
languages, an aborted transaction raises an exception that is catched by a suit-
able programmable handler. When the handler is omitted, a failure activates the
compensation of the completed transactions in the reverse order of commit. This
mismatches with BizTalk semantics.

Other contributions to the definition of long-running transactions arise in
“web transaction protocols”, which define models for orchestrating loosely-
coupled web services by means of a defined set of transaction messages. In
particular, the W3C Tentative Hold Protocol (THP) [16], uses an architecture
with two actors: clients and resources. The clients send temptative holds to
resources, requesting information about existing holds, cancelling holds, and re-
trieving stored informations. The resources use a programmable “rule engine
entity” for their management. Another protocol is the OASIS Business Transac-
tion Protocol (BTP) [10], which supports nesting of transactions as in BizTalk.
OASIS introduces the notion of cohesion to bear different outcomes from partic-
ipants to a transaction. In partiular, a transaction may succeed even if some of
its inner transactions fail, provided that a minimal number of sub-transactions
have succeeded.

1.2 Structure of the Paper

In Section 2 we define the syntax and operational semantics of the mt-calculus.
In Section 3 we report examples of long-running transactions described in 7t-
calculus. In Section 4 we discuss the encoding of mt-calculus into asynchronous
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m-calculus. Section 5 contains some conclusive remarks and a comparison with
the related literature.

2 Syntax and Semantics of wt-Calculus

2.1 The Syntax

The syntax of the 7t-calculus uses a countable set of names N ranged over by x,
Y, u, v, .... Tuples of names are written u.<"? or simply @. In order to support
process constant definitions, we assume given a set of process constants ranged
over by K, K', ....

A process (or an agent) in wt-calculus is defined by the following syntax:

P ::=done success
| abort error
| z(u) output
| z(u).P input
| P| P parallel
| P; P sequence
| ()P new
| K(u) invocation

| t(P, P, P, P) transaction

The new operator (z)P and the input prefix operator z().P are binders
for the names = and w, respectively. We omit the standard definitions of free
variables and bound variables of processes, noted fv(-) and bv(-), respectively. For

each process constant K we assume given a single constant definition K (u) “p
where u is a sequence of pairwise different names and P is a process. If the list of
parameters is empty, we omit the surrounding parenthesis, e.g. we use K instead
of K().

The processes output, parallel, new, and invocation, are as usual [15]. To
enlight the notation we sometime write (7 ...x,)P instead of (z1) ... (x,)P. As
usual, we also abbreviate the parallel of P; for ¢ € I, where I is a finite set, with
[I;c; P:- The processes done and abort do nothing except manifesting a successful
or erroneous termination — to be used inside a transactional context. The input
process has an explicit continuation. The sequence process P; @ forces a temporal
order between the two operands: process ) will be activated only after successful
completion of P. It is worth to notice that our sequential composition operator,
even if similar to other operators of the tradition of process algebras (see e.g.
the operator - of ACP [2]), is new due to the presence of two different kinds of
process termination, represented by the processes done and abort respectively.
As we will discuss in the following, these two processes are treated differently
when they appear as first operand of the sequential composition operator.

The process t(P, F, B, C) defines a transaction; in particular, P is the main
process — the body —, to be executed in a transactional way; F' and B are, re-
spectively, the failure manager and the failure bag, to be executed if a failure
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occurs; and C is the compensation, to be executed in case an enclosing trans-
action fails. Only the main process, the failure manager, and the compensation
are considered in BizTalk specifications. The further argument — the “failure
bag” — is a repository to store the compensations of the enclosed transactions
that complete while the enclosing transaction is still running. This repository
has been added for semantic reasons, to describe the behaviour of (successfully)
terminating transactions.

Process contexts are processes with a hole inside. Contexts are ranged over
by C[] and are defined by the following grammar:

We use C[P] to denote the process obtained by substituting the hole inside CJ ]
with the process P.
2.2 Structural Congruence

Structural congruence, written =, equates all processes we will never want to
distinguish for any semantic reason.

Definition 1. Structural congruence, written =, is the least congruence over
processes, which contains a-renaming, and the following equations:

PlQ=Q|P PI@QIR) =(P|Q)|R

(P;Q); R=P;(Q;R)

(@)(y)P = (y)(x)P @)(P[Q)=P[(x)Q  x¢&MP)

@)(P;Q) = (2)P;Q ¢ Q)

@@ | P)Q=21) | P;Q

done| P =P abort | abort = abort

done; P = P abort; P = abort

def

K@) =P{h}y  if K@) =

P
((z)P, F, B, C) = (x)t(P, F, B, C) z ¢ (F)U fv(B) U (C)
t(z(u) | P, F, B, C) =z(u) | (P, F, B, C)

(t(done, F, B, C) | P); P! = t(done, F, B C) | (P;P)

t

The first group of equations is almost standard: let us discuss the not stan-
dard ones. Notice that the rule (z)(P;Q) = (z)P;Q if z ¢ fv(Q), is necessary
(in combination with a— renaming) to allow restrictions to float at top level. The
equation (Z(a) | P); Q = T(u) | P;Q floats outputs outside sequences, since they
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have no continuation. Equations done | P = P and done; P = P specify that done
is the identity of parallel and sequence; abort | abort = abort states that a process
is aborted when all its parallel components are aborted; abort; P = abort speci-
fies that an aborted process is such, regardless of the continuation. The equation
t(z(u) | P, F, B, C) =z(u) | (P, F, B, C) allows to move outputs from inside a
transaction to the outside environment and vice-versa. The intended semantics is
the following. If a transactional process emits a message, this message traverses
the transaction boundary, until reaching the corresponding input. In case the
transaction fails, recoveries for this output may be detailed inside the processes F’
and B. The equation (t(done, F, B, C) | P); P’ = t(done, F, B, C) | (P; P’) al-
lows to float successfully terminated transactions outside parallels and sequences.
We observe that t(done, F, B, C) is not equal to done because, if an enclosing
transaction fails, then the compensation C' must be fired to accomodate possible
inconsistencies (see the next rule (T-DONE)).

2.3 The Reduction Relation

The reduction relation of wt-calculus is the least relation satisfying the rules in
Table 1,

Table 1. The reduction rules of wt-calculus

(RED) Z(@) | x(@).P — P{"kh}

(T-DONE) t(t(done, F, B, C) | P, F', B', C") — (P, F', B' | C, C")

(T-ABORT) t(abort, F, B, C) — B; F
P—P
(CONTEXT) S
C[P] — C[P]
P=P P’ ! =qQ’
(LIFT) —Q @=0Q
P—-Q

The rules (T-DONE) and (T-ABORT) deserve some discussion. (T-DONE) mod-
els the successful completion of a transaction t(done, F, B, C). In this case, the
compensation C' must be recorded in the failure bag of the enclosing transaction,
if any, to account for possible failures of the latter. If the outer transaction fails,
rule (T-ABORT) specifies that the failure manager must be executed after the
compensation of every enclosed transaction.

2.4 Comparison with the w-Calculus

It is interesting to observe that the mt-calculus is essentially an extension of the
m-calculus. Indeed, we can obtain the latter from the former simply by eliminat-
ing the sequence operator P; (@, the transactional process t(done, F, B, C), the
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process abort, and by interpreting the process done as the empty process 0 of
the m-calculus. Actually it is also possible to encode the former into the latter,
and we will study the encoding in section 4.

3 Examples

In the examples we use an extension of the calculus that comprises conditionals,
boolean values, and boolean variables. Namely, we consider the operator:

if (a = k) then P else Q
where k =0 or k = 1, and a is a boolean variable. The semantics of the condi-
tionals is the standard one.

3.1 Authentication

The first example describes a server that authenticates its clients exploiting a cer-
tification authority. The are four actors: the client (Client), the server (Server),
the certification authority (Awuth), and a law authority (Law) used to notify
abuses.

We focus on the behaviour of the server: on reception of a request (which
includes the identity of the client id, and its certificate cert), the server asks the
certification authority to check the validity of the received certificate. Therefore,
the server waits for an answer, that may be either 1 or 0, depending on success
or failure, respectively. In the case of success the server executes the required
activity, on the contrary it communicates the abuse to the law authority. The
following channels are used:

— req is the channel between Client and Server;

— check is the channel between Server and Auth;

— resp is a channel created by the Main process and passed to the Server: this
channel is used to communicate the result (success or failure) of the certifi-
cate check (the same technique will be used also in the following examples);

— nif is the channel between Server and Law;

— abuse is a local channel used to store data concerned with the abuse of
certificates.

We are now in place to specify the above process in 7t-calculus:

Server = (abuse)t(Main, Fail, done, done)
Main = req(task,id, cert).
(resp)(check(id, cert, resp) |
resp(a).if (a = 1) then Ezecute(task) else (abuse(id, cert) | abort)

Fail = abuse(id, cert).ntf (id, cert)

where Fzecute is a program constant (that we leave unspecified) representing
the execution of the task. It is important to note that the transaction is used
here merely as a facility for exception management.
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3.2 Flight or Train Booking

This second example has been introduced to discuss that, when an abort process
is reached, the failure process is not activated immediately, but the termination
of parallel threads is waited. This is particularly useful in transactions, composed
by concurrent activities, in order to give a chance to any activity to terminate
successfully its task even if some other fails.

We consider a travel agency (Travel) that books a certain number of flights:
each reservation is managed by a process Reserve. The reservations may succeed
or fail. At the end of all the reservation subtasks, if at least one of them has
failed, a failure process is started which reserves trains instead of failed flight
reservations.

We exploit the following names:

— bookF is a channel shared between the travel agency and the flight company;

— dest and resp are names fresh for each process Reserve: dest indicates the
destination while resp is the channel to be used to indicate the success or
failure of the reservation (using I or 0, respectively);

— train is a channel used to store, in the case of flight reservation failure, the
request for an alternative train reservation;

— bookT is a channel shared between the travel agency and the train company.

We are now in place to specify the booking process:
Travel = t(Flight, Train, done, done)
Flight = Reserve | Reserve | ... | Reserve
Reserve = (dest)(resp)( bookF (dest, resp) |
resp(a).if (a = 1) then done else (train(dest) | abort) )
Train = train(dest).(bookT (dest) | Train)

As described above, the failure of one of the Reserve processes does not influ-
ence the concurrent activities; the failure process starts only on termination of all
the Reserve processes. This is ensured by the rule (T-ABORT) that activates the
failure bag and the failure manager only when the main process is (structurally
congruent to) the process abort.

3.3 Flight and Hotel Booking

In this third example we decribe a transaction (Journey) composed of the se-
quence of two transactions: the first books a return flight ticket, the second
reserves a hotel room for the nights between the arrival and the departure dates.

The first transaction has a compensation process which is responsible for can-
celling the flight reservation. We use the two process constants Ticket(dest,a,d)
and Room(dest,a,d) to represent the two transactions: dest is the destination
while a and d are the arrival and departure dates, respectively. We consider the
existence of three channels:

— bookF and bookH used to ask for a flight or a room booking, respectively. In
both cases, the request may either succeed or fail;
— cancelF is used to ask for the cancellation of a flight reservation.
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The booking requests may either succed or fail: also in this case we use the
boolean values 7 and 0 to denote these two possible outcomes, respectively.

We are now in place to present the formal specification of the Journey pro-
cess:

Journey = t(Ticket(dest, a, d); Room(dest, a, d), done, done, done)
Ticket(dest, a,d) = (resp) t( bookF(dest,a,d, resp)
| resp(ack).if (ack = 1) then done else abort,
done, done, cancelF (dest, a,d) )
Room(dest, a,d) = (resp) t( bookH (dest,a,d, resp)
| resp(ack).if (ack = 1) then done else abort,
done, done, done )

Notice that an equivalent behaviour is obtained placing the flight cancellation
request cancelF(dest,a,d) as failure of the second transaction. However, the
process specification we have reported supports better modularity because all
the activities related to flight reservation, as well as cancellation, are all inside
the same transaction.

4 The Encoding of the wt-Calculus
into the Asynchronous m-Calculus

In this section we demonstrate that mt-calculus may be encoded into the asyn-
chronous m-calculus. We recall that the latter is indeed a subcalculus of the
former (see section 2.4), therefore we avoid any redefinition. The encoding is a
partial function [~]Z'=. The process [P}, such that z,y, z,w & fv(P), uses
the channels z, y, z and w respectively to signal successful termination without
compensations, erroneous termination without compensations, successful termi-
nation with compensation and erroneous termination with compensation. The
termination of P could have compensations if there are transactional contexts
defined in it.

In the definition below we use the constants M and N7/" defined as follows:

M(e,d,c") = c(x,y,z,w). (xL,YL, 2L, WL, TR, YR, 2R, WR)(
(rryrzrwe) | ' (T*RYRZRWR)
| NIZ;U('IZM YL, 2L, WL, TR, YR, 2R, ’U}R)
)

N;/(xrL,yL, 2L, WL, TR, YR, 2R, WR) =
zr()-(zr()Z() [ yr().Y(
| y2()-(zr()-Y §>

| zr.(cr)-( zR( aw(cr)

| zr(cr)-(¢")(Z(") | M(<",cL,cR))

| wr(cr).(c")(@(c") | M(c",cL,cr)))
| wr(cL)-(xr()@(cr) | yr().W(cr)

| zr(cr) (C”’)(W<C”’> | M(c",cr,cr))

| wr(cr).(")(@(c") | M(c",cL,cr)))
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The purpose of M and Nz* is discussed next. Actually we focus on M, because
Nz is similar. The process M(c,c’,c”) multiplexes the compensation request
coming from ¢ towards ¢’ and ¢, which are the channels for invoking compen-
sations of two parallel subprocesses, let us call them L and R. The subprocesses
L and R may return four different kinds of signals, namely =1, yr, 21, wr and
TR,YR, ZR, WR, With sixteen different combinations. The interesting combina-
tions are when L returns on zy, or wyr,, and R returns on zg or wg, namely when
L and R return a compensation to activate in case of failure. In these cases a
new multiplexer must be triggered, henceforth the recursive invocation of M. We
remark that, for the correctness of M and N, it is necessary there are exactly
two messages: one on channels z,yr, 21, wr and the other on zr,yg, 2r, wWr.

Definition 2. The process [P]y, such that x,y, z,w & fv(P), is defined by the
equations below (the definition of Mp s the last one). We always assume that
new names introduced by the encoding never clash with free names of the encoded
process.

[done]Zy = =() [abort]y = ¥()
[aw)]zy = u@) [Z() [u(@).PI3y = w@).[PIZy  (zy,2,w &)
[(WPlZy = WIPIZY (v gz,y,2w)

[P;Qley = (a9, 2", w')( ‘[P]]i
\
\
\

)
[P|Qlzy = (wr,yr, 2L, WL, TR, YR, ZR, WR)(
2L ,w ZRLWR
[Plat oyt | [QIZR A

‘ NIZ;U(CL‘L,yL,ZL,’U}L,.CL‘R,yR,ZR,’UJR)

)
[[t(P, F, B, C)H;LZ) = (ml,yl,zlﬁwlz)(w
| 2100.()2(0) | elarynzrun).[C]21)

Z(¢) | ¢ (z1yrz1w1). [OIZL )
Y, 2 w')

TR,YR,ZR, wR)(
c(zryrzrwr) | [BIERYE

| N2 (21, L, 20, WL, TR, YR, 2R, WR)
| ='().[F]Zy

|y (.90

| 2/(c").Mr(c, z,w)

| w'(¢)w(c)
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[K(U1,~ . ~7'Uzn)ﬂz’w = Kﬂ-(’lﬂ,. . ~7Un,$,y727w)

z,Y

oy (assuming K(vi,...,vn) def P)

Kﬂ'('Ulw . ~7Um$»yasz) = HP]]

where the definition of the constant Mp is the following:

020
|y’ ()-w(e
| 2'().()E(") | M(",¢,c))

Let us clarify the behaviour of [-]Z/, according to the shape of the argument.

If the argument is done, a signal on z is emitted, meaning the successful
termination without compensations.

If the argument is u(v), the successful termination signal is in addition with
the message on u.

If the argument is abort, a signal on y is emitted, representing the failure
without compensation.

If the argument is u(9).Q or (z)@ the encoding is homomorphic and successes
and failures are passed to the encoding of Q.

If the argument is P; @, the encoding of P is executed and, in case of success-
ful completion, the encoding of @ is performed afterwards (we observe that the
encoding of @) is always underneath an input). In case there are compensations,
the process Mg is called, as discussed above.

If the argument is P | @, the encodings of P and @ are performed in parallel
and the results are collected by the agent V.

If the argument is t(P, F, B, C), the encoding of the body P is executed.
There are several cases. In case of success (with or without compensations),
the process [t(P, F, done, C)[%' emits on z the compensation triggering the
encoding of C' (inner compensations are discarded). In case of failure without
compensations, we must perform the encoding of the agent B before the failure
manager F. In case of failure with compensations then the failure manager F
must be executed after the other compensations. Remark that this last case is
very similar to the sequential composition.

If the argument is K (uq, ..., u,), we use a twin constant K that carries four
additional arguments, namely the channels for signaling success and failure. The
definition of K is the expected encoding of the definition of K.

4.1 Correctness of the Encoding

We assess the correctness of the encoding of mt-calculus with respect to the se-
mantics defined in section 2. Since the previous encoding yields 7-calculus agents
that show up several deadlocked subprocesses (see the definitions of sequence,
parallel, or transaction), we require an extensional semantics that is, as far as
the m-calculus is considered, insensitive to deadlocked processes. To this aim we
introduce (weak) barbed equivalence [17].
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Definition 3. Let P | x be the least relation satisfying the rules below.

T(u) | x

PlQlx ifPlxorQ|x
PQ |z ifP o

(y)P |z if Plxandx #y
WP, F,B,C) | zif P|ux

Plx ifQ |l x and P=Q

If P | x we say that P has a barb on z.

Notice that, this definition of barb is different from the standard one [17]
because we are closing the relation by structural equivalence. The usual definition
by induction on the syntax is hard in our case because of the sequence operator.
We remark that the above barb does not allow to discriminate between the
processes done and abort, even though a transaction context behaves differently
when filled with them. Actually this is not an issue since the barbed congruence
semantics (not discussed in this paper) is enough discriminating to separate done
and abort.

Definition 4. A (weak) barbed bisimulation is a symmetric binary relation S
between agents such that P S Q implies:

1. If P — P’ then Q —* Q" and P’ S Q'.
2. If P | x for some x, then Q —* Q' and Q' | x.

P is barbed bisimilar to Q, written P =~ Q, if there exists some barbed bisimula-

tion S such that P S Q.

For instance, done = abort ~ (x)Z(u). The definitions of barb and barbed
equivalence coincide with those of m-calculus when processes are restricted to
m-calculus ones.

The correctness of the encoding [P]3} is formalized by the following result.

Theorem 1. Let P be a wt-calculus process. Then
1. P | wif and only if [P]y | v and u & {x,y, 2, w}.

2. If P — Q then [P]2Y —*~ [Q]7Y (provided that x, y, z, w do not clash

with fv(P) and f/(Q)).
3. If [P]Z* — Q then there is R such that P —* R and Q ~ [R]ZY

Proof. (Sketch) (1) Since “]” encompasses structural equivalence, one ends up
at demonstrating that, if P = Q and [P]%} | u, then [Q]7} | u. This is mostly
a straightforward analysis, except for the structural rules (Z{a) | P); Q = Z(a) |
P;Q and (t(done, F, B, C) | P); P’ = t(done, F, B, C) | (P;P’). Both cases
follow by the definition of the encoding and by a careful analysis whether P is
amenable to done or not.

(2) We analyze the basic reductions. Among them, the difficult case is (T-
DONE) because of the management of the failure bag. Let us discuss this case in
detail. On one side we have:

t(t(done, F, B, C) | P, F', B', C') — (P, F', B' | C, C")
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On the other side we have:

[t(t(done, F, B, C) | P, F', B/, C")]z
= (21,91, 21, w1)([t(done, F, B, C) | P]zr-wr | T*v=w (F' B',C"))

Z1,Y1 Ilylzlwl

(Tfﬂfﬁlwl (F',B’,C") is the manager of transaction

that may be grabbed from definition 2)

- (2517y17Zlywl)(iﬂLyybZLwa7$R7yR7ZR>wR)(
[t(done, F, B, C)ZLyr | IPLZyn | Naty:
(xLayL7ZLawLa'rR7yR7ZR7wR) | Tyu (F/7B/acl))

T1Y121W1

- (x17y1aZl7w1)(ILayL7ZL7wL7IR7yRaZRawR)(
(©)(ZL(c) | c(a"y'z"w").[CLL | [PIERys
‘ Nzt (iLayL7ZL,wL,$R7yR72R7wR) | e (F/7B/7C/))

Z1,Y1 T1Y121wW1

— (R, YR, zr, wr) ([PIZE YR
(zl,yl,zl,wl)( )( ()Z_1<C> | yR()w_1<C>
‘ ZR(CR) ( 11 ( < ///> | M( 11 c CR))
| wr(er). (") (@1 (") | M(c i 1€ CR))
| e(a'y'z"w’).[C ]]f; T, (F B CY))

T1Y121W1

Therefore we are reduced to prove that

(1,91, 21,w1)(c) (2R () Z1(c) | yr()-W1(C)
| zr(cr)- (") (Z(c") | M (", ¢, cr))

| wR(CR) ( ///)( < ///> | M( /// C’ CR)) N T:gzzszR(F/>B/ | 07 C/)
| ela'y' 2w [CLr s | T2, (F, B C)

This follows by a close inspection of all the possible cases.

(3) The proof consists of picking some representative m-calculus processes
of the evaluation of [P], and demonstrating that intermediate processes are
barbed bisimilar to the representatives. Representatives are processes where no
“bureaucratic reactions” is possible (these are the reactions due to the encoding).
Representatives are proved bisimilar to encodings of wt-calculus processes in a
way similar to that reported for the case (2).

This theorem is the basic result to relate barbed bisimulation in 7-calculus
and in mt-calculus. It is well-known that this equivalence is not very interesting
because its discriminating power is weak. Nevertheless, our intended applica-
tion of such result is to infer barbed bisimulation congruence of wt-calculus —
which, on the contrary, is an interesting semantics — from barbed bisimulation
congruence of the encoded agents in 7-calculus. This is a considerable result for
our calculus that requires a weighty effort (e.g. we should exploit an equivalent
labelled semantics characterizations [17]) that we leave for future work.
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5 Conclusions

Long-running transactions have recently received a renewed interest with the
advent of Web Services-based business interactions. Indeed, these transactions
are considered a valuable tool for business process modeling. In this paper, we
have formalized and studied the notion of long-running transactions incorporated
in Microsoft BizTalk [14], a visual environment for business process modeling.

We notice the absence, to the best of our knowledge, of formal specifications
and analysis of transactions in Web Services-based business process modeling.
The unique published work we are aware of is [5], devoted to the investigation
of ACID (short-lived) transactions in the context of BizTalk.

As future work, we plan to investigate more complex mechanisms for compos-
ing transactions; in particular, in our calculus a transaction obtained as parallel
composition of sub-transactions waits for the termination of all these trans-
actions before terminating itself. Other interesting composition operators, see
e.g. the pick constructur of XLANG [18], allows for the execution of one sub-
component only, chosen according to the occurrence of some specific event.
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Abstract. We show how a recent language for the description of cryp-
tographic protocols in a real time setting may be suitable to formally
verify security aspects of wireless protocols. We define also a composi-
tional proof rule for establishing security properties of such protocols.
The effectiveness of our approach is shown by defining and studying the
timed integrity property for yTESLA, a well-known protocol for wireless
sensor networks. We are able to deal with protocol specifications with
an arbitrary number of agents (senders as well as receivers) running the
protocol.

Keywords: Security, Wireless Communication, Formal Analysis, Sensor
Networks.

1 Introduction

Ambient intelligence is one of the main research issues in Europe. It imposes a
view of the world where objects may interact with each other by means of wire-
less communications. In our framework, we are interested in developing formal
analysis techniques for such scenarios. In particular, we aim at studying security
properties of wireless networks and we start with the analysis of a secure wireless
protocol for sensor networks where time plays an essential role.

Wireless systems consisting of mobile nodes self-organizing in temporary
routing topologies form wireless ad hoc networks. Wireless ad hoc networks may
cover various types of applications. Peculiarity in their usage is when wired in-
frastructure is not available at all (a typical example involves rescue operations in
remote areas or disaster recovery operations). Various issues in the world of the
ad hoc networks are greatly influenced by temporal relationships (e.g., whichever
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the media access control protocol may be, real-time and temporal synchroniza-
tion constraints characterize the hosts’ communications). The reader can refer
to [14] for a full-detailed survey about real-time issues in ad hoc networks. Ac-
tually, we are mainly interested in time synchronization issues for a subclass of
ad hoc networks, i.e. wireless sensor networks. A wireless sensor network is typ-
ically composed of hundreds or thousands of sensors, (up to) cubic millimeters
devices provided with autonomous sensing, computation and communication.
The network is coordinated in a distributed mode in order to collect information
on their surroundings. Sensor networks applications are expected to range over
many fields, from home applications like automation and smart environments to
military uses (monitoring equipment and ammunitions, battlefield management,
etc.). Sensors may be used in a building for heating and air conditioning con-
trol as well as in a hospital for medical monitoring (e.g. drugs administration
or telemonitoring of physiological conditions of the patients), not to mention
environmental monitoring, such as the detection of possible fires in a forest.

Researchers have recently addressed the quest for securing wireless sensor
networks communication. Sensors already have to cope with severe constraints in
terms of power consumption, bandwidth, storage and may not have the resources
to perform cryptographic operations in their completeness. Standard solutions
developed for conventional computers cannot be applied, hence new schemes
have been proposed and surveys have been carried out (e.g. [10,13]). Temporal
constraints occur in [13], where a time synchronization is required between a
base station and the sensors in the network.

In [8] it was developed a compositional analysis technique able to deal with
multicast/broadcast protocols. Actually, in that first work we were not able to
manage protocols with time-dependent security properties. In this paper we aim
at enhancing that analysis technique in order to cope with wireless protocols
where a time synchronization is required, e.g. [13]. Among the properties we are
now able to check are timed secrecy and timed integrity. The former requires that
a message is kept secret only for a certain amount of time and the latter that a
message sent in a time interval has not been altered during the communication.
We use the approach based on non-interference developed in [5] as a method to
express security properties.

This paper improves the work in [8] as follows: 1) a formal framework for
modeling wireless communication protocols is outlined by means of a real-time
process algebra; 2) a new compositional proof rule is given for dealing with timed
security properties as timed secrecy and timed integrity; 3) a formal specification
of uTESLA (see [13]) is defined and analyzed; it is checked that such a proto-
col enjoys the timed integrity property; 4) the analysis of yTESLA is carried
out taking into consideration an arbitrary (but finite) number of senders and
receivers. The previous work on a related protocol (the TESLA protocol, [12]),
deals only with a fixed and small number of senders and receivers, [2].

This paper is organized as follows. Section 2 recalls the formal language we
are going to adopt for the description of yTESLA. Section 3 presents the compo-
sitional analysis techniques in a timed setting. Section 4 introduces the yTESLA
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formal specifications. Section 5 shows how to apply the previous theories to the
analysis of yTESLA. Finally, Section 6 concludes the paper.

2 A Real-Time Language for Cryptographic Protocols

The real-time extension of the Cryptographic Security Process Algebra
(CryptoSPA for short) in [3,5] has been proposed in [6]. The new language,
timedCryptoSPA (tCryptoSPA for short), is adopted for describing crypto-
graphic protocols where information about the concrete timing of events is nec-
essary. We remind the reader of the syntax, the operational semantics of the
language and some auxiliary notions.

The Syntax. The syntax of tCryptoSPA is based on a set Z of input channels
(ranged over by c), a set O of output channels (ranged over by ¢), a set of
closed terms M (a set of closed terms of a term algebra which, at least, contains
encryption {m}; and pairing (m,m;) operations), Const of constants, ranged
over by A, and Var of variables, ranged over by z. The set £ of tCryptoSPA
processes is defined as:

P :=0|c(z).P|ce.P|T.P|tickP|Pi+P, | P|P| P\L|

Aler,...,en) | [{e1,. .. er) Frute ] Pr; Py

where e, e1,...,e., e, are messages or variables and L is a set of channels. Both
the operators c¢(x).P and [(e; ...e.) Frule ] P1; Pe bind the variable x in P, P;.

Let Def : Const — L be a set of defining equations of the form A(zq,...,
Zn) = P, where P may contain no free variables except z1, ..., z,, which must
be distinct. Constants permit us to define recursive processes, but we have to
be a bit careful in using them. A term P is closed w.r.t. Def if all the constants
occurring in P are defined in Def (and, recursively, for their defining terms). A
term P is guarded w.r.t. Def if all the constants occurring in P (and, recursively,
for their defining terms) occur in a prefix context [11].

The set Act of actions which may be performed by a system is defined as:
Act = {e(m),em, 1, tick,| ¢ € T,2 € O,m € M, m closed}. 7 is the internal,
invisible action. tick is the special action used to model time elapsing. We let
I range over Act\{tick}. We call P the set of all the tCryptoSPA closed terms
(i.e., with no free variables) that are closed and guarded w.r.t. Def. We define
sort(P) to be the set of all the channels syntactically occurring in the term P.

The informal semantics of the tCryptoSP A processes is the following:

— 0 is the process that does nothing;

— c(x).P is the process that can receive a message m on channel ¢ and then
behaves like P. The received message replaces the variable x;

— ©m.P is the process that can send m on channel ¢, then behaving like P;

— 7.P is the process that executes the internal, invisible action 7 and then
behaves like P;
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— tick.P is a process willing to let one time unit pass and then behaving as P;

— Py + P, (choice) represents the nondeterministic choice between the two
processes P, and P»; with respect to tick actions, time passes when both P;
and P, are able to perform a tick action — and in such a case by performing
tick a configuration where both the derivatives of the summands can still
be chosen is reached. When only one of the two processes can perform tick,
say P, it could be either that P, performs tick — and in such a case P is
discarded — or P, performs its normal activity — and in such a case P is
discarded; moreover, T prefixed summands have priority over tick prefixed
summands;

— Py | P, (parallel) is the parallel composition of processes that can proceed in
an asynchronous way but they must synchronize on complementary actions
to make a communication, represented by a 7. Both components must agree
on performing a tick action, and this can be done even if a communication
is possible (we do not have mazimal progress assumption);

— P\L allows only visible actions whose channels are not in L;

— A(mq,...,my) behaves like the respective defining term P where all the
variables x1, ..., z, are replaced by the messages mq, ..., my;

— [{e1,...,er) Fruie ] P1; Py is the process used to model message handling
and cryptography. The process [{e1, ..., er) Fruie 2] Pr; Py tries to deduce an
information z from the tuple of messages (e1, .. ., e,) through the application
of rule Fyqe; if it succeeds then it behaves like P;[z/x], otherwise like Ps.
The set of rules that can be applied is defined through an inference system
(e.g., see Figure 1).

Auxiliary Notions. The time model adopted in the language is known as the
fictitious clock approach of, e.g., [9]. A global clock is supposed to be updated
whenever all the processes agree on this, by globally synchronizing on the special
action tick, representing the passing of a time unit. All the other actions are
assumed to take no time.

In order to model message handling and cryptography we use a set of infer-
ence rules. Note that tCryptoS P A syntax, its semantics and the results obtained
are completely parametric with respect to the inference system used. We show
in Figure 1 a suitable inference system we are going to use in the following sec-
tions. This inference system can combine two messages obtaining a pair (rule
Fpair); it can extract one message from a pair (rules b-yq and t4,q); it can apply
a one-way hash function F to message z and obtain digest F'(z) (rule Fpash)
and finally compute the message authentication code (MAC) of a message with
a key (rule Fpuac).

Given an inference system, we can define a deduction function D s.t. if ¢ is
a finite set of closed messages, then D(¢) is the set of closed messages that can
be deduced starting from ¢ by applying instances of the rules in the system.

FEzample 1. We do not explicitly define an equality check among messages in the

syntax. However, this can be implemented through the usage of the inference

construct. E.g., consider rule equal = 2%~ Then [m = m']A (with the
Equal(z,x)
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m m m,m’ m, m’
(m7m/) (|_PM'T) ( m ) (Ffst) ( m ) (and)
F =z m k
N '_ has - 7 N '_mac
F(x) (Frasn) mac(m, k) ( )

Fig. 1. An example inference system.

expected semantics) may be equivalently expressed as [(m m') Fequar y]A where
y does not occur in A.

The operational semantics of a tCryptoSPA term is described by means of the
labeled transition system (Its, for short) (P, Act, {~"}acact), where {—}acact
is the least relation between tCryptoSPA processes induced by the axioms and
inference rules of Figure 2.

The expression P = P’ is a shorthand for P(—=)*P; — Py(——=)*P',a #
T, where (L)* denotes a (possibly empty) sequence of transitions labeled 7.
The expression P = P’ is a shorthand for P(—=)*P’. Let v = a1,...,a, €
(Act\{7})* be a sequence of actions; then P = P’ iff there exist Py,..., P,_1 €
P such that P2 Py 2. ... P,_1 2 P'. Let 0/ = tick.0'.

For timed behavioural relations among tCryptoSPA processes, we will be
mainly interested in timed trace inclusions.

Definition 1. For any P € P the set T(P) of timed traces associated with P is
defined as follows T(P) = {v € (Act\{7})* |3P".P = P’}. The timed trace pre-
order, denoted by <iirace, 18 defined as follows: P <yirace @ T T(P) C T(Q).
P and Q are timed trace equivalent, denoted by P =ttrqce Q, if T(P) = T(Q).

We define the concept of weak simulation as usual.

Definition 2. We say that a relation R among processes is a weak simulation,
if for every (P, Q) € R we have:

— If P2 P a # 7, then there exists Q' s.t. Q == Q' and (P',Q') € R.
— If P =5 P’ then there exists Q' s.t. Q = Q' and (P',Q’) € R.

Let < the union of all weak simulations among processes. Then, we have <C
Sttrace-

3 tGNDC

A general schema for the definition of timed security properties, called timed
Generalized Non Deducibility on Compositions (tGNDC' for short) has been
proposed in [6]: a system S is tGNDC?S, iff for every enemy X the composition
of the system with X satisfies the timed specification «(S). Basically, tGNDC
guarantees that the timed property « is satisfied, with respect to the < timed
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tick.P 25 P U P | P, — P|| P 2 PP, — PP
p Uk pl o p, ik py P pr L P -5 P
e e (Y
s PRt PP, P\L ™ p\L P+ P -5 P
(12)_ D1 bk p; p, B py (+5)D ek pr P 3K P S
P1+P2MP1/+P2I P1+P2MP1/
(Def) Plmi/z1,...,mn/xn] — P A(z1,...,2,) =P
A(ma,...,my) = P’
(D) (mi,...,m.) Fruem Pifm/x] = Py
[<m1, ey mr> Frule SE}Pl; P = Pll
(D\ /Hm s.t. <m1,...7mr> Frule m P2 L’ P2’
! [<m1, ey mr> Frule SE}Pl; P = P2/

Fig. 2. Structured Operational Semantics for tCryptoSPA (symmetric rules for
+1,+3,|,, |, and \L are omitted).

behavioural relation, even when the system is composed with any possible ad-
versary X.

We give here the set of admissible hostile environments for our timed set-
ting. For a certain enemy X, we call ID(X) the set of closed messages that
syntactically appears in X, all the messages initially known by X. Let ¢o be
the initial knowledge we would like to give to the enemy at the beginning of the
computation. We require that all the messages in ID(X) are deducible from ¢y.
We consider as hostile processes only the ones belonging to the set té’g‘) L. They
can communicate on a subset of public channels C' and have an initial knowledge
bound by ¢q:

tEY = {X € P | sort(X) C C and ID(X) C D(¢p)}
The property tGNDCY is defined as follows:

Definition 3. S is tGNDCY iff VX € té’g‘) S (STXNC < «a(S) where < is
a timed behavioural relation between processes and o : P — P is a function
between processes defining the property specification for S as the process «(S).

1 Actually, there is another constraint that imposes that the enemy must eventually
let time pass. This is however not useful for safety properties we are going to study
in this paper and so it has been omitted for the sake of simplicity.
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We may define several security properties through the tGN DC' schema, e.g. see
[6]. For instance timed secrecy expresses that a certain message m is not known
by the intruder within a certain amount of time, say at least n units of time. A
specification ayge. dealing with timed secrecy could be the following:

pub(m) = public(m).0" + tick.pub(m)
QtSec = ticky ... ticky.(pub(m))

where we assume public the unique not restricted channel. aygec let n units of
time pass and then behaves like pub(m), i.e. it could either sends m over public
or it could let time pass and possibly sends m.

Note that the GNDC theory is now a well established approach for security
analysis and it was developed for non-deterministic, probabilistic, real time and
cryptographic frameworks, e.g. see [1,4-7]. Here we present an extension of the
compositional analysis in a real-time setting within the GNDC theory.

3.1 Time-Dependent Stability and Compositional Results

A compositional principle gives sufficient conditions to conclude that the parallel
composition of two (or more) processes satisfies a certain property, provided
that the single processes by themselves satisfy the same property. Compositional
reasoning is often useful. An interesting application field is indeed the analysis
of systems with an arbitrary number of components.

Here, we give a new result about conditions for safe composition of digital
stream protocols where time plays an essential role. In order to achieve this
result, we should refine the concept of stability defined in [6] basically requires
that the intruder knowledge does not increase when composing the intruder
process with a process P. If so, we call P a stable process. In [6] it was also
noticed that if we assume that the intruder knowledge does not increase when
composing the intruder process with P (i.e. P|X) and with @ (i.e. Q| X) (using
the same communication channels) then the intruder knowledge does not increase
when composing the intruder itself with the process P | Q. Unfortunately, such
a form of stability is not time-dependent, i.e. it takes into account the same
knowledge during all the temporal execution of the processes at stake. This does
not make it feasible to check properties based on a timed notion of secrecy and,
consequently, to check protocols as pTESLA, whose security features exactly
depend on a form of timed secrecy. We give now a refined notion of stability,
called time-dependent stability, that allows us to cope with timed secrecy and
so also with security properties of protocols that rely on it.

We let v be a sequence of actions (possibly empty) ranging over Act\{7}.
Let #'“* () be the number of occurrences of tick actions in the sequence .

Definition 4. Let X, be the closed term in X belonging to the messages de-
ducible from ¢. We say that a process P is time-dependent stable w.r.t. the
sequence {¢;};5o if, whenever (P | Xp,)\C == (P'| X,)\C and #1*(v) = 1,
then D(¢') = D(¢;).
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Basically, a process P is time-dependent stable if an enemy cannot increase
significantly its knowledge when P runs in the space of a time slot. The following
proposition holds:

Proposition 1. Given a sequence {¢;}i>0 and a set of public channels C, as-
sume P, € tGNDC’g;(:TC) with 1 < r < n. Assume also P, t. d. stable w.r.t.

e

{¢:}. It follows that (Py | Py|...| P,) € tGNDCSH P TeaP)len(En) g g
(Py|Py|...|P,) is t. d. stable w.r.t. {¢;}. -

Ezample 2. The process P = tick.ck.0" enjoys the secrecy of k for one time unit.
In the more complex process Q = (c(z).[x = k]em) + tick.0’ the secrecy of k in
the first time unit is crucial to get the secrecy of m. Indeed, either @ is willing
to receive the key k only in the first time unit (if so, it releases m) or it starts
to idle. We have that P and Q are t.d. stable w.r.t. ¢g = {0}, ¢; = D({k}) for
i > 1. Then, P|Q is t.d. stable w.r.t. {¢;};>0 (by Proposition 1) and so m will
never belong to the knowledge of the intruder (whose initial knowledge is ().

4 The pTESLA Protocol

In [13], Perrig et al. presented uTESLA (“micro” Timed Efficient Stream Loss-
tolerant Authentication), a protocol to provide authenticated broadcast in wire-
less sensor networks environments. [13] considers a scenario where sensors com-
municate with a base-station connected to the external world. The base station
may broadcast to all nodes messages for routing updates, reprogramming, reset
requests. The protocol is an extension of the TESLA stream authentication pro-
tocol developed in [12] and it was intentionally developed for providing authen-
ticated broadcast for the limited computing environments that are encountered
in sensor networks.

In the original TESLA schema, a single sender broadcasts a continuous
stream of packets. Receivers may use information in later packets to authenticate
earlier packets. Each packet contains a message authentication code (MAC), i.e.
a value computed by applying a public algorithm and a secret encryption key to
the packet itself. Given a message m and an encryption key k, we call mac(m,
k) the message authentication code of m. The algorithm is known by all the
receivers, while the encryption keys are disclosed by the sender after a certain
amount of time. When a receiver receives a key K; it can use it to compute
the MAC from the related packet P; and compare the computed MAC with that
previously received. If the two MACs match, the receiver can consider the packet
P; authentic. To avoid the event that an intruder could use a disclosed key K;
to fake the packet P; a time synchronization protocol between the sender and
the receivers is needed. Then, each receiver will not accept the packet P; if the
sender might have already sent the key K;.

Bootstrapping authentication of the whole scheme is achieved in TESLA by
signing the first packet with a regular digital signature scheme. Nevertheless,
computation, communication and storage overhead make the use of asymmet-
ric cryptography unfeasible for the net of sensors under investigation. Thus,
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UTESLA has been proposed as an optimized extension for sensor networks. It
just makes use of MACs. The base-station randomly generates the last MAC
key to be used, Kj,st, and derives a key chain by repeatedly applying a pub-
licly known one-way function F' to that key, such that K; = F(K;+1). Given
the non-reversibility property (at least with high probability) of function F, the
disclosure of key K; should not lead to any knowledge of K;; and subsequent
keys.

Receivers’ requirements for correctly joining and executing the protocol are:
i) they are time synchronized with the base station; ii) they know the disclosure
schedule of the MAC keys; iii) they know at least one authenticated key of the
key chain, serving as a commitment to the entire chain. A protocol providing
time synchronization and one authenticated key has been proposed in [13]. Ba-
sically, the base-station shares with each sensor a symmetric secret key Kgar
and establishes a secure channel over which the exchange of a commitment to
the key chain, Ky, and a set of temporal parameters, set;, takes place?. More
formally, the initial step of pTESLA is the following:

Packet Py ¢o S — {R,} : Ko, sety, mac(Ko, sety, Ksnr)

where ¢ € {¢;}ien, i.e. the set of communication channels, S is the identifier
of the sender?® (i.e. the base station) and {R,} is the set of receivers (i.e. the
Sensors).

uTESLA is parameterized by the schedule time at which MAC keys are
disclosed. For the description of further steps in the protocol we consider a basic
formalization, Fig. 3, where we suppose that the sender discloses a MAC key
with a delay 6 = 1, assumed to fall in the interval after that key has been used
to compute the MAC. Further, we suppose the sender sends one packet per time
interval. Basically, in each time slot a packet and a key packet will be sent,
Fig. 3. First of all, each receiver should check the integrity of the received key,
say K;, by verifying it w.r.t. an authenticated commitment (e.g. by checking
Ko = F(K;)), then the verified key will be used to verify the integrity of the
packet received in the previous time slot.

Packet P, ¢; S — {R,} : mi,mac(m;, K;) i > 1

Packet P; consists of a meaningful payload m; plus the message authentication
code computed on m; with key K;. We assume that Kgps cannot be deduced
from the sets {m;}, {K;}.

2 There are as many symmetric keys as the number of sensors and the communication
over channel cgp is supposed to be a point to point communication. Nevertheless,
to simplify our formalization, we assume a unique key and a unique communica-
tion. This means to implicitly assume that possible adversaries are not in the set of
receivers.

3 To assure freshness when executing multiple runs of the same sender, one can simply
insert nonces in the message authentication code of packet Pp.
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Key Packet Key Packet Key Packet
Piy P; Pips
o = T
mac(mi—1 mac(ms, mac(mit1
Ki 1 K;) Kit1
F(Kifz) =K, 3 ‘ F(Kifl) =K;_»o ‘ F(Kl) =K;_1 Time

Fig.3. A uTESLA instantiation.

Upon receiving the packet, the sensor stores the packet until its MAC can
be verified, i.e. until the sender broadcasts packet disclosing K;:

Key—PaCket KPZ Ci+1 S — {Rn} : K1

The integrity of key K; can be checked by verifying Ko = F*(K;) (or, equiva-
lently, K;_1 = F(K;)). Packets may be lost in transit from the base station to
the sensors. In particular yTESLA is tolerant to packet loss in the sense that
receivers may still be able to authenticate all the received packets P; even when
the corresponding keys’ disclosure packets are lost. Suppose Kj; is lost, then a
receiver is not able to verify MAC packet P;. The following key the receiver
recovers, let it be K41, can be verified w.r.t. a previous authenticated key (e.g.
Ko = FIT(K;4+1)) and is used to derive K, i.e. K; = F(K;4+1).

4.1 The tCryptoSPA Specifications of the yTESLA Protocol

We present the tCryptoSPA specifications of the basic yTESLA instantiation
in Fig. 3. The fundamental requirement of a time synchronization between a
base-station and each sensor in yTESLA is naturally captured in tCryptoSPA
by its time modeling action tick, upon which sender and receivers’ processes may
synchronize (this allows us to avoid the explicit presence of set; in packet ).

We consider a sender machine with ample resources. It can be parallelized
or split into n senders, each of them possibly sending different streams,
{m?}i>1,1<j<n. We first present the generic sender process S7, parameterized
by a sequence of MAC keys (tied together by means of a key chain)*. We as-
sume the symmetric key Kgps, the keys belonging to the key chain and the
streams of packets to be different for each process S7,1 < j < n®.

SY(Khy K3, K, ..) =
[Ké KéM Fmac Y] Compute MAC
(K} Y Fpair Po] Create packet P
Bj(Py) Start to broadcast Py

4 Actually, we consider constants with an arbitrary number of parameters. We could
avoid this by considering, for modeling purposes, a special function fun, not available
to possible adversaries, that may be used to represent the keys as a sequence.

5 We remind the reader that the whole formalization we are going to give is based on
choices of the authors since some details are not explicitly given in [13]. In particular,
the mechanism through which a receiver possibly identifies each sender process (and
consequently each stream) is not defined in [13], since the original construction is
described with a single sender.
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S{(K3,KY,...) =

[mi K Fiac ] Compute MAC

[mjl x Fpair P1| Create packet Py

Bl (Py) Start to broadcast Py

S](Kf 1,K] S =
[mq_ K] Fpac ] Compute MAC

[m} @ Fpair P;]  Create packet P;
B!(P;,, K] ) Start to broadcast P; and disclose key K;_1
Bl(P)) = &GP.B!(P;) + tick.S! (K, .. ) i:O,l
B/(P,K! |)=&P.gK/ | .B/(P, K/ ) +tzck Sz+1( yeed) 12>2

Construct B/(...) is responsible for potentially sending packets (and keys) an
unbounded number of times, in order to simulate a one-to-all sending typical
of broadcast sessions. Sender S7 remains in the same state repeatedly sending
messages unless the non-deterministic choice is resolved by choosing the deriva-
tive of the second summand in B}; this causes a time unit to pass (a tick action
is performed). The construction models the behaviour of a wireless antenna
making signals available only in a particular time interval. The presence of a
non-deterministic choice in the construct makes it possible the passage to the
following time interval without performing any (eventually zero) communication.
This may implicitly model the unreliability of the wireless transmission and the
occurrence of packet loss.

Among the receivers’ set, each process behaves in the same way. The generic
receiver process at step 4 is parameterized by a commitment to the key chain
(let it be K}) and by the packets it should still authenticate. We assume the
receiver’s set is divided into subgroups, each of them sharing a particular Kgjs
with one sender process. Sender S7 and receivers belonging to subgroup number
j share K%,,,. KZ,, may denote a particular service each element in subgroup j is
devoted to. Let us consider pay per view-based applications: among the receivers’
set, the subgroup knowing KZ,, may consist of all the paying spectators for
movie number j. For environments closer to those depicted for u-TESLA, let us
consider a scenario in which sensors are used to periodically transmit readings
regarding heating and air conditioning control in a building (and consequently
receive broadcasted messages for routing updates or reprogramming): sensors in
subgroup j may be all the sensors devoted to carry out the service for room
number j. (S7 being the base station respomnsible for room number j.).

Below, we refer to R?'? to indicate the g-th receiver process belonging to
subgroup j and acting at step 3.

Ry (null) =
co(x). Receive first packet
[T Frst i) Extract commitment to the key chain

vk, K%Ly Fmae z] Compute MAC
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[ Fsnd Tmae] Extract MAC

[z = Tmacl Verify MAC: if verified:

tick.R)(zf,); Allow a time unit to pass and go to next state
Ry (null) Wait for key

Upon receiving a value x on channel cp, the receiver verifies the correctness of the
commitment to the key chain, z,: it computes mac(zk,, K%,,;) and compares
it with the message authentication code in the received packet. If the two MACs
match, a time unit passes and the receiver goes to the next state, otherwise the
receiver remains in the same state waiting for the right key KZ,,. Throughout
the formalization, null means an empty field.

Rj1.7q(xKo) =
(c1(y). Receive packet
tick.RY(y, vk,) Allow a time unit to pass and go to next state

) + tick.Ry(null, 2x,) Go to next state after a time unit

R{’q is willing to accept any arbitrary packet, because it cannot perform any
verification yet. If nothing is received before the end of a time unit, transition
takes place to next state R

Rqu(pifly_ IKO) =
ci(pi)-R?(pi, pi—1, T K, ) Receive i-th packet; go to intermediary state R

+tick. R (null,xr,)  Go to next state after a time unit

13,9
i

R?% is willing to accept packet P; and travels to an intermediary state R?,
If nothing is received before the end of a time unit, transition takes place to the
next state.

R;j’q(pnpifh Tr,) =

ci(rr, ) Receive key packet
[tx, = F""1(zk, ,)] Verify the key w.r.t. the commitment
Pi—1 F fst Ypay] Extract payload

([Ypay Tr: 1 Fmac 2) 2k, | = K] | then: Compute MAC
[Pi—1 Fsnd Ymac) Extract MAC
[2 = Ymac] Verify MAC
apPYpay - Send m{ to application level
tick;Rgfl (pi,xK,) Allow a time unit to pass and go to next state
); R4 (pi, pi-1, Tx,) Wait for key

In intermediary state R;j % receives a key packet and verifies the correctness of
the key w.r.t. the authenticated commitment zx, = Kg . Given the collision-
free property of one-way functions, if the verification does not succeed it means
rr, , # K] | and R?? simply stays in the same state waiting for the right
subgroup key. If the verification succeeds, the correctness of P;_ is verified by
checking that the enclosed MAC is authentic. The successful outcome is here
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modeled by a scenario where the receiver sends the payload of the accepted
packet over channel app®.

“Suppose packet P;_; was correctly received, suppose also packet disclosing
K, is lost. At step i the receiver still cannot authenticate packet P;_1. The key
chain mechanism of the original protocol takes into account such a possibility: in
interval i+1 the base station broadcasts key K7/, which the receiver authenticates
by verifying Kg = F(K: f )- The receiver can authenticate P; and derives K 1_3‘71 =
F(K7), so it can also authenticate P;_;. Actually, our formalization does not
take into account recovering lost keys. For the sake of simplicity, we prefer to
suppose that the key packet related to subgroup j is received (state R;] ).

We report below the formalization at step i, with ¢ > 2, when a packet was
not received at step ¢ — 1.

R (null, xx,) =
ci(pi)-tick. R}, (pi, x,) Receive i-th packet; go to next state
+tick. R} (null, zx,) Go to next state after a time unit

5 An Analysis of the pTESLA Protocol: Timed Integrity

We focus our attention on the so called timed integrity, belonging to a new
class of properties defined in [6]. A stream signature protocol guarantees timed
integrity on a set of messages {m;} if, whenever the generic receiver accepts an
item in a time interval 4, let us say item x, then £ = m;_s, i — ¢ being the time
interval in which x has been received. (§ = 1 in our formalization of yTESLA.)
Timed integrity property may be efficiently verified by means of Proposition 1 in
Subsection 3.1. We consider yTESLA as a case study for proving its correctness
in terms of messages m; timed integrity. We refer to the instantiation in Fig.
3 and its tCryptoSPA specifications of Subsection 4.1. Assume that a receiver
signals the acceptance of a payload as a legitimate one, by issuing it on a special
channel app.

Let P? = S | R}? be the system consisting of a single sender and q-th receiver
in subgroup j, sharing KéM. Let function ayrn:(P9) be tSpecy where

tSpecy = tick.tSpecy
tSpec; = tick.tSpecs
tSpec; = tick.tSpeci 11 + app(m]_,).tick.tSpec; 1 i > 2

atrnt(P?) may denote the correct external behaviour of P?. In the first two
steps it simply let time pass, while in further steps it may either let time pass
(denoting packet loss) or let a verified payload to be sent on the special channel
app and then let time pass. The set of all messages sent on channel app is the

5 We omitted to insert an idling behavior when a deduction construct fails to be
executed and in our formalization the system simply stops without letting time
pass. This is not realistic, but it has no consequences since we use trace semantics
for the analysis and makes it simpler.
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set of all the possible ordered substreams of {mi }i>1. Let function ag rni(P7) =
IT < q<n;trnt (P?), nj being the cardinality of the receivers in subgroup j.

Definition 5. The system P/ = S} | R}' | R}?|.. .| Rg’nj , consisting of a sender
of streamed data {m?} and the recewers in subgroup j enjoys the timed integrity

property whenever PI € tGNDCY trne (P )

<ttracﬁ

Basically, it means that each receiver accepts exactly the messages belonging
to {m?} in the correct order and within the time interval following the one in
which the sender actually sent the messages, even in presence of an intruder
(unless packets P; are lost). The key point is that the intruder will never acquire
the shared key K,, to establish a secure channel over which the commitment
to the key chain is exchanged”. _ _

We first consider system P?. We may prove that S and R}? (Subsection
4.1) are t.d. stable w.r.t. the sequence {¢;} = ¢o, ¢1, @2, ... defined as follows:

do = {Ko,mac(KO,KSM) [1<j7<n}
$1 = ¢o U {mi, mac(mi, K7) |1 < j <n}
bo = ¢1 U {m, mac(m}, K3),KI |1 <j<n}

bi = ¢i1 U{m! mac(m!, K7), K} | |1<j<n}

where n is the number of senders. ¢; is equal to ¢;_1 plus the set of all the
messages an intruder would be able to add to its knowledge by eavesdropping on
a run of the protocol during the whole time interval i (of course including those
messages coming from all the other senders processes). Actually, the intruder
will have more powerful means to act since the beginning of each time interval.

We may prove that SJ enjoys tGNDC’<“ _and R enjoys tGN DO (P

<ttrace

that is to say for all X € t£5° we have (Sj | X)\C' <itrace 0" and (RY?| X)\
C <itrace Qtrnt(P?). This may be done by finding a suitable weak simulation
relation between (S} | X4,) \ C and 0" and between (R} | X,,) \ C and tSpecy,
respectively. The set C' of channels over which an intruder is able to communicate
is C = {¢; | ¢ > 0}. The weak simulation relation dealing with the sender
specifications is the following:

Rs = (((S7 () | X6 )\C,0') | Vi, X4, € tEL)
U(((B] <} )| X \C,0) | Vi, Xy, € tEL)
U((@GK]_1. Bl (.. )| Xp,)\C,0') | i > 1, Xy, € tEL)

7 We remind the reader that K24, # K2, if m#n and K" # K if m #nor i # 1.
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The weak simulation relation we consider for dealing with the receiver specifica-
tions is the following (superscript ¢ is omitted for simplicity):

= (R} (null) | X4,)\C, tSpecy) | Xy, € tEX)

U((tick.(RY(K}) | X4,)\C.tSpeco) | X, € tEX)

(R{(K3) | X5,)\C, tSpecy) | Xy, € tES')

(RI (null, K3) | Xp,)\C, tSpeci) | i > 2, Xy, € tEL)

tick.(R (pl 1K) | Xo, \C, tSpeci—1) | i > 2, Xy, , € tEL)
(R (pi-1,K3) | Xo,)\C, tSpeci) | i > 2, Xy, € te@)

(RY (pi, pl 1. K3) | X4,)\C, tSpec;) | i > 2, Xy, € tEL)

(R

tic

-

U

C C C

(
(
(
(
(
(

(Iz 1, K3) | X)\C,tSpecs) | fst(wia) #mi_y,i>2,Xy, € 1EG)
U((tick.(R, (szth) | Xo, . )\C,tSpec;_1) | fst(zi—1) #m]_1,1> 2,
X¢i—1 € tgclil)

U((ti0k~(Rg(pi—1*> Kg) | X, )\C,tick.tSpec;) | i > 2, Xy, | € tgg;“l)

-

(
(
(
(
(
(
(
(
(

where p1,p;—1, pi*, pi—1* and x;_1 are not empty fields. p;*, p;_1* are shortcuts
to denote either authentic packets sent by the sender or others. We omitted
to explicitly put in Rs and R the pairs in which the first process performs
deduction constructs.

Lemma 1. S and RY? are t. d. stable w.r.t. {¢;}.

Lemma 2. S} € tGNDC?  and R}? € tGNDCZ! (7"

<tt7‘acc
The following proposition follows by Lemma 1,2 and by Proposition 1 where
T:1?27 P1:S‘(7)7P2:R]’q.
Proposition 2. P9 ¢ tGNDCCHn (P8,

<ttracc

The correctness of the multiple receivers version (considering all the receivers
belonging to subgroup j), can be also proved using results of Lemma 1,2 and
Proposition 1 where index r is not fixed a priori and Py = S} and P, = R}?
with 1 < g < n;.

Proposition 3. System P7 (in Definition 5) € tGNDC2 1ne(P7),

<ttracﬁ
We get into the issue of considering a multiple senders/receivers environment.
Let us consider I' = IT1<j<, P’ and aurn(I") = Ii<j<nal;,,(P?), where n is
the cardinality of the senders processes.
Proposition 4. System I" € tGNDC% ().

SttTaCe
The result follows by application of Propositions 3 and 1.
Note that in order to have timed integrity on the messages m;, yTESLA
must ensure timed secrecy on the keys K;. Indeed, we could also check explicitly
timed secrecy on the keys with the same machinery.

8 Note that 0 | atlnt(Pq) <ttrace atlnt(Pq)-
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6 Conclusions

In this paper we presented some preliminary steps towards a framework suit-
able for the security analysis of time-dependent wireless protocols. In particular,
we developed a compositional approach for reasoning about security properties
that rely on time constraints. This allowed us to check a relevant protocol, i.e.
pTESLA. As a future work, we plan to deal with security properties in a mobile
framework and offering some tool support for our compositional analysis.

Related work in security protocol verification in a timed setting may be found
in [15], where tock-CSP is presented. The main differences are a different treat-
ment of time operators and cryptography modeling. Moreover, no compositional
proof rule has been provided. However, the verification proposed in [15] is au-
tomated through the use of PVS ([16]) while ours is completely manual (as of
now).

Acknowledgments. We would like to thank the anonymous referees for their helpful
comments.
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Abstract. The research concerning Java’s semantics and proof theory
has mainly focussed on various aspects of sequential sub-languages. Java,
however, integrates features of a class-based object-oriented language
with the notion of multi-threading, where multiple threads can concur-
rently execute and exchange information via shared instance variables.
Furthermore, each object can act as a monitor to assure mutual exclusion
or to coordinate between threads.

In this paper we present a sound and relatively complete assertional proof
system for Java’s monitor concept, which generates verification condi-
tions for a concurrent sublanguage Javayr of Java. This work extends
previous results by incorporating Java’s monitor methods.

Keywords: OO, Java, multithreading, monitors, deductive verification,
proof-outlines

1 Introduction

From its inception, Java [12] has attracted interest from the formal methods
community: The widespread use of Java across platforms made the need for
formal studies and verification support more urgent, the grown awareness and
advances of formal methods for real-life languages made it more acceptable, and
last but not least the array of non-trivial language features made it challenging.

Nevertheless, research concerning Java’s proof theory concentrated mainly
on various aspects of sequential sub-languages (see e.g. [14,23,20]). In [5], we
presented a sound and complete proof method for multithreaded Java, where
threads can concurrently execute and exchange information via shared instance
variables. In this paper we extend our results to deal with Java’s monitor syn-
chronization mechanism: each object can act as a monitor to assure mutual
exclusion or to coordinate between threads.

To support a clean interface between internal and external object behavior,
we exclude qualified references to instance variables. As a consequence, shared-
variable concurrency is caused by simultaneous execution within a single object,

* Part of this work has been financially supported by IST project Omega (IST-2001-
33522) and NWO/DFG project Mobi-J (RO 1122/9-1, RO 1122/9-2).

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 155-169, 2003.
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only, but not across object boundaries. In order to capture program behavior
in a modular way, the assertional logic and the proof system are formulated
in two levels, a local and a global one. The local assertion language describes
the internal object behavior. The global behavior, including the communication
topology of the objects, is expressed in the global language. As in the Object
Constraint Language (OCL) [24], properties of object-structures are described
in terms of a navigation or dereferencing operator.

The assertional proof system for safety properties is formulated in terms
of proof outlines [19], i.e., of programs augmented by auxiliary variables and
annotated with Hoare-style assertions [11, 13]. Invariance of the asserted program
properties is guaranteed by the verification conditions of the proof system. The
execution of a single method body in isolation is captured by standard local
correctness conditions, using the local assertion language. Interference between
concurrent method executions is covered by the interference freedom test [19,
16], formulated also in the local language. It has especially to accommodate for
reentrant code and the specific synchronization mechanism. Possibly affecting
more than one instance, communication and object creation are treated in the
cooperation test, using the global language. The theory presented here forms the
theoretical foundation for a verification tool (Verger) which takes asserted Java
programs as input and generates verification conditions for the PVS theorem
prover as output; the use of the tool on a number of examples is reported in [4].

Overview. The paper is organized as follows. Section 2 defines syntax and
semantics of the programming language. After introducing the assertional logic
in Section 3, the main Section 4 presents the proof system. Section 5 discusses
related and future work.

2 The Programming Language Javayr

Similar to Java, the language Javay;r is strongly typed; besides class types ¢, it
supports booleans and integers as primitive types, and products and lists as com-
posite types. Each corresponding value domain is equipped with a standard set
of operators with typical element f; we use «, (3, ... as typical object identities.

2.1 Syntax

The Javapr syntax is summarized in Table 1. We notationally distinguish be-
tween instance variables x € IVar, and stack-allocated local or temporary vari-
ables u € TVar of methods; we use y to denote variables from Var = IVar U
TVar. Programs are collections of classes containing method declarations, where
we use ¢ and m for class names resp. method names, and body,, . to refer to the
body of method m in class c. Instances of the classes, i.e., objects, are dynam-
ically created, and communicate via method invocation. To increase readability
of the proof outlines, we deviate from standard Java syntax, in that method
invocation is syntactically split into a sending and a receiving statement.

Each class contains the predefined methods start, wait, notify, and notifyAll,
and furthermore a user-defined run-method. The entry point of the program
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Table 1. Javayr abstract syntax.

exp = x | u | this | nil | f(ezp,..., exp)

€T,y = €| exp
Uret 5= € | U
stm u=¢€|x:=exp | u:=exp|u:=new’ | exp.m(exp,..., exp); receive tre:
| exp.start() | stm; stm | if exp then stm else stm fi | while ezp do stmod.. ..
modif ::= nsync | sync
meth ::= modifm(u, ..., u){ stm;return exp,., }
methen ::= modifrun(){ stm; return }
methstare ::= nsync start(){ this.run(); receive; return }
methwait ::= nsyncwait(){ ?signal; returngetiock }
methnotify ::= nsync notify(){ !signal ; return }
methnotityan ::= nsync notifyAll(){ Isignal_all; return }
methmain ::= nsync main(){ stm; return }
class ::= c{meth. . .meth methwn methsarr methwaic Methnotisy Mmethnotityan
classmain ::= c{meth...meth methwn methsiars Methwair methnotity Methnotityan Methmain
prog ::= (class. . .class classmain)

is given by the main-method of the program’s main class. Invocation of the
start-method, which can be done successfully only once, spawns a new thread of
execution while the initiating thread continues its own execution.

As a mechanism of concurrency control, methods can be declared as syn-
chronized. Each object has a lock which can be owned by at most one thread.
Synchronized methods of an object can be invoked only by a thread that owns the
lock of that object. Without the lock, a thread has to wait until the lock becomes
free. The owner of an object’s lock can recursively invoke several synchronized
methods of that object, which corresponds to the notion of reentrant monitors.
The monitor methods wait, notify, and notifyAll facilitate efficient thread coor-
dination at the object boundary. Their definitions use the auxiliary statements
Isignal, !signal_all, ?signal, and returngesock- A thread owning the lock of an object
can block itself and free the lock by invoking wait on the object. The blocked
thread can be reactivated by another thread via the object’s notify-method; the
reactivated thread must re-apply for the lock before it may continue its execu-
tion. The method notifyAll, finally, notifies all threads blocked on the object.

2.2 Operational Semantics

A local state T holds the values of the local variables of a method. A local
configuration (c, T, stm) of a thread executing within an object o # nil specifies,
in addition to its local state 7, its point of execution represented by the statement
stm. A thread configuration § = (o, 70, stmo) . . . (i, Tn, Stmy,) is a stack of local
configurations, representing the call chain of the thread. We write & o («, 7, stm)
for pushing a new local configuration onto the stack.

An object is characterized by its instance state o0,,,, which assigns values
to the self-reference this and to instance variables. The initial states 7;,,, and
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Table 2. Operational semantics of the monitor methods.

m € {wait, notify, notifyAll}
8= [[e]]g(&)"r € dom(o) owns(€ o (a, 7, e.m(); stm), B)

CALLmOTLItOT
(T U {0 (a, 7, eem(); stm)}, o) — (T U {€o (a, T, stm) o (B, 7,0, body,, )}, o)

—owns(T, 3)

RETURN yqit
(T U {€ o (a, T, receive; stm) o (8, 7', returngesiock ) }, o) — (T U {€ o (a, 7, stm)}, o)

SIGNAL
(T U {€ o (a, 7, lsignal; stm)} U {¢ o (a, 7/, ?signal; stm’)}, o) —
(T U{¢o(a,7,stm)} U{E o (o, 7', stm")}, o)
wait(T,a) = 0
SIGNALgkip
(T U {€o (a,T,!signal; stm)}, o) — (T U {€o (a, T, stm)}, o)
T' = signal(T, &)
SIGNALALL

(T U {€ o (a, 7, Isignal_all; stm)}, o) — (T U {€ o (a, T, stm)}, o)

il assign initial values to all variables. A global state or heap o maps each
currently existing object, i.e., an object of its domain, to its instance state. A
global configuration (T,c) consists of a set T of thread configurations of the

currently executing threads, together with a global state o.

a

Expressions are evaluated with respect to an instance local state (o,,,.;, 7); the
base cases are [u]z""" = 7(u), [z]¢™"" = 0,,,,(z), and [this]z™"" = o,,.,(this).
The operational semantics is given as transitions between global configurations.
A program’s initial configuration (Tp,00) satisfies To = {(c, Ty, 00dY main ) }
and og(a) = 0% [this— ], where the domain of o is {a} and « is an instance
of the main class c.

For the semantics of assignment, object and thread creation, and ordinary
method invocation we refer to [4]. The rules of Table 2 handle Javayr’s monitor
methods wait, notify, and notifyAll, offering a typical monitor synchronization
mechanism.

In all three cases the caller must own the lock of the callee object (cf. rule
CALLyonitor), as expressed by the predicate owns, defined below.

A thread can block itself on an object whose lock it owns by invoking the
object’s wait-method, thereby relinquishing the lock and placing itself into the
object’s wait set. Formally, the wait set wait(T, ) of an object is given as the set
of all stacks in T" with a top element of the form («, 7, ?signal; stm). After having
“put itself on ice”, the thread awaits notification by another thread which invokes
the notify-method of the object. The !signal-statement in the notify-method thus
reactivates a single thread waiting for notification on the given object (cf. rule
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SIGNAL). Analogous to the wait set, the notified set notified(T', ) of « is the set
of all stacks in T' with top element of the form (o, T, returngesiock ), i-€., threads
which have been notified and trying to get hold of the lock again. According
to rule RETURN,,;, the receiver can continue after notification in executing
returngesock only if the lock is free. Note that the notifier does not hand over the
lock to the one being notified but continues to own it. This behavior is known
as signal-and-continue monitor discipline [6].

If no threads are waiting on the object, the !signal of the notifier is without
effect (cf. rule SIGNALg;p,). The notifyAll-method generalizes notify in that all
waiting threads are notified via the !signal_all-broadcast (cf. rule SIGNALALL).
The effect of this statement is given by setting signal(T, «) as (T \ wait(T, «))U
{&o (B, 7,stm) | £o (B, T, ?signal; stm) € wait(T,a)}.

Using the wait and notified sets, we can now formalize the owns predicate:
A thread & owns the lock of (3 iff £ executes some synchronized method of 3, but
not its wait-method. Formally, owns(T, 3) is true iff there exists a thread £ € T
and a (8,7, stm) € £ with stm synchronized and & ¢ wait(T, 3) U notified (T, 3).
An invariant of the semantics is that at most one thread can own the lock of an
object at a time.

3 The Assertion Language

Javayr does not allow qualified references to instance variables, to support a
clean interface between between internal and external object behavior. To mirror
this modularity, the assertion logic consists of a local and a global sublanguage.
Local assertions are used to annotate methods in terms of their local variables
and of the instance variables of the class to which they belong. Global assertions
describe a whole system of objects and their communication structure and will be
used in the cooperation test. In the assertion language we add the type Object
as the supertype of all classes, and we introduce logical variables z € LVar
different from all program variables. Logical variables are used for quantification
and as free variables to represent local variables in the global assertion language.
Expressions and assertions are interpreted relative to a logical environment w,
assigning values to logical variables.

Assertions are built using the usual constructs from predicate logic (cf. Ta-
ble 3), where only the difference between the local and the global level deserves
mention which concerns the form of quantification. On the local language, un-
restricted quantification Jz.p is solely allowed for integer and boolean domains,
but not for reference types, as for those types the range of quantification dy-
namically depends on the global state, something one cannot speak about on
the local level. Nevertheless, one can assert the existence of objects on the lo-
cal level, provided one is explicit about the domain of quantification, as in the
restricted quantifications Jz€e.p or FzCe.p. The local assertion Jz€e.p states
that there is a value z in the sequence e, for which p holds; dzCe.p states the
existence of a subsequence. Global assertions are evaluated in the context of a
global state. Thus, unrestricted quantification is allowed for all types and ranges
over the set of ezisting values. Qualified references E.z may be used in the global
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Table 3. Syntax of assertions.

exp, := z | x| w | this | null | f(ezp,, ..., exp;) e € LEzp
ass; = exp; | ~ass; | assi A ass;
| 3Jz. ass; | 3z € exp,. ass; | Iz C exp,. ass; p € LAss

exp, =z | null | f(exp,,... ,exp ) | eap,.x E € GEzp
assg = exp, | massy | assg A assg | Iz. assg P e GAss

language only. We write [_] . and [_]; for the semantic functions evaluating local
and global assertions, and w, 0,7 = p for [p]7 7" = true, and =, p if p
holds in all contexts; we use analogously ¢ for global assertions.

To express a local property p in the global assertion language, we define the
lifting substitution p[z/this] by simultaneously replacing in p all occurrences of
this by z, and transforming all occurrences of instance variables x into qualified
references z.z, where z is assumed not to occur in p. For notational convenience
we view the local variables occurring in the global assertion p[z/this] as logical
variables. Formally, these local variables are replaced by fresh logical variables.
We will write P(z) for p[z/this], and similarly for expressions.

For technical convenience, in this paper we formulate verification conditions
as standard Hoare-triples {¢} stm {¢}. The statements of these Hoare-triples
may also contain assignments involving qualified references as given by the global
assertion language. The formal semantics is given by means of a weakest pre-
condition calculus [8,4].

4 The Proof System

The following section defines how to augment and annotate programs resulting in
proof outlines, before Section 4.2 describes the proof method. The proof system
accommodates for dynamic object creation, shared-variable concurrency, alias-
ing, method invocation, synchronization, and, especially, the reentrant monitors.
Missing details can be found in [4].

4.1 Proof Outlines

The definition of a relatively complete proof system requires that we can encode
the transition semantics of Javayr in the assertion language. As the assertion
language can reason about the local and global states, only, we have to aug-
ment programs with fresh auxiliary variables to represent information about the
control points and stack structures within the local and global states: Assign-
ments y := e can be extended to multiple assignments y, Yauzr = €, €40z by
inserting additional assignments to distinct auxiliary variables ¥y 4... Additional
auxiliary assignments can be inserted at any control point. Observations y := e
of communication and object creation stm are enclosed in bracketed sections
(stm;y := e). Method calls and the reception of the return value is observed by
(eo-m(e);y1 := e1) and (receive uye:; Y4 := e4). Similarly for the callee, methods
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..(e0.m(this,conf,thread,e);) (receive uUp;) ... // meth. call

sync m(caller,thread,u) {
(conf:=counter, counter:=counter+1l, lock:=inc(lock))
(return e;:; lock:=dec(lock)) }

nsync start(caller ,thread,caller_thread) {
(conf :=counter, counter:=counter+1l, started:=true)
(return;)}

Fig. 1. Augmentation and annotation: Synchronized method call, start.

nsync wait(caller,thread) {
(conf:=counter, counter :=counter+l,
wait:=wait U {lockl}, lock:=free;)
(returngeyocy; lock:=get(notified,thread),
notified:=notified \ get(notified,thread);) }

nsync notify(caller,thread) {
(conf:=counter , counter:=counter+1;)
wait ,notified:=notify(wait ,notified);
(return;) }

nsync notifyAll(caller,thread) {
{conf:=counter, counter:=counter+1ﬁ
notified:=notified U wait, wait:=0;
(return;) }

Fig. 2. Augmentation and annotation: Signaling.

are extended to m(u){{yz := ez); stm; (return u,t; ys := ez)}. To be uniform,
we will sometimes write (?m(u);y := e) to indicate that the assignment ob-
serves the reception of a method call. We require that the caller observation in
a self-communication does not change the values of instance variables.

Bracketed sections do not influence the control flow of the original program
but enforce a particular scheduling policy: Communication, sender, and receiver
observations are executed in this order in a single computation step, i.e., they
cannot be interleaved with other threads. Points which can be interleaved we call
control points. At points between communication and its observation in brack-
eted sections, or at the beginning and at the end of a methods, no interleaving
can take place; we call them auziliary points.

Next we introduce a few auxiliary variables, built into all augmentations and
used in the verification conditions. Their values are changed only as described
in the following. The updating of the specific auxiliary variables for ordinary
synchronized methods and for the start-method is illustrated in Figure 1. Non-
synchronized methods are treated analogously except that they do not change
the lock value; the start-method additionally handles thread creation.

Figure 2 shows the augmentation of the monitor methods. Note that we
do not use the auxiliary statements !signal, !signal_all, and 7signal in the proof
outlines and implement the monitore methods with the auxiliary variables wait
and notified, instead, which represent the corresponding sets of the semantics.

An important point of the proof system is the identification of communicat-
ing objects and threads. We identify a thread by the object in which it has begun
its execution. The identification is unique as an object’s thread can be started
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only once. This identity is handed over from caller to callee as auxiliary formal
parameter thread. For the start-method we use caller_thread as additional formal
parameter to store the identity of the caller thread. A local configuration, which
represents the execution of a method, is identified by the object in which it exe-
cutes together with the value of its auxiliary local variable conf storing a unique
object-internal identifier. Its uniqueness is assured by the auxiliary instance vari-
able counter, incremented for each new local configuration in that object. The
callee receives the “return address” as auxiliary formal parameter caller, given
by the caller object together with the identity of the calling local configuration.
The main-method is initially executed with the parameters ((nil,0), o), where
« is the initial object.

To capture mutual exclusion and the monitor discipline, the instance vari-
able lock of type Object x Int + free, with initial value free, stores the identity
of the thread that owns the lock, if any, together with the number of reen-
trant synchronized calls in the call chain. The semantics of incrementing the
lock [inc(lock)]z*" is ((thread),0) for o, (lock) = free, and (a,n + 1) for
O nst(lock) = (a, n). Decrementing dec(lock) is done inversely. The instance vari-
ables wait and notified of type 20biect<Int ' with initial value @, are the analogues
of the wait- and notified-sets of the semantics and store the threads waiting at
the monitor, respectively, those having been notified. Besides the thread iden-
tity, the number of reentrant synchronized calls is stored. In other words, the
wait and notified sets remember the old lock-value prior to suspension which
is restored when the thread becomes active again. The old value is given by
get(notified, &) for a thread «, whose uniqueness is assured by the semantics.
The value notify(wait, notified) is the pair of the given sets with one element,
chosen nondeterministically, moved from the wait into the notified set; if the wait
set is empty, it is the identity function. Note that in the augmented wait-method
both the waiting and the notified status of the executing thread are represented
by a single control point. The two statuses can be distinguished by the values
of the wait and notified variables. The boolean instance variable started, finally,
remembers whether the object’s start-method has already been invoked. All aux-
iliary variables are initialized as usual, except the started-variable of the initial
object which gets the value true.

To specify invariant properties of the system, the augmented programs are
annotated by attaching local assertions to each control and auxiliary point. We
use the standard triple notation {p} stm {q} and write pre(stm) and post(stm)
to refer to the pre- and the post-condition of a statement. Besides that, for each
class ¢, a local assertion I. called class invariant specifies invariant properties
of instances of ¢ in terms of its instance variables. We require that the pre- and
postconditions of whole method bodies, describing the instance state of the callee
object directly before method call and after returning, respectively, are given by
the class invariant.! Finally, the global invariant GI € GAss specifies properties

! Note that the callee configuration directly after invocation is described by the post-
condition of the callee observation (stm)“, which can be an arbitrary local asser-
tion.
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of communication between objects. As such, it should be invariant under object-
internal computation. For that reason, we require that for all qualified references
E.z in GI with E of type ¢, all assignments to x in class ¢ occur in bracketed
sections of communication or object creation. Note that the global invariant is
not affected by the object-internal monitor signaling mechanism. We require that
in the annotation no free logical variables occur. An augmented and annotated
program prog’ is called a proof outline.

4.2 Verification Conditions

The proof system formalizes a number of verification conditions which induc-
tively ensure that for each reachable configuration the assertions at all current
control points are satisfied, and that the global and the class invariants hold. The
conditions are grouped, as usual, into initial conditions, local correctness, inter-
ference freedom, and a cooperation test. Note that the proof method is modular
in that it allows for separate interference freedom and cooperation tests.
Arguing about two different local configurations makes it necessary to dis-
tinguish between their local variables, since these possibly have the same names;
in such cases we rename the local variables in one of the local states. We use
primed assertions p’ to denote a given assertion p with every local variable u
replaced by a fresh one v/, and do so, correspondingly, for expressions.

4.2.1 Local Correctness. A proof outline is locally correct, if the properties
of method instances as specified by the annotation are invariant under their own
execution. For example, an assignment’s precondition must imply its postcondi-
tion after execution. Besides that, invariance of the class invariant is required.

Definition 1 (Local correctness: Assignment). A proof outline is locally
correct, if for all assignments {p1}y := e {p2} outside bracketed sections and all
C}

Foi{m}t y=e {p} (1)
):E p1 — Ic . (2)

The conditions for loops and conditional statements are similar. Note that we
have no local verification conditions for observations of communication and ob-
ject creation. The postconditions of such statements express assumptions about
the communicated values. They will be verified in the cooperation test.

4.2.2 The Interference Freedom Test. Invariance of local assertions under
computation steps in which they are not involved is assured by the interference
freedom test. Since Javapr does not support qualified references to instance
variables, we only have to deal with invariance under execution within the same
object. Affecting only local variables, communication and object creation do not
change the instance states of the executing objects. Thus we only have to cover
invariance of assertions annotating control points over assignments, including
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those of bracketed sections. Assertions at auxiliary points do not have to be
shown invariant. So let p be an assertion at a control point and y := e an
assignment in the same class. In the following we will prime local variables of
the assertion to distinguish them from those of the assignment.

The assertion p has to be invariant under the assignment only if the assign-
ment is executed independently of the control point annotated by p:

interferes(p, y := e) I thread # thread’ — —self start(p,y := e) A
thread = thread’ — waits_for_ret(p,y := e).

The definition distinguishes two cases: If the assertion and the assignment be-
long to different threads, interference freedom must be shown in any case ex-
cept for the self-invocation of the start-method. If they belong to the same
thread, the only assertions endangered are those at control points waiting for
a return value earlier in the thread’s stack. Invariance of a local configuration
under its own execution, however, need not be considered and is excluded by
requiring conf # conf’. Interference with the matching return statement in a
self-communication neither needs to be considered, because communicating re-
ceive and return statements are executed simultaneously. This particular case
is excluded by additionally requiring caller # (this, conf’) for such assertion-
assignment pairs.

Definition 2 (Interference freedom). A proof outline is interference free, if
for all classes ¢, assignments {p}y := e, and assertions q at control points in c,

Ec {pAq Ninterferes(q,y =€)} y:=e {¢}. (3)

4.2.3 The Cooperation Test. Whereas the interference freedom test assures
invariance of assertions under steps in which they are not involved, the cooper-
ation test deals with inductivity for communicating partners, assuring that the
global invariant and the preconditions of the involved bracketed sections imply
their postconditions after the joint step. Additionally, the assertions at the aux-
iliary points must hold immediately after communication. The global invariant
may refer only to auxiliary instance variables which are changed in bracketed
sections. Consequently, it is automatically invariant under the execution of non-
communicating statements. For bracketed sections of communication and object
creation, however, the invariance must be shown as part of the cooperation test.

In the following we define the cooperation test for method call. Since different
objects may be involved, the cooperation test is formulated in the global assertion
language. Local properties are expressed in the global language using the lifting
substitution. To avoid name clashes between local variables of the partners, we
rename those of the callee by priming them.

Let z and 2’ be logical variables representing the caller, respectively, the
callee object. We assume the global invariant and the preconditions of the com-
municating statements to hold prior to communication. For method invocation,
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the precondition of the callee is its class invariant, as defined in the annota-
tion. That the assertions indeed represent communicating partners and that the
communication is enabled is captured in the assertion comm: In case of a synchro-
nized method invocation, the lock of the callee object has to be free or owned
by the caller, which is expressed by 2’.lock = free V thread(z’.lock) = thread,
where thread is the caller thread and thread(a, n) = «. For the invocation of the
monitor methods the executing thread must hold the lock.

Let the function Init : Var — Val,,; assign to each variable its initial value.

Definition 3 (Cooperation test: Method invocation). A proof outline sat-
isfies the cooperation test for method invocation, if for all statements of the form
{p1}{eo.m(e);{p2}y1 := e1){ps} in class c with ey of type ', where method m
of ¢ has body {q1}(?m(u);{g2}y2 = ea);{gs}stm and local variables v except
the formal parameters:

Eg {GI/\Pl( ) A QY (2") A comm}
"= E(2), Init(v)
{Pz( ) A @5(2")}
g {GI A Pi(z) AQy(2) A comm}

u' v = E(z),Init(v); zuyy:= Eq(2); 2.y, := EL()
{GI A P3(2) A Qs(2)},

where z € LVar¢ and 2/ € LVar¢ are distinct and fresh; comm is given by
Eo(z) = 2" Az # nil A 2" # nil Asynch, and with synch defined as
— true for m ¢ {start, wait, notify, notifyAll} non-synchronized,
— Z'.lock = free V thread(z’.lock) = thread for m ¢ {start, wait, notify, notifyAll}
synchronized,
— thread(z’.lock) = thread for m € {wait, notify, notifyAll}, and
— —z'.started for m = start.

For m = start, the conditions must hold with additionally synch as 2’.started,
where qa = q3 = true and without u',v’' := E(z), Init(v) and 2’y := E,)(2').
The first verification condition justifies the assertions at the auxiliary points
after parameter passing, whereas the second verification condition justifies the
postconditions of the bracketed sections and invariance of the global invariant.

For returning from a method and for object creation, there are similar con-
ditions. Here we remark only that returning from the wait-method assumes that
the thread has been notified and that the lock of the given object is free; in this
case, synch is defined by z’.lock = free A thread’ € z’.notified (with o € notified
iff there is a (a0, n) € notified for some n).

The verification conditions presented above give rise to a sound and relative
complete proof system. This means if all the verification conditions are valid,
then at each reachable point all assertions hold, and conversely, if a program
satisfies the requirements asserted in its proof outline, then this is indeed prov-
able, i.e., then there exists a proof outline which can be shown to hold and
which implies the given one. For the exact (standard) formulation of soundness
and completeness and their proofs, we refer to the technical report [4].
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...{owns(thread, lock)}
(this.wait (this,conf,thread));

{—owns(thread, lock) A (this, conf) = getcaller(x, thread)}
(receive)

{owns(thread, lock)} . . .

AW e

o

7 {true} nsync wait (caller,thread) {

8 {owns(thread, lock)}

9 (conf :=counter, counter:=counter + 1, lock:=free,

10 wait:=wait U {lock}, x:=x o (thread,caller));

11 {—owns(thread, lock) A caller = getcaller(x, thread)}

12 (return gesock;

13 {lock = free A caller = getcaller(x, thread) A thread € notified}
14 lock:=get (notified,thread),

15 notified:=notified \ get(notified,thread)) } {true}

Fig. 3. Example.

4.2.4 Example. We conclude this section with an example shown in Figure 3
which presents an annotation of the wait-method and its self-invocation. The
annotation expresses basic properties of the lock ownership. The history of all
invocations of the wait method is recorded in the auxiliary instance variable x
of type list(Object x (Object X Int)). The operation getcaller(x, thread) returns
caller where (thread, caller) is the last element in x with first component thread.
We use owns(thread, lock) as shorthand for thread = thread(lock).

The proof uses the interference freedom test and the cooperation test; we
start with the latter. The postconditions (3) and (9) of the method invocation
at (2) and its observation at (8) is justified in the cooperation test as the post-
condition of the parameter passing followed by the observation; note that (7)
follows directly from (1) by parameter passing. Remember that we rename the
local variables of the callee. The cooperation test for returning from the wait-
method, i.e., the simultaneous execution of (4) and (10), additionally imports
the information described by the assertion synch, namely that the lock is free
and the executing thread is already notified.

To show interference freedom, we proceed by case analysis. For interference
between different threads, assume thread # thread’. For example, the assertion
at (1) is invariant under the execution of (8) by a different thread, because the
lock can be owned by at most one thread. Formally, the conjunction of (1) and
(7) gives us owns(thread’, lock) A owns(thread, lock) contradicting our assumption
thread # thread’. The other cases follow similarly from the assumption.

More interesting is interference with respect to one thread, where we only
need to consider invariance of the primed assertion at (3) over the assignments at
(8) and (12). For (8), it suffices to observe that the assertions (3) and (7) lead to
a contradiction with the assumption thread = thread’. The most interesting case
is the invariance of the assertion (3) under the execution of (12). The information
about the auxiliary variable x and the assumption that we deal with a single
thread implies caller = (this, conf’). This information contradicts the interleavable
predicate of the interference freedom test, which excludes the situation of a
matching return-receive statements in a self-communication.
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5 Conclusion

This paper presents the first sound and complete assertional proof method for
a multithreaded sublanguage of Java including its monitor discipline. It extends
earlier work [5] by integrating Java’s wait and notify constructs into the proof
system and by moving towards a more compositional formulation of the identifi-
cation mechanism for threads, corresponding to the compositional semantics in
[3]. Moreover, this particular extension shows how to incorporate further control
mechanism by means of auxiliary variables which describe the corresponding
flow of control. Based on the proof theory presented here, we have developed a
front-end tool Verger which automatically extends programs with the built-in
augmentation and generates the verification conditions for the theorem prover
PVS. In [4], we explore the tool on a few examples, and present an extension of
the proof theory to show absence of deadlock.

Related Work. As far as proof systems and verification support for object-
oriented programs is concerned, research has mostly concentrated on sequential
languages. For instance, the LooP-project [14,17] develops methods and tools
for the verification of sequential object-oriented languages, based on coalgebras
and using proof PVS and Isabelle/HOL. Poetzsch-Heffter and Miiller [20] de-
velop a Hoare-style programming logic presented in sequent formulation for a
sequential kernel of Java, featuring interfaces, subtyping, and inheritance. Trans-
lating the operational and the axiomatic semantics into the HOL theorem prover
allows a computer assisted soundness proof. The work [21] uses a modifica-
tion of the object constraint language OCL as assertional language to annotate
UML class diagrams and to generate proof conditions for Java-programs. In
[23] a large subset of JavaCard, including exception handling, is formalized in
Isabelle/HOL, and its soundness and completeness is shown within the theorem
prover. [18] presents an exectuable formalization of a simplified JVM within the
theorem prover ACL2. The work in [2] presents a Hoare-style proof-system for
a sequential object-oriented calculus [1]. The language features heap-allocated
objects (but no classes), side-effects and aliasing, and its type system supports
subtyping. Furthermore, the language allows nested statically let-bound wvari-
ables, which requires a more complex semantical treatment for variables based
on closures, and ultimately renders their proof-system incomplete. Its assertion
language is presented as an extension of the object calculus’ language of type
and analogously, the proof system extends the type derivation system. The close
connection of types and specifications in the presentation is exploited in [22] for
the generation of verification conditions. A survey about monitors in general,
including proof-rules for various monitor semantics, can be found in [7].

The extended static checking approach [9,15] occupies a middle-ground be-
tween verification and static analysis. Based on an intermediate guarded com-
mand language, the ESC-tool statically tries to detect (amongst other static
properties) programming errors typical in a multithreaded setting such as syn-
chronization errors and race conditions. In this direction, [10] presents a thread-
modular checking approach based on assume-guarantee reasoning and imple-
mented in the Calvin-tool.



168 Erika Abraham et al.

Future Work. We plan to extend Javay;r by further constructs, like exceptions,
inheritance, and subtyping. To deal with subtyping on the logical level requires
a notion of behavioral subtyping.
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Abstract. A way to write proof scores showing that distributed systems
have invariant properties in algebraic specification languages is described,
which has been devised through several case studies. The way makes it
possible to divide a formula stating an invariant property under discus-
sion into reasonably small ones, each of which is proved by writing proof
scores individually. This relieves the load to reduce logical formulas and
can decrease the number of subcases into which the case is split in case
analysis.

Keywords: Algebraic specification, CafeOBJ, observational transition
system, proof scores, the NSLPK authentication protocol, verification.

1 Introduction

Equations are the most basic logical formulas and equational reasoning is the
most fundamental way of reasoning[l], which can moderate the difficulties of
proofs that might otherwise become too hard to understand. Algebraic speci-
fication languages make it possible to describe systems in terms of equations
and verify that systems have properties by means of equational reasoning. Writ-
ing proofs, or proof scores in algebraic specification languages has been mainly
promoted by researchers of the OBJ community[2].

We have been successfully applying such algebraic techniques to modeling,
specification and verification of distributed systems such as distributed mutual
exclusion algorithms[3, 4] and security protocols[5, 6]. In our method called the
OTS/CafeOBJ method, systems are modeled as observational transition sys-
tems, or OTSs, which are described in CafeOBJ[7, 8], an algebraic specification
language. The CafeOBJ description of OTSs can be regarded as restricted be-
havioral specification[9]. We verify that OTSs, which are models of systems, have
properties by writing proof scores in CafeOBJ.

In this paper, we describe a way to write proof scores showing that distributed
systems have invariant properties, which are most basic and important among
various kinds of properties because proofs of other kinds of properties often
need invariants. We have devised the way through several case studies[3—6]. The
way makes it possible to divide a formula stating an invariant property under
discussion into reasonably small ones, each of which is proved by writing proof
scores individually. This relieves the load to reduce logical formulas and can
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© IFIP International Federation for Information Processing 2003
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decrease the number of subcases into which the case is split in case analysis.
The proofs of the small formulas may depend on each other in the sense that the
proof of one uses some other to strengthen inductive hypotheses and vice versa.

The rest of the paper is organized as follows. Section 2 mentions CafeOBJ
and OTSs. Section 3 describes compositional proofs of invariants. A way of writ-
ing proof scores based on the compositional proofs of invariants is described in
Sect. 4. Section 5 uses the NSLPK authentication protocol[10, 11] as an example
to demonstrate how to write proof scores. Section 6 discusses the advantages of
our method and concludes the paper.

2 Preliminaries

2.1 CafeOBJ in a Nutshell

CafeOBJ][7, 8] can be used to specify abstract machines as well as abstract data
types. A visible sort denotes an abstract data type, while a hidden sort the state
space of an abstract machine. There are two kinds of operators to hidden sorts:
action and observation operators. An action operator can change states of an
abstract machine. Only observation operators can be used to observe the inside
of an abstract machine. An action operator is basically specified with equations
by describing how the value of each observation operator changes. Declarations
of observation and action operators start with bop or bops, and those of other
operators with op or ops. Declarations of equations start with eq, and those
of conditional ones with ceq. The CafeOBJ system rewrites a given term by
regarding equations as left-to-right rewrite rules.

2.2 Observational Transition Systems

We assume that there exists a universal state space called 7. We also suppose
that each data type used has been defined beforehand, including the equivalence
between two data values vq,vs denoted by v; = vg. A system is modeled by
observing, from the outside of each state of 1", only quantities that are relevant
to the system and how to change the quantities by state transition. An OTS
(observational transition system) can be used to model a system in this way. An
OTS § = (0,7, T) consists of:

— O: A set of observable values. Each o € O is a function o : T — D, where D
is a data type and may be different for each observable value. Given an OTS
S and two states v, v € 7, the equivalence between two states, denoted by
v] =g U, w.I.t. S is defined as v; =g v L vo e O.0(v1) = o(v3).

— Z: The set of initial states such that Z C 7.

— T : A set of conditional transition rules. Each 7 € T is a function 7 : /=5 —
T /=s on equivalence classes of 7" w.r.t. =s. Let 7(v) be the representative
element of 7([v]) for each v € T and it is called the successor state of v
w.r.t. 7. The condition ¢, for a transition rule 7 € T, which is a predicate on
states, is called the effective condition. The effective condition is supposed
to satisfy the following requirement: given a state v € T, if ¢, is false in v,
namely 7 is not effective in v, then v =g 7(v).



172 Kazuhiro Ogata and Kokichi Futatsugi

An OTS is described in CafeOBJ. Observable values are denoted by CafeOBJ
observations, and transition rules by CafeOBJ actions.

Multiple similar observable values and transition rules may be indexed. Gen-
erally, observable values and transition rules are denoted by o0;, .. ;.. and 7, . ;. ,
respectively, provided that m,n > 0 and we assume that there exist data types
Dy, such that k € D (k =41,...,%m,j1,--,Jn). For example, an integer array
a possessed by a process p may be denoted by an observable value a,, and the
increment of the ith element of the array may be denoted by a transition rule
NC-ay ;.

An execution of S is an infinite sequence vg,v1, ... of states satisfying!:

— Initiation: vy € L.
— Consecution: For each i € {0,1,...}, v;y1 =s 7(v;) for some T € T.

A state is called reachable w.r.t. S iff it appears in an execution of S. Let Rs be
the set of all the reachable states w.r.t. S.

All properties considered in this paper are invariants?, which are defined as
follows:

invariant p &' (Vv € Z.p(v)) A (Vv € Rs.V71 € T.(p(v) = p(r(v)))),

which means that the predicate p is true in any reachable state of S. Let « be
all free variables except for one for states in p. We suppose that invariantp is
interpreted as Vea.(invariant p) in this paper.

2.3 Description of OTSs in CafeOBJ

An OTS S is described in CafeOBJ. The universal state space 1" is denoted by a
hidden sort, say H. An observable value o;,.. ;. € O is denoted by a CafeOBJ
observation operator. We assume that the data types Dy (k = i1,...,4m,) and D
are described in initial algebra and there exist visible sorts Vi (k = i1,...,49m)
and V corresponding to the data types. The CafeOBJ observation operator de-
noting o;, ... ;, is declared as follows:

m

bopo: HVy ...V, > V.

Any initial state in Z is denoted by a constant (an operator with no argu-
ments), say init, which is declared as follows:

op init : -=> H

Suppose that the initial value of o;, . ;.. is f(i1,...,4m). This is expressed by
the following equation:

L If we want to discuss liveness properties, an execution of S should also satisfy Fair-
ness: for each 7 € T, there exist an infinite number of indexes ¢ € {0,1,...} such
that Vi+1 =S8 T('Ui).

2 In addition to invariant properties, there are unless, stable, ensures and leads-to prop-
erties, which are inspired by UNITY[12]. The way to write proof scores described in
this paper can also be applied to unless, stable, ensures properties.
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eq o(init,Xil, .. ~7Xim) = (Xilv .. -7Xim) .

Xy (k =i1,...,im) is a CafeOBJ variable for Vi and f(X;,,...,X;,,
denoting f(i1,...,m)-

A transition rule 75, .. ;. € T is denoted by a CafeOBJ action operator. We
assume that the data types Dy (k = j1,...,jn) are described in initial algebra
and there exist visible sorts Vi (k = j1,...,jn) corresponding to the data types.
The CafeOBJ action operator denoting 7;, ..., is declared as follows:

n

) is a term

bopa:HV; ... V;, ->H.

If 75,,.. . is applied in a state in which it is effective, the value of o;, . ;.
may be changed, which can be described in CafeOBJ generally as follows:

ceq o(a(W,le,. .. ,Xjn),Xil,. . -7Xim) = e—a(W, le, e ,Xj
if cca(W, Xj,,..., X;,) -

W is a CafeOBJ variable for H and Xi (k = j1,...,i,) is a CafeOBJ vari-
able for V. a(W,Xj,,..., X, ) denotes the successor state of W w.r.t. 7;, ;..
e-a(W, X;,,....X,,,Xi,,...,Xi, ) denotes the value of 0;,, ;. in the successor
state. c-a(W, Xj,,..., Xj, ) denotes the effective condition ¢, . of 7, ..
If 75, is applied in a state in which it is not effective, the value of any
observable value is not changed. Therefore all we have to do is to declare the

following equation:

Xila"'aXim)

n

ceq a(W, Xj,,...,Xj,,) = Wif notc-a(W, X,,,...,X,,) .

is not affected by applying 7;, .. ;. in any state (re-
.. ), the following equation may be declared:

If the value of 05, ...,
gardless of the truth value of ¢,

eq o(a(W, Xy, ..., X5,), Xiy s .o, Xi) = o(W, Xiy, o0, X )

3 Compositional Proofs of Invariants

Suppose that we prove that a system has an invariant property. The system is
first modeled as an OTS, which is described in CafeOBJ. Let H be the hidden
sort denoting the state space 7, and let the invariant be invariant pred, (s, x),
where s is a free variable for states and x; the other free variables. It is often
impossible to prove invariant pred;(s, ;) alone. Suppose that it is possible to
prove that pred;(s,x;), together with n — 1 other predicates, is invariant to
the OTS. Let the n — 1 predicates be predy(s, 2),. .., pred,, (s, ©,). That is, we
prove invariant (pred, (s, 1) A...Apred,, (s, x,)), instead of the original invariant,
from which the original invariant can be deduced. Let pred(s,a,...,®,) be
pred, (s, 1) A ...\ pred, (s, ).

Although sometimes invariants may be proved by reduction and/or case anal-
ysis only, we often need to use induction, especially induction on the number of
transition rules applied or executed.

Suppose that invariant pred(s, 1, ..., x,) is proved by induction on the num-
ber of transition rules applied. Let us consider an inductive case in which it is
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shown that any transition rule denoted by a CafeOBJ action operator a preserves
pred(s, @1, ..., x,). To this end, it is sufficient to show this formula:

pred(s, ¢y, ...,x,) = pred(a(s,y), 1, .., Ty) (1)

for any s, @1, ..., ®,, Yy, where y is the arguments of the CafeOBJ action operator

except for s. It is often the case that we cannot prove the formula as it is because

the inductive hypothesis pred(s, 1, . . ., @) is too weak. Then, we can strengthen

the inductive hypothesis by adding a formula, say SIH, of the following form:
pred(s,t}, ..., t) A ... Apred(s, £, ... "),

r'n

where #,... ¢ (i = 1,...,m) are lists of terms. Then, the proof of (1) can be
replaced with the proof of the following formula:

(SIH A pred(s,xy, ..., 2,)) = pred(a(s,y), @1, ..., Ty) .

This formula can be proved compositionally. The proof of the formula is equiv-
alent to the proofs of the following n formulas:

(SIH A pred(s, @y, ..., 2,)) = pred,(a(s, y), z1),

(2)

(SIH A pred(s,xy, ..., T,)) = pred,(a(s, y), x,) .

Moreover, it suffices to prove the following n formulas, if possible, instead of the
above n formulas:
predy (s, 1) = pred,(a(s, y), 1) ,
: 3)
pred, (s, x,) = pred, (a(s,y), xz,),
because the ith formula of (2) can be deduced from the ith formula of (3), where
1< <n.

Some of (3) cannot be proved as they are because their inductive hypotheses
are too weak. Let pred, (s, z;) = pred,(a(s,y), z;), where 1 < i < n, be one of
such formulas. Suppose that predj(s, u;), where 1 < j <n and u, is =;, t;, ceey
or ¢, can be used to strengthen the inductive hypothesis pred; (s, z;) in order
to prove the formula. The proof of the formula can be replaced with the proof
of the following formula3:

(pred;(s, w;) A pred,(s, i) = pred;(a(s, y), =) ,

because the ith formula of (2) can be deduced from this formula. Generally what
strengthens the inductive hypothesis can be pred; (s, w;,) A ... A pred;, (s, u;,),

3 If invariant pred;(s,z;) has been proved independent of invariant pred,(s,z;), the
proof can also be replaced with the proof of the following;:

(predj (a(sv y)v uj) A pTEdi(Sv :137,)) = predi (a(sv y)7 :1"1) :

In this case, the jth invariant is used as usual lemma for the proof of the ¢th invariant.
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where 1 < ji,...,5r <nand u; (j = j1,...,Jk) is ;, t}, ..., or . Let SIH; be
this formula to strengthen the inductive hypothesis pred,(s, ;). Then, the proof
of the ith formula of (3) can be replaced with the proof of the following:

(SIH; A pred;(s, x;)) = pred;(a(s, y), ;) . (4)

Moreover, we may have to split the case into multiple subcases in order to
prove (4). Suppose that the case is split into | subcases. The [ subcases are
denoted by I formulas case, ..., casej, which should satisfy the following:

(case} V...V casel) = true.
Then, the proof of (4) can be replaced with the proofs of the following I formulas:

(caset A SIH; A pred,; (s, x;)) = pred,(a(s, y), ;)

()

(casej N SIH; A pred,;(s, x;)) = pred;(a(s, y), ;) .

SIH; may not be needed for some subcases.

From what has been discussed, it follows that the n invariants can be proved
compositionally even if they depend on each other, namely that the ith invariant
is used to strengthen inductive hypotheses for the proof of the jth invariant and
vice versa. The original invariant invariant pred, (s, z;), which we would like to
prove, may be divided into multiple invariants. Proof scores in the OTS/CafeOBJ
method are based on what has been discussed, especially (5), and therefore, we
can write proof scores of the n invariants individually.

4 Proof Scores of Invariants

Let us consider that we write proof scores of the n invariants discussed in the pre-
vious section. We first write a module, say INV, where pred,(s,x;) (i = 1,...,n)
is expressed as a CafeOBJ term as follows:

op invi : H Vi -> Bool

op inv, : H V, -> Bool
eq invi (W, X:) = pred; (W, Xy) .

eq inv, (W, X,) = pred, (W, X,) .

V;(i=1,...,n) is a list of visible sorts corresponding to x;, W is a CafeOBJ
variable for the hidden sort Hand X; (i = 1,...,n) is a list of CafeOBJ variables
for V;. The term pred;(W, X;) (i = 1,...,n) denotes pred,(s, ;).

In the module, we also declare constants x; (¢ = 1,...,n) for V,. In proof
scores, a constant that is not constrained is used for denoting an arbitrary object
for the intended sort. For example, if we declare a constant x for Nat that is the
visible sort for natural numbers in a proof score, x can be used to denote an
arbitrary natural number. Such constants are constrained with equations, which
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make it possible to split the state space, or the case. Suppose that the case is
split into two: one where x equals 0 and the other where x does not, namely that
x is greater than 0. The former is expressed by declaring the following equation:

eqx=0.
The latter is expressed by declaring the following equation:
eq (x > 0) = true .

We are going to mainly describe the proof score of the ith invariant. Let init
denote any initial state of the system under consideration. All we have to do to
show that pred,(s, x;) holds in any initial state is to write the CafeOBJ code,
which looks like this:

open INV
red inv;(init,x;) .
close

We next write a module, say ISTEP, where two constants s, s’ are declared,
denoting any state and the successor state after applying a transition rule in
the state, and the predicates to prove in each inductive case are expressed as
CafeOBJ terms as follows:

op istep; : Vi -> Bool

op istep, : Vn —-> Bool
eq istep,(X) = invi(s, X1) implies invi(s’, X1) .

eq istep,(X) = inv,(s, X,) implies inv,(s’, X,) .

These predicates correspond to (3) in the previous section.

In each inductive case, the case is usually split into multiple subcases with
basic predicates declared in the CafeOBJ specification. Suppose that we prove
that any transition rule denoted by a CafeOBJ action operator a preserves
pred;(s,x;). As described in the previous section, the case is supposed to be
split into the [ subcases case!, ..., case!. Then, the CafeOBJ code showing that
the transition rule preserves pred, (s, ;) for case} (j =1,...,1) looks like this:

open ISTEP
Declare constants denoting arbitrary objects.
Declare equations denoting case;'-.
Declare equations denoting facts if necessary.
eq s = a(s,y) .
red istep,;(x;) .

close

y is a list of constants that are used as the arguments of the CafeOBJ action
operator a, which are declared in this CafeOBJ code and denote arbitrary objects
for the intended sorts. In addition to y, other constants may be declared in the
CafeOBJ code for the case split. Equations are used to express casej—. If necessary,
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equations denoting facts about data structures used, etc. may be declared as well.
The equation with s’ as its left-hand side specifies that s denotes the successor
state after applying any transition rule denoted by a in the state denoted by s.
If istep;(x;) is reduced to true, it is shown that the transition rule preserves
pred;(p, x) in the subcase j, which corresponds to the proof of the jth formula
of (5) in the previous section. Otherwise, we have to strengthen the inductive
hypothesis in the way described in the previous section. Let SIH; be the term
denoting SIH ;. Then, instead of istep;(x;), we reduce the following term

(SIH; and inv;(s,x;)) implies inv;(s’, x;),
or

SIH; implies istep,(x;).

5 Example: The NSLPK Authentication Protocol

The NSLPK authentication protocol[10, 11] is the modified version of the NSPK
authentication protocol[13] by G. Lowe. The protocol can be described as follows:

Msgl p = g : & (np, p)
Msg2 g = p: Ep(np, ng, q)
Msg3 p — q: E(ng)

Suppose that each principal is given a private/public key pair, and the public
counterpart is available to all principals but the private counterpart to its owner
only. Given a message m, the one encrypted with the public key given to a
principal p is denoted by &,(m).

If a principal p wants a principal ¢ to authenticate herself/himself and wants
to authenticate ¢, she/he newly generates a nonce n, and sends it to g, together
with her/his ID, encrypted with ¢’s public key. On receipt of the message, ¢
first decrypts it, obtains a nonce and a principal ID, and checks if the principal
ID matches the sender of the message. Then, ¢ newly generates a nonce n, and
sends it to p, together with the received nonce and her/his ID, encrypted with
p’s public key. On receipt of the message, p first decrypts it and obtains two
nonces and a principal ID, and checks if the principal ID equals the sender of
the message and one of the nonces is the exact one that p has sent to the sender
in this session, which is supposed to convince p that the responder is really g.
Then, p sends the other nonce to ¢, encrypted with ¢’s public key. On receipt of
the message, q decrypts it, obtains a nonce and checks if the nonce is the exact
one that ¢ has sent to the sender in this session, which supposedly assures ¢ that
the initiator is really p.

5.1 Modeling and Description of the Protocol

We suppose that there exist untrustable principals as well as trustable ones.
Trustable principals exactly follow the protocol, but untrustable ones may do
something against the protocol as well, namely eavesdropping and/or faking
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messages. The combination and cooperation of untrustable principals is modeled
as the most general intruder & la Dolev and Yao[l4]. The intruder can do the
following:

— Eavesdrop any message flowing in the network.

— Glean any nonce and cipher from the message; however the intruder can
decrypt a cipher only if she/he knows the key to decrypt.

— Fake and send messages based on the gleaned information; however the in-
truder cannot guess unknown nonces.

We first describe the basic data types used to model the protocol. The visible
sorts and the corresponding data constructors are as follows:

— Principal denotes principals.

— Random denotes random numbers, which make nonces unguessable and
unique.

— Nonce denotes nonces. Given principals p, ¢ and a random number r, n(p, g, )
denotes a nonce created by p for g. Projections creator, forwhom and random
return the first, second and third arguments.

— Cipher1 denotes ciphers used in Msgl’s. Given principals p, ¢ and a nonce n,
encl(p, n,q) denotes £,(n, q). Projections key, nonce and principal return
the first, second and third arguments.

— Cipher2 denotes ciphers used in Msg2’s. Given principals p,q and nonces
nl,n2, enc2(p,nl,n2,q) denotes &,(nl,n2,q). Projections key, noncel,
nonce2 and principal return the first, second, third and fourth arguments.

— Cipher3 denotes ciphers used in Msg3’s. Given a principal p and a nonce
n, enc3(p,n) denotes £,(n). Projections key and nonce return the first and
second arguments.

In addition to those visible sorts, we use the visible sort Bool that denotes
truth values, declared in the built-in module BOOL, where the constants true
and false with usual meanings, and the operators not_ for negation, _and_ for
conjunction, _or_ for disjunction and _implies_ for implication are declared.
An underscore _ indicates where an argument is put.
The three operators (data constructors) to denote the three kinds of messages

are declared as follows:

op ml : Principal Principal Principal Cipherl -> Message

op m2 : Principal Principal Principal Cipher2 -> Message

op m3 : Principal Principal Principal Cipher3 -> Message
The visible sort Message denotes messages. Projections creator, sender and
receiver return the first, second and third arguments of each message. A pro-
jection cipheri (i = 1,2,3) returns the fourth argument of Msgi. A predicate
mi? checks if a given message is Msgi. The first, second and third arguments of
each constructor mean the actual creator, the seeming sender and the receiver of
the corresponding message. The first argument is meta-information that is only
available to the outside observer and the principal that has sent the correspond-
ing message, and that cannot be forged by the intruder, while the remaining
arguments may be forged by the intruder.
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The network is modeled as a bag (multiset) of messages, which is used as the
storage that the intruder can use. The network is also used as each principal’s
private memory that reminds the principal to send messages, of which the first
argument is the principal. Any message that has been sent or put once into the
network is supposed to be never deleted from the network because the intruder
can replay the message repeatedly, although the intruder cannot forge the first
argument. Consequently, the emptiness of the network means that no messages
have been sent.

The intruder tries to glean four kinds of quantities from the network. The
four kinds of quantities are nonces and three kinds of ciphers. The collections of
those quantities gleaned by the intruder are denoted by the following operators:

op cnonce : Network -> ColNonce op cencl : Network -> ColCipheril
op cenc2 : Network -> ColCipher2 op cenc3 : Network -> ColCipher3

The visible sort Network denotes networks and the visible sort Col X denotes col-
lections of quantities denoted by the visible sort X. Those operators are defined
with equations.

cnonce is defined as follows:
eq N \in cnonce(void) = (creator(N) = intruder) .
ceq N \in cnonce(M,NW) = true
if m1?7(M) and key(cipher1(M)) = intruder and nonce(cipheri(M)) = N .
ceq N \in cnonce(M,NW) = true
if m2?(M) and key(cipher2(M)) = intruder and noncel(cipher2(M)) = N .
ceq N \in cnonce(M,NW) = true
if m27(M) and key(cipher2(M)) = intruder and nonce2(cipher2(M)) = N .
ceq N \in cnonce(M,NW) = true
if m3?7(M) and key(cipher3(M)) = intruder and nonce(cipher3(M)) = N .
ceq N \in cnonce(M,NW) = N \in cnonce (NW)
if not(m1?(M) and key(cipher1(M)) = intruder and nonce(cipher1(M)) = N) and
not(m27(M) and key(cipher2(M)) = intruder and noncel(cipher2(M)) = N) and
not (m27(M) and key(cipher2(M)) = intruder and nonce2(cipher2(M)) = N) and
not (m37(M) and key(cipher3(M)) = intruder and nonce(cipher3(M)) = N) .

The constant void denotes the empty bag and the operator _, _ denotes the data
constructor of nonempty bags. The operator _\in_ is the membership predicate
of bags. The equations say that nonces created by the intruder are always avail-
able to the intruder, and a nonce created by one of the other principals is available
to the intruder iff there exists a message in the network, and the cipher in the
message is encrypted with the intruder’s public key and includes the nonce.

cencl is defined as follows:
eq E1 \in cencl(void) = false .
ceq E1 \in cencl(M,NW) = true
if m1?7(M) and not(key(cipher1(M)) = intruder) and E1 = cipheri(M) .
ceq E1 \in cenc1(M,NW) = E1 \in cenc1(NW)
if not(m1?(M) and not(key(cipher1(M)) = intruder) and El1 = cipher1(M)) .

The equations say that no ciphers appearing in Msgl’s are available if the net-
work is empty, and the intruder glean such a cipher from the network iff there
exists a Msgl in the network and the cipher in the message is not encrypted with
the intruder’s public key. If the cipher is encrypted with the intruder’s public
key, the intruder can rebuild the cipher and it is not necessary to collect it. cenc?2
and cenc3 can be defined likewise.

We are about to describe the OTS modeling the protocol. Two observable
values and nine kinds of transition rules are used. The corresponding CafeOBJ
observations and actions are as follows:
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-- observations
bop ur : System -> URand
bop nw : System -> Network

—-- actions

bop sdml : System Principal Principal Random -> System
bop sdm2 : System Principal Random Message -> System
bop sdm3 : System Principal Random Message Message -> System
bop fkmll : System Principal Principal Cipheril -> System
bop fkm12 : System Principal Principal Nonce -> System
bop fkm21 : System Principal Principal Cipher2 -> System
bop fkm22 : System Principal Principal Nonce Nonce -> System
bop fkm31 : System Principal Principal Cipher3 -> System
bop fkm32 : System Principal Principal Nonce -> System

The hidden sort System denotes the state space. The observation ur denotes the
set of used random numbers and the observation nw denotes the network. The
first three actions formalize sending messages following to the protocol, and the
remaining the intruder’s faking messages.

The equations to define sdm2 are as follows:

op c-sdm2 : System Principal Random Message -> Bool
eq c-sdm2(S,Q,R,M)
= (M \in nw(S) and m1?(M) and receiver(M) = Q and key(cipher1(M)) = Q and
principal (cipher1(M)) = sender(M) and not(R \in ur(S)))

;;q ur (sdm2(S,Q,R,M)) = R ur(S) if c-sdm2(S,Q,R,M)
ceq nw(sdm2(S,Q,R,M))
= m2(Q,Q,sender (M) ,enc2(sender (M) ,nonce(cipher1(M)),n(Q,sender(M ,R),Q)) , nw(S)
if c-sdm2(S,Q,R,M)
ceq sdm2(S,Q,R,M) = S if not c-sdm2(S,Q,R,M)
The operator c-sdm2 denotes the effective condition of any transition rule de-
noted by sdm2. c-sdm2(s, ¢, 7, m) means that in a state s, there exists a Msgl
m in the network that is addressed to ¢, the cipher in m is encrypted with ¢’s
public key, the principal in the cipher equals the seeming sender, and the nonce
generated by ¢ for replying to m is really fresh. If this condition holds, the Msg2
denoted by the term m2(...) is put into the network. The juxtaposition operator
__of ‘R ur(8)’ is the data constructor of nonempty sets.
The equations to define fkm22 are as follows:

op c-fkm22 : System Principal Principal Nonce Nonce -> Bool
eq c-fkm22(S,P,Q,N1,N2) = N1 \in cnonce(nw(S)) and N2 \in cnonce(nw(S))

eq ur(fkm22(S,P,Q,N1,N2)) = ur(s)
ceq nw(fkm22(S,P,Q,N1,N2)) = m2(intruder,P,Q,enc2(Q,N1,N2,P)) , nw(S)
if c-fkm22(S,P,Q,N1,N2)
ceq fkm22(S,P,Q,N1,N2) = S if not c-fkm22(S,P,Q,N1,N2)
The equations say that if two nonces are available to the intruder, the intruder

can fake and send a Msg2. The constant intruder denotes the intruder.

5.2 Proof Scores of Nonce Secrecy

We describe the proof scores showing that nonces are really secret in the proto-
col, which means that the intruder cannot obtains nonces generated by another
principal for yet another one illegally. This can be expressed by the following
invariant:

invariant (n \in cnonce(nw(s)) implies
(creator(n) = intruder or forwhom(n) = intruder)).

(6)
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It is impossible to prove this invariant alone. We need six more invariants, which
are as follows:

invariant (el \in cencl(nw(s)) implies not(key(el) = intruder)), (7)

invariant (e2 \in cenc2(nw(s)) implies not(key(e2) = intruder)), (8)

invariant (e3 \in cenc3(nw(s)) implies not(key(e3) = intruder)), (9)

invariant ((.31 \i.n cencl(nw(s)) é.ind principal(el) = intruder (10)
implies nonce(el) \in cnonce(nw(s))),

invariant (e2 \in cenc2(nw(s)) and principal(e2) = intruder (11)
implies nonce(e2) \in cnonce(nw(s))),

invariant (creator(n) = intruder implies n \in cnonce(nw(s))). (12)

The proof of (6) uses (7), (8), (9), (10) and (11) to strengthen inductive hy-
potheses. The proofs of (10) and (11) use (7), (8), (9) and (12) to strengthen
inductive hypotheses. (7), (8), (9) and (12) can be proved independently.

In this paper, we partly show the proof scores showing that any transition
rule denoted by sdm2 preserves (6), which uses (10) to strengthen inductive
hypotheses. As described in Sect. 4, (6) and (10) are first expressed as CafeOBJ
terms, which are denoted by the operators inv1l and inv2 that are declared and
defined as follows:

op invl : System Nonce -> Bool
op inv2 : System Cipherl -> Bool
eq invi(S,N) = (N \in cnonce(nw(S))
implies (creator(N) = intruder or forwhom(N) = intruder)) .
eq inv2(S,E1) = (E1 \in cenc1(nw(S)) and principal(E1) = intruder
implies nonce(E1) \in cnonce(nw(S))) .

A constant n for Nonce and a constant el for Cipher1l are also declared. The
predicates to prove in each inductive case are next expressed as CafeOBJ terms,
which are denoted by the operators istepl and istep2 that are declared and
defined as follows:

op istepl : Nonce -> Bool
op istep2 : Cipherl -> Bool
eq istepl(N) = invi(s,N) implies invi(s’,N) .
eq istep2(E1) = inv2(s,E1) implies inv2(s’,E1) .
The constants s, s’ for System are also declared.
In the inductive case under consideration, the case is split into six subcases

based on the following predicates:

bpl def c-sdm2(s,p10,r10,m10)

bp2 def (sender (m10) = intruder)

bp3 d—Ef (n(p10,intruder,r10)

n)

bp4 f (nonce (cipher1(m10)) = n)

bp5 def (p10 = intruder)

The constants p10 for Principal, r10 for Random and m10 for Message are used
as the arguments of c-sdm2. Then, the case is split as follows:
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1 ‘pr2

2 bp3

3| bpl | bp2 —bp4

7] —bp3 | bp4 | bp5
5 —bpb
6 | "bpl

Each case is denoted by the predicate obtained by connecting ones appearing
in the row with conjunction.
The proof score for subcase 5 is shown.

open ISTEP
-- arbitrary objects
op pl0 : -> Principal . op ri0 : -> Random .

op m10 : -> Message . op nwl0 : -> Network .
-- assumptions
-- eq c-sdm2(s,p10,r10,m10) = true .
eq nw(s) = m10 , nwiO . eq m1?(m10) = true .
eq receiver(m10) = p10 . eq key(cipher1(m10)) = p10 .

eq principal(cipher1(m10)) = sender(mi0) . eq r10 \in ur(s) = false .

eq sender(m10) = intruder .

eq (n(p10,intruder,r10) = n) = false .

eq nonce(cipher1(m10)) = n .

eq (p10 = intruder) = false .
—-— successor state

eq s’ = sdm2(s,p10,r10,m10) .
-- check if the predicate is true.

red inv2(s,cipher1(m10)) implies istepl(n) .
close

The condition that there exists a message denoted by m10 in the network denoted
by nw(s) is expressed by the equation “eq nw(s) = m10 , nwi0 .” Except for
the conjunct corresponding to this condition, each conjunct in bpl is expressed
by one equation.

For the remaining five subcases, similar proof scores can be written, which
do not use any other invariant to strengthen inductive hypotheses. For subcase 6
where the effective condition is false, it is not necessary to write the proof score
in theory because nothing changes. But, from an engineering point of view, the
proof score is worth writing because the specification may be miswritten.

6 Discussion

If we write proof scores of invariants in CafeOBJ, the compositional proofs of
invariants described in Sect. 3 has the following advantages:

1. CafeOBJ reduces a logical formula into an exclusive-or normal form a
la Hsiang[15], of which response time crucially depends on the length of
the formula, essentially the possible number of or’s in it. The compo-
sitional proofs of invariants make it possible to focus on each conjunct
pred;(s,x;) (i = 1,...,n) of a large formula pred(s,xy,...,X,) and relieve
the complexity of the reduction.

2. Since we prove each conjunct of a large formula individually, case analy-
ses can be done w.r.t. this conjunct only. This can ease the complexity of
case analyses. Suppose that we have to consider N; subcases for pred, (s, x;)
and NN; subcases for predj(s,xj) in an inductive case. If we try to prove
pred;(s,x;) A pred;(s, x;) together, then we may have to consider N; x N;
subcases in the inductive case.
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It is often the case that a large formula is divided into smaller ones to ease
the proof. In our method, however, any two of such smaller formulas may depend
on each other in the sense that the proof of one uses the other to strengthen
inductive hypotheses in inductive cases and vice versa. Existing proof assistants
such as Isabelle/HOL[16] may not allow to divide a formula into such two sub-
formulas.

It is significant to split the case into multiple subcases in an inductive case
and find another inductive hypothesis (or a lemma) to strengthen the direct one
of what being proved in order to make progress on a proof. The former can
be done based on predicates used in a specification such as _=_ and _\in_ in
the NSLPK protocol. If you encounter a subcase where the formula stating a
property under discussion is reduced to false, the subcase may be unreachable
and you may conjecture another invariant.

Although the OTS/CafeOBJ method is not specific to object-orientation, it
can be easily applied to object-based distributed systems by modeling an object
as an OTS. In the behavioral specification in CafeOBJ, modeling and verification
techniques that are specific to object-orientation have been studied[17], which
can be incorporated in the OTS/CafeOBJ method.

In addition to the proof that nonces are really secret in the NSLPK protocol,
we have proved that the protocol has one-to-many agreement property|[18], which
is expressed as the following two invariants:

invariant (not(p = intruder) and
ni(p,p,q,encl(q,n(p,q,7),p)) \in nw(s) and
m2(ql, ¢, p,enc2(p,n(p, ¢,7),1,¢)) \in nu(s)
implies m2(q,q,p, enc2(p,n(p,q,7),n,q)) \in nu(s)),
invariant (not(¢ = intruder) and
m2(q, ¢, p, enc2(p,n,n(q,p,7),q)) \in nw(s) and
m3(pl,p, ¢, enc3(q,;n(q, p,r))) \in nw(s)
implies m3(p,p, q,enc3(q,n(q,p,7))) \in nw(s)).

The former describes that if a principal p has sent a Msgl to a principal ¢ and
has received a Msg2 in response to the Msgl seemingly from ¢, although the
actual sender ¢l might be the intruder, then the Msg2 originates from ¢, and
the latter describes a similar phenomenon. We need (6) and eight more invariants
to prove these two invariants. The proof has been done by writing proof scores
in CafeOBJ likewise.

The modeling and proof scores described in [19] are different than those
described in this paper.
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Abstract. The component-based model of code execution imposes some require-
ments on the software components themselves, and at the same time lays some
constraints on the modern run-time environment. Software components need to
store descriptive metadata, and the run-time system must access this ‘reflectively’
in order to implement dynamic linking. Software components also undergo dy-
namic evolution whereby a client component experiences the effects of modifi-
cations, made to a service component even though these occurred after the client
was built.

We wanted to see whether the dynamic linking mechanism implemented in Mi-
crosoft’s .NET environment could be utilized to maintain multiple versions of
components. A formal model was developed to assist in understanding the .NET
mechanism and in describing our way of dealing with multiple versions. This
showed that .NET incorporates all the features necessary to implement such a
scheme and we constructed a tool to do so.

1 Introduction

The dynamic link library (DLL) was invented to allow applications running on a single
system to share code. Because it is linked at run-time, when a DLL is corrected or
enhanced, the effect on the client applications is experienced immediately.

This dynamic evolution is a benefit provided that two conditions are met. Firstly,
successive versions of the DLL must maintain backward compatibility. Secondly, on
any particular system, any given version of a DLL can only be replaced by a later ver-
sion. Failure to meet the first condition results in the upgrade problem whilst failure to
meet the second results in the downgrade problem. Together these problems contribute
to “DLL hell” which has been well described in [21,20]. Many Microsoft support per-
sonnel report [2] DLL hell as the single most significant user problem that they are
called upon to respond to.

There is another way to solve these problems, and that is by allowing the system to
keep multiple versions of the same DLL such that each application is linked to a com-
patible version. Although it reduces the amount of code-sharing and loses the benefits of
dynamic evolution, this idea is the one that is implemented in Microsoft’s INET environ-
ment. NET aims to provide developers with a component-based execution model. Any

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 185-198, 2003.
(© IFIP International Federation for Information Processing 2003
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application will consist of a suite of co-operating software components amongst whose
members control is passed during execution. The CLR (Common Language Runtime)
needs to be ‘language-neutral’ which means it should be possible to write a component
in any one of a variety of languages and have it executed by the CLR; and also that
it should be possible to pass data between components written in different languages
(using the Common Type System — CTS).

The usual way to do this is with an intermediate language which the high-level
languages compile to, and to constrain their data types to those recognized by the inter-
mediate language. .NET achieves this with IL (Intermediary Language). Whereas most
systems with an intermediate language have run-time systems that interpret the interme-
diate code (usually for portability reasons), the CLR uses a ‘just-in-time’ (JIT) compiler
to translate IL fragments (primarily method bodies) into native code at run-time.

The native code must run within some previously loaded context, and when the JIT
compiler encounters a reference external to the context, it must invoke some process
to locate and establish the appropriate context before it can resolve the reference. A
reference to a not yet loaded entity (type or type member) within the current, or another
(previously loaded) component, causes a classloader to load the corresponding type
definition. When the reference is to an entity external to all loaded components, it will
be necessary to load the new component (or .NET assembly) via the Library Loader.

The design of the .NET assembly reveals some details about how this is accom-
plished, with each assembly carrying versioning information structured into four fields
— Major, Minor, Revision and Build. This allows many versions of the same DLL to
co-exist in the system. To make this system useful two things are required. Firstly, we
have to agree on the semantics of what constitutes Major, Minor efc. Secondly, we have
to be able to exercise some control over which version will be loaded by the Library
Loader when a new component is needed at run-time. The Fusion utility in .NET is
configured to find, according to some policy, the appropriate component and to pass its
pathname to the Library Loader.

Each assembly normally contains at least one code module!. If we restrict it to
exactly one module, then Microsoft’s definition of an assembly coincides with nearly
everybody else’s definition of a component, so we shall adopt that restriction. It is the
module that is the basic unit for loading in the .NET run-time. Each module contains
a piece of code (e.g. a class definition) translated into an IL binary. In addition, the
module incorporates metadata that records the name and location of every type and
member defined within the module. This metadata is referenced by the CLR whenever
it needs to instantiate an object, access an attribute, invoke a method or request a type
from the class loader.

In addition to the above (module) features, the assembly contains its own metadata,
consisting of fype metadata and a manifest. These features distinguish .NET from other
current run-time environments. The type metadata records external type and member
references indexed against a manifest entry. The manifest contains details (name, ver-
sion number, public key, efc. ) of each external component needed by the assembly. This
information is what permits dynamic linking between the executing components and,
in .NET it must be explicitly provided by the programmer at compile-time. By contrast,

! An assembly can actually consist of resources only, but this is not common.
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the Java Virtual Machine has a simpler dynamic linking mechanism that implicitly re-
solves references along various ‘classpaths’. The significance of this difference is that
the JVM can only accommodate one version of each component at a time — normally,
the first one encountered in the classpath unless elaborate mechanisms are employed to
invoke custom classloaders [27]. By forcing explicit references .NET allows the pro-
grammer to bind the client code to particular versions of the referenced services. At
run-time, those exact services will be accessed, provided that they still exist and that
the manifest binding is not superseded by an alternative policy.

The assembly metadata is the key to the management of both dynamic linking and
the sensible evolution of components. Some of this information can be accessed at run-
time by developers via a Managed Reflection API, but it cannot be manipulated by this
means. Instead, a set of ‘unmanaged’ COM interfaces allows full read/write access via
C++ hacking. By this means we can see a possible way out of DLL Hell: firstly, when
a component evolves, we do not need to replace the old version with the new, because
.NET lets us distinguish between them by means of version numbers. Secondly, by
manipulating the manifests of client components we can ensure that suitable clients can
benefit from the post-compile-time evolution of their service components, thus fulfilling
the main benefit of evolving DLLs. By the same means we can leave other clients’
bindings undisturbed and thus overcome DLL Hell. To do this, we need to —

1. establish the characteristics of a set of inter-related components — called, in .NET,
the Global Assembly Cache (GAC);

2. investigate how these inter-relationships may be affected by component evolution,
and identify any requirements this may impose;

3. reflect the requirements in new policies.

Section two tackles points (1) and (2) via a formal model. Section three describes a
tool Dejavue.NET [17] based on the model which attempts to implement (3). In section
four we report on other recent work which has addressed this problem, and in section
five we give some indications of where this work might lead in the future.

2 Modelling the Component Cache

To investigate the characteristics of systems of components with dynamic evolution we
modelled the system in Alloy [16]. Alloy is a notation that supports the declarative
description of systems that have relational structures. Alloy is a first-order relational
calculus with transitive closure. Alloy is supported by Alcoa, the Alloy analyser [8],
which allows us to analyse our Alloy model to check for consistency and to generate
example situations which we may not have considered.

The Alcoa tool provides a visualiser which will display example structures graph-
ically. This representation is easy to interpret. We can see how the components have
been joined together to form a system. The figures in this paper were generated by this
visualisation tool. The visualisation tool is quite flexible, allowing us to omit parts of
the model and to show fields either within an object or with an arrow from the object.
In figure 1 we use both ways to show the components of a system.

To work out the characteristics needed to avoid dynamic linking problems caused
by having multiple versions of components we modelled the system looking for unde-
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sirable behaviour. Several properties not in the original system needed to be included to
simulate the behaviour we desired. The complete Alloy model is available at [12].

The type S of services is atomic?. A service s : S, is either a programming lan-
guage type (such as a class) or a member (field or method) represented by the under-
lying .NET Common Type System. Components ¢ : C consist of a name, a version, an
optional ma in method, and three sets. These are the set of services that the component
imports — import, the set of services that the component exports — export, and a set
of components that provide the services that are listed in the imports — req. These sets
model the metadata. In a programming context, the services that a component imports
are the references that need to be resolved so that the component can be linked.

Definition 1 (Component). A component c : C is defined as:

< name : id, version : ord, main : optional,

import : P(S), export : P(S),req : P(C) >

We can extract an element of a component by its name, e.g. c.main. We assume

the ordering of version is temporal, that is, if two components have the same name but
different version numbers, the one with the greater version number was produced more
recently. The four number Microsoft version numbers are totally ordered so a single
number is sufficient. The first of our version numbers is denoted by vy or 0. Given a
version number v, the one that follows is next(v).

In our model services (class, method or field) don’t exist in isolation, they only exist
if they are exported from some component. The predicate in property 1 states this.

Property 1 (ServicelnComponent).
Vs € S,3c € C (s € c.export)

In our model two components with the same name and version are considered the same
component, whatever their other elements are, whereas two components with the same
name but different version are distinguishable. This is stated in property 2.

Property 2 (Unique).
Vep,eq € C ((¢1.name = ca.name A ¢;.version = cy.version) = ¢1 = ¢3)

For a given component, there is a relationship between the set of services import that
are imported by a component and the set of components req. Namely, the set req only
contains components that export the required services. More than one component may
export a given service so a given component’s req set is not necessarily unique.

Property 3 (ExportsFoundInRequiredComponents).

Ve € C,Vs € c.import, Jc1 € c.req (s € c1.export)
Ve, o € C (e € ¢1.req = ¢q.import N ¢g.export # &)

Two different components with the same name (and hence different version num-
bers) may cause problems if one tries to link to both of them. So it is not possible for
one component to import services from two components with the same name®. Nor is

% For a declared type 7, ¢t € 7 and ¢ : 7 will be used interchangeably.
3 This restriction does not exist in .NET although it does exist in many current .NET language
implementations [18].
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Comp3 Comp4
req: Comp2 Compl req: Compl, CompO Comp0
name: Wall Comp2 name: Color name: Roof name: Style
main name: Color version: 0 main version: 0
version: 1 version: 2 version: 3

import / export

Fig. 1. A Closed set of five components containing two versions of one component.

export import import / export

it possible in the transitive closure of the req sets of a given component to require two
components with the same name.

Property 4 (OnlyOneVersion).

Ve,e1,00 € C ((e1 # ca Aer € creq A co € c.req) = c¢1.name # cg.name)
Ve,e1 € C (¢1 € ¢.*req = c.name # ¢p.name)

Figure 1, automatically generated from the Alloy model at [12]*, contains an ex-
ample of a set of components that have already evolved over time. Comp3 and Comp4
have main methods and the other three components do not. There are two components
named Color. The earlier version Compl exports a service Color.Red. The later
version of this component Comp2 exports Color.White. Comp4 requires services
from CompO0 and Comp1 as can be seen from its req set whereas Comp0 is not depen-
dent on any other components.

It is possible that a service required by one of a set of components is not available.
We define the predicate Closed to test for whether all services required by the compo-
nents within a set are available in that set.

Definition 2 (Closed).

Closed C P(C)
Closed(C') < Ve € C, Vs € c.import, I¢; € C (s € ¢;.export)

We need to model the component cache G. By requiring G to be Closed it will
have the property that services required from any component within the set are always
available within the set itself.

Definition 3 (GlobalComponentCache). A global component cache G : G is a finite
set of components s.t. Closed(G).

Next we define a program P : P. Programs consist of a set of components, such
that one ¢ contains a main method and there are no unresolved references, in any of the
components. This component c is the starting point (main holds for this component)

* Alloy generated figures have had a small amount of hand editing of the labels labels to make
the models easier to understand.
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@ component
L_ name: Feed

. Comp2 main
contains version: 2 export
C
req: Comp2
Compl name:Broker
version: 0

import

component

req: Comp2, Compl
name: Deal
main
version: 2

component import

CompO0

Fig. 2. A cache containing two programs.

and all other components are those that can be reached from this component by the
transitive closure of c.req. Figure 2, automatically generated from the Alloy model,
shows a cache GG containing three components and two programs.

Definition 4 (program). A program P : P is a finite set of components including a
component ¢ with a main s.t.

P ={c}Uc.req”
Programs don’t exist in isolation. They are held within caches.
Property 5 (ProgramInCache).
VYP:P,3G:G (P CG)
Sometimes we need to know whether a set of components (e.g. a program or a

cache) uses the latest versions of components that provide needed services available in
that set>. This we call WellVersioned.

5 This model assumes that there are no side-effects — everything provided by a component is in
its exports.
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Definition 5 (WellVersioned).

WellVersioned C P(C)
WellVersioned(C') = Ve € C, Ve, € C\ {c} ((c.name = ¢q.name) =
((c.version > c;.version) V =Closed(c.req* U {c} \ {c1})))

A component can be added to a set of components (e.g. a program or a cache)
only if adding it doesn’t lead to unresolved references in the augmented set. Before
adding a component a unique version number has to be given to the component. If the
component to be added is the first possessing its name then its version number is 0. If
another component already exists within the set with the same name, then the version
number of the new component needs to be greater than all other version numbers of
components with the same name.

Definition 6 (NewNum).

NewNum : (P(C),C) — C
NewNum(C,c) = < n,0,m,i,e,r >,
if fic; € C (c1.name = c.name)
= < n,next(cr.version), m,i,e,r >,
if (3¢1 € C (¢1.name = ¢c.name)A
Veg € C' (ca.name = c.name = cq.version < ¢jversion))
where ¢ =< n,v,m,i,e,r >

Definition 7 (Add).

Add : (P(C),C) — P(C)
Add(C, c¢) = C' U {NewNum(C,c)}, if Closed(C U {NewNum(C,¢)})
=C, otherwise

As we add components to a cache (or a program) some housekeeping needs to be
done, to ensure that the latest versions of components that don’t break code will be
dynamically linked. In particular before a given component starts executing we have
to update the pointers that indicate which components will get chosen to resolve refer-
ences. These are modelled as the req set for each component. None of our definitions so
far, alter this set for a given component, even when newer versions of components have
been added. Firstly we need to find out which is the latest version of a component that
provides whatever was required. There will always be such a component since there is
no operation that can remove the Closed property from a set.

Definition 8 (Latest).

Latest : (P(C),C) — C
Latest(C, ¢) = ¢y, if ceCANc € CN
c.name = cy.name A c.export C cj.exportA
Veo € C (c.name = ¢o.name =
(coversion < ¢q.versionV c.export C cy.export))
= undef, otherwise
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Once we know which version of a component should be linked we need to be able
to create for each component a new req set. This we do with Provides which takes a
component’s req set within a cache G and returns a set with the newest components that
contain the required exports.

Definition 9 (Provides).

Provides : (P(C), P(G)) — P(C)
Provides(R,G) = {¢; | 3¢ € R (¢; = Latest(G,c) A\RC G AN¢; € G)}

We now have the functionality needed to reconfigure all the pointers so that pro-
grams can evolve. We use the @ symbol to override the values of a component’s req
set.

Definition 10 (Reconfigure).

Reconfigure : P(C) — P(C)
Reconfigure(G) = {¢; | 3¢ € G (¢; = ¢ ® Provides(c.req, G))}

Finally we need an algorithm for evolving the global cache. We only put into the
cache (using Add) new components whose references can be completely satisfied by
the components already in the cache. After we put a component in we need to do some
housekeeping. Firstly, all components in the global cache (including the new one) have
to have their req sets updated, so they now get their import services from the latest
versions of components that provide them. Secondly, any components which are no
longer needed should be removed.

Definition 11 (Evolve).

Evolve : (P(C),C) — P(C)
Evolve(G, ¢) = Reconfigure(Keep(Add(G, ¢), ¢))
where
Keep(C,c) = {ci | ¢; € CA
(c.name # ¢;.name)V
((c.name = ¢;.name) A ((c.version < ¢;.version)V
(¢i.version < c.version A ¢;.export C c.export)))}

Theorem 1. [f a set of components C' is Closed and WellVersioned then

Ve : C (Evolve(C, ¢)) is Closed and WellVersioned .

Proof. For each of the properties, by contradiction.

Unfortunately Alloy cannot be used to check the theorem (using its assert) since
it is higher order. All one can see is that the theorem is not inconsistent with the model.
This can be seen by adding the conditions Closed and WellVersioned of the input set
and the output set to Evolve. The models generated are the same as those without these
conditions.

The sets of components we are actually interested in are caches.
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Corollary 1. Ifthe set of components in a GlobalComponentCache G is WellVersioned
then
Ve : C (Evolve(G, ¢)) is Closed and WellVersioned .

Using Alloy to build and test the model helped refine it considerably. Running early
versions immediately threw up undesirable behaviour. Most of the properties (such as
ExportsFoundInRequiredComponents or those in Component) were added to stop the
converse from being possible. We convinced ourselves that the definition of Evolve be-
haved as we wanted by using Alloy to show that there were no models that failed to
meet our theorem.

This model was built using features that are all available from .NET assemblies.
New programs are WellVersioned and the changes during cache evolution are designed
to maintain WellVersionedness. If the component cache is evolved according to our
model, then the programs built from the cache components should contain the latest
versions of components that do not cause problems.

Of course there are other ways of modelling a component cache. The formalization
cannot cope with components that engage in cyclic import relationships because we
only add one component at a time whilst maintaining Closed at all times. This restriction
reflects current .NET development tools (but not .NET itself). Also in our model the set
of services that are imported and the set of components that provide these services are
not explicitly paired. Nor is there an explicit list of connections between components.
The model might have been in some sense more natural, if these were included, but then
it would have deviated from what actually occurs in .NET metadata.

We set out to build a versioning tool, Dejavue.NET, that could follow the precepts of
our model to manage evolution in .NET. The prototype is described in the next section.

3 Dejavue.NET

Before designing a tool based on our model, a number of practical problems needed
to be solved. Our model envisages a single version number with the convention that a
higher number indicates a later version. Early Beta versions of .NET revealed a ver-
sioning policy that would resolve references against an assembly with higher Revision
and Build numbers than the compile-time version, provided the Major and Minor num-
bers were the same. No checking was done to determine whether or not the two versions
were binary compatible. Presumably, this approach did not solve the problems for the
Beta testers because in later Beta releases and indeed in the .NET official release, this
policy was dropped in favour of a default policy of an exact match between the compile-
time and the link-time versions — thus ruling out dynamic evolution altogether®.

Until there is some agreement amongst developers about what sort of evolution
will cause change in which parts of the version number, it will never be possible to
implement sufficiently sensitive policies based on version numbers alone. For the tool
therefore, we will stick to the idea that a higher number indicates a later version, and

® So the approach is that rolling forward is only safe if explicit policy statements have been
made.
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Component

Installation Procedure [} Cache Manager

Client Front End

Component
Repository

Fig. 3. High level architecture of the single-machine Dejavue.NET.

we will use Closed and WellVersioned properties to determine which later version, if
any, maintains compatibility.

Initially we planned to manipulate assembly metadata in situ in order to keep client
components abreast of service component evolution. This idea was frustrated in two
ways — firstly, .NET encrypts assemblies in the GAC and this puts the metadata out
of reach of unmanaged API manipulations. Secondly, in the .NET release the GAC
assemblies were placed out of reach of even the managed API. This is another blow
(like the inflexible versioning policy) to dynamic evolution.

However, before it looks in the GAC, the Fusion utility consults a sequence of con-
figuration files. Whoever can control these files has the capability to override, with more
up-to-date possibilities, the assembly metadata relationships established at compile-
time. This provides a mechanism for implementing a more evolutionary dynamic link-
ing policy, utilising the operations and predicates identified within our theoretical
model.

Instead of using the GAC, our tool mimics the GAC with its own Component Repos-
itory (CR) which is maintained by a CacheManager module (see Figure 3). This faith-
fully implements the installation regime defined in our model via a Component Instal-
lation Routine. A second function in the CacheManager, the Redirection Information
Retrieval Routine, traverses the CR dependency tree to construct, for a given compo-
nent, a configuration file containing the current (link-time) dependency information.

The final part of the tool is the ClientFrontEnd. This allows users to execute the
most up-to-date version of an executable component c, in the following steps:

1. requests the CacheManager to interrogate the CR to produce a list of executable
components;

2. allows the user to select the required component c;

3. passes the component name back to the CacheManager to construct ‘on the fly’
the appropriate configuration file, which is stored in the ClientFrontEnd’s working
directory;

4. invokes c.



Managing the Evolution of .NET Programs 195

Distributed Distributed
Front End Front End
Distributed Server
/" '\
Client Client
Configuration Configuration
File File
Distributed Distributed
Front End Front End
]
Component
Repository ;
Client
Configuration
File

Fig. 4. Distributed Dejavue.NET architecture.

Once this has been done, any references external to ¢ will be resolved by invoking
the Fusion utility. Instead of looking in the GAC however, Fusion will use the configu-
ration file to locate components in the CR.

A tool of this sort can help an end-user to keep up-to-date provided all updates
are downloaded onto the local system and introduced to the Component Repository
via the Cache Manager. This is not a very practical solution, especially from the point
of view of component developers. Instead, a prototype distributed version of the tool
has been developed (see Figure 4). In this scheme the Component Repository is hosted
on a server which performs the functions of the Cache Manager. Each client then has
a local copy of the Client Front End which maintains local copies of the application
configuration files.

This scheme could slow down execution times if all external references have to
be resolved across the network, so efficiency considerations may dictate some local
caching mechanism. In addition, where support is required for distributed component
developers and maintainers, each one needs to be able to install components in the
Component Repository. This is a complex procedure which alters the state of the entire
cache, therefore it is necessary to lock the cache during each execution of the Com-
ponent Installation Routine. This may make the Component Repository noticeably in-
accessible to other developers and to all users, so there is some risk of degrading the
service. This gives further motivation to the idea of local caching.
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4 Related Work

The model in the last section was built using Alloy [16], a language for building and
analysing software systems. There are several different modelling approaches we could
have chosen including [5, 15]. We chose to use Alloy because the models one can write
are at the same level of abstraction as our models and there is tool support for analysing
them. The models are declarative and describe the structure of systems.

The work described here is a natural extension of work on Java done in collabo-
ration with Drossopoulou and Wragg [26,25]. Drossopoulou then went on to model
dynamic linking in [6] and we looked at the nature of dynamic linking in Java [9].
More recently with Drossopoulou and Lagorio [24] there has been work on providing
an operational semantics model for dynamic linking flexible enough to model either
Java or C'#. There has also been work looking at the software engineering aspects of
dynamic linking. We have examined the problems associated with the evolution of Java
distributed libraries [10, 11], have looked at the problems that arise with binary compat-
ible code changes in [10] and have built tools, described in [11, 27]. Other formal work
on distributed versioning has been done by Sewell in [23].

Rausch [3] models software evolution in terms of Requirements/Assurances con-
tracts. Associated with every component there are explicit textual declarations of the
services that the component requires and provides (assures) together with predicates to
specify the desired behaviour. The Requirements/Assurances contracts are additional
documents that map some or all of the Requirements of one component to the Assures
of a second one. As the components evolve, the contract provides the means to check
syntactic and behavioral consistency. Since the contracts must explicitly identify the
components, it does not seem possible to automatically maintain multiple versions of a
single component.

Other groups have studied the problem of protecting clients from troublesome li-
brary modifications. [22] identified four problems with ‘parent class exchange’. One
of these concerned the introduction of a new (abstract) method into an interface. The
other issues all concern library methods which are overridden by client methods in cir-
cumstances where, under evolution, the application behaviour is adversely affected. To
solve these problems, reuse contracts are proposed in order to document the library de-
veloper’s design commitments. As the library evolves, the terms of the library’s contract
change and the same is true of the corresponding client’s contract. Comparison of these
contracts can serve to identify potential problems.

Mezini [19] investigated the same problem (here termed horizontal evolution) and
considered that conventional composition mechanisms were not sophisticated enough
to propagate design properties to the client. She proposed a smart composition model
wherein, amongst other things, information about the library calling structure is made
available at the client’s site. Successive versions of this information can be compared
using reflection to determine how the client can be protected. These ideas have been
implemented as an extension to Smalltalk.

Formal treatments of static linking were suggested in [4]. Dynamic linking at a fun-
damental level has been studied in [13, 1, 28], allowing for modules as first class values,
usually untyped, concentrating on confluence and optimization issues. [14], discuss dy-
namic linking of native code as an extension of Typed Assembly Language without
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expanding the trusted computing base, while [7] takes a higher-level view and suggests
extensions of Typed Assembly Language to support type safe dynamic linking of mod-
ules and sharing.

5 Conclusions

Perhaps DLL Hell is a special place reserved only for Microsoft people, but the Upgrade
Problem has to be faced by everybody who writes or uses component-based software.
Some part of the solution may lie in clever language design, and another may lie in em-
ploying strict software development and maintenance procedures — but a large part lies
in the versioning strategy of the linking mechanism deployed by the run-time system.

In this paper we have looked at this mechanism as deployed by current .NET devel-
opment tools. We have shown that if a discipline is kept over which components can be
added to the Global Assembly Cache, DLL Hell can be avoided. All the features needed
to avoid the problem exist in the .NET manifests but there currently does not seem to be
the will to implement the discipline. For example, the multi-part version numbers give
developers scope to classify the effects of modifications precisely, and the assembly
metadata with the managed code API offers the prospect of reflective code compati-
bility analysis. However, some of the implementation trade-offs in the current release
have frustratingly limited the scope of what is possible. Consequently, the GAC is not
usable as a cache for evolving components. As a consequence we have developed our
prototype tool, to work alongside and within .NET and to demonstrate what could be
attainable.

Our tool is currently more restrictive then is necessary. In the future we will seek
to integrate our tool more closely with the GAC and to relax the requirements that
components can only be added singly.
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Abstract. In this paper an extension of a behavioural subset of UML
Statecharts for modeling mobility issues is proposed. In this extension
we relax the unique association between each Statechart - in a collection
of Statecharts modeling a system - and its input-queue and we allow the
use of (queue) name variables in communication actions. The resulting
communication paradigm is much more flexible than the standard asym-
metric one and is well suited for the modelling of mobility-oriented as
well as fault tolerant systems.

1 Introduction

The Unified Modelling Language (UML) is a graphical modelling language for
object-oriented software and systems [12]*. It has been specifically designed for
visualizing, specifying, constructing and documenting several aspects of - or
views on - systems. In this paper we concentrate on a behavioural subset of UML
Statecharts (UMLSCs) and in particular on a simple but powerful extension of
this notation in order to deal with a notion of mobility which can be modeled by
the use of a dynamic communication structure and which is sometimes referred
to as mobile computing (as opposed to mobile computation) [1]. In [4] pCharts
have been introduced together with their formal semantics?. Briefly, a uChart
models the behaviour of a system and is a collection of UMLSCs, each UMLSC
being uniquely associated with its input queue. The computational model of
uCharts is an interleaving one with an asynchronous/asymmetric/static pattern
of communication. The semantics of a pChart is a Labelled Transition System
(LTS) where each state corresponds to the tuple of statuses of the component
UMLSCs, each status being composed by the current configuration and the
current input queue of the component UMLSC. A transition in the LTS models
a step-transition of a component UMLSC. Each step transition corresponds to
the selection of an event from the input queue of the component and to the
parallel firing of a maximal set of non-conflicting transitions of such component,

* This work has been carried out in the context of Project EU-IST IST-2001-32747
Architectures for Mobility (AGILE),
http://wuw.pst.informatik.uni-muenchen.de/projekte/agile/.

1 Although we base our work on UML 1.3, the main features of the notation of interest
for our work did not change in later versions.

2 Note that the name ‘uCharts’ is used also in [13], but with a different meaning.

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 199-213, 2003.
© IFIP International Federation for Information Processing 2003
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which are enabled in its current configuration by the selected event and which
do not violate transition priority constraints. The firing of a transition implies
also the execution of the output actions associated with such a transition. An
output action consists of an output event to be sent and the specification of
a destination component (queue) to which it must be delivered. Its execution
consists in delivering the event to the destination queue. Thus the pattern of
communication is asynchronous, via the input queues, and asymmetric because
while the sender component specifies to which destination component an event
must be addressed, a destination component cannot choose from which sender
component to receive input events; it simply has to receive any event which has
been delivered to its input queue, possibly producing no reaction to such trigger
event. This is quite a common situation in the realm of object-oriented notations.
There are important features of mobile systems that cannot be expressed directly
using only an asymmetric style of communication. In fact there are situations in
which we want to make a receiver be able to get input events from more than one
queue, explicitly choosing when to receive events from which queue. An example
of the need of such pattern of communication is, a. o., the Hand-over protocol
for mobile telephones, which we shall deal with in the present paper. Moreover,
it is well-known [2] that patterns of communication which allow the explicit and
dynamic choice of the input queue/entity are essential for the development of
fault-tolerant systems since they contribute to fulfilling well established entity
isolation principles of error confinement much better than asymmetric patterns.
Thus, the extension we propose in this paper consists in letting the trigger event
specification of transition labels be equipped with the explicit reference to the
queue from which the event should be taken. Moreover, such a reference can
also be a queue name variable, thus allowing more dynamicity in the choice of
the queue(s) from which events are to be received by a UMLSC. Queue names
can thus be communicated around and assigned to variables in a way which
resembles the m—calculus [11], although in the more imperative-like framework
of UMLSCs.

We are not aware of any other work on extensions of UMLSCs formal se-
mantics with notions of mobile computing, like dynamic addressing, and name-
passing. For what concerns formal semantics of UMLSCs numerous contributions
can be found in the literature. For a discussion on such contributions and a com-
parison with our overall approach to UMLSCs semantics we refer the interested
reader to [4]. More recently, an SOS approach to (single) UMLSCs formal seman-
tics has been proposed in [15], which is partially based on [7, 10] and assumes the
standard UML single input queue per statechart paradigm. Some issues related
to communication concepts for (single) Harel statecharts are investigated in [14,
13]. The main focus there is the restriction of classical statechart broadcast by
means of explicit feedback interfaces rather than the issues of input queue selec-
tion and dynamic addressing in UML statecharts, which we are interested in, in
the present paper.

The paper is organized as follows: in Sect. 2 pCharts are briefly recalled
and some basic definitions are given. Sect. 3 describes the extension we propose,
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Fig.1. A UMLSC and its HA.

Table 1. Transition Labels for the HA of Fig. 1.
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including its formal semantics definition. The Hand-over protocol specification
example is given in Sect. 4. Finally in Sect. 5 some conclusions are drawn and
directions for further work are sketched. Detailed proofs relevant to the present
paper can be found in [9)].

2 uCharts

In this section the basic definitions related to puCharts are briefly recalled. They
are treated in depth in [4] where the interested reader is referred to. We use
Hierarchical Automata (HAs) [10] as the abstract syntax for UMLSCs. HAs are
composed of simple sequential automata related by a refinement function. In [7]
an algorithm for mapping a UMLSC to a HA is given; the reader interested in
its technical details is referred to the above mentioned paper. Here we just recall
the main ingredients of this mapping, by means of a simple example. Consider
the UMLSC of Fig.1 (left). Its HA is shown on the right side of the figure.
Roughly speaking, each OR-state of the UMLSC is mapped into a sequential
automaton of the HA while basic and AND-states are mapped into states of the
sequential automaton corresponding to the OR-state immediately containing
them. Moreover, a refinement function maps each state in the HA corresponding
to an AND-state into the set of the sequential automata corresponding to its
component OR-states. In our example (Fig.1, right), OR-states s0, s4, s5 and s7
are mapped to sequential automata A0, A1, A2 and A3, while state sl of A0,
corresponding to AND-state s1 of our UMLSC, is refined into {A1, A2}. Non-
interlevel transitions are represented in the obvious way: for instance transition
t8 of the HA represents the transition from state s8 to state s9 of the UMLSC.
The labels of transitions are collected in Table 1; for example the trigger event
of t8, namely EV (8, is e2 while its associated output event, namely AC' t8 is
el. An interlevel transition is represented as a transition ¢ departing from (the
HA state corresponding to) its highest source and pointing to (the HA state
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corresponding to) its highest target. The set of the other sources, resp., targets,
are recorded in the source restriction - SR t, resp. target determinator T'D t,
of t. So, for instance, SR t1 = {s6} means that a necessary condition for ¢1
to be enabled is that the current state configuration contains not only sl (the
source of t1), but also s6. Similarly, when firing ¢2 the new state configuration
will contain s6 and s8, besides sl. Finally, each transition has a guard G t,
not shown in this example. The structure of transition labels will be properly
accommodated later on in this paper in order to support the mobility extensions.
Transitions originating from the same state are said to be in conflict. The notion
of conflict between transitions needs to be extended in order to deal with state
hierarchy. When transitions ¢ and ¢’ are in conflict we write t#t¢’. The complete
formal definition of conflict for HAs can be found in [7,4] where also the notion
of priority for (conflicting) transitions is defined. Intuitively transitions coming
from deeper states have higher priority. For the purposes of the present paper
it is sufficient to say that priorities form a partial order. We let m¢ denote the
priority of transition ¢ and 7¢ C 7t’ mean that ¢ has lower priority than (the
same priority as) t’. In the sequel we will be concerned only with HAs.

A pChart is a collection of UML Statecharts (actually HAs) communicating
via input queues. We consider a restricted subset of UML Statcharts, which, nev-
ertheless includes all the interesting conceptual issues related to concurrency in
the dynamic behaviour, like sequentialisation, non-determinism and parallelism.
We call such a subset a “Behavioural subset of UML Statecharts”, UMLSCs in
short. More specifically, we do not consider history, action and activity states; we
restrict events to signal ones without parameters (actually we do not interpret
events at all); time and change events, object creation and destruction events,
and deferred events are not considered as are branch transitions; for the sake of
simplicity, given that in the present paper our main focus is on the manipula-
tion of queues for achieving dynamic communication structures, we restrict data
values to a single type, namely queue names. We also abstract from entry and
exit actions of states. The interested reader can find a complete discussion on
the above choices together with their motivations in [4].

2.1 Basic Definitions

The first notion we need to define is that of (sequential) automaton®.

3 In the following we shall freely use a functional-like notation in our definitions where:
(i) currying will be used in function application, i.e. f a1 a2 ... a, will be used in-
stead of f(a1,az,...,an) and function application will be considered left-associative;
(ii) for function f: X Y and ZC X, fZ={yeY |z € Z y= fx}, rng f
denotes the range of f and f|z is the restriction of f to Z. (iii) by J1z. P = we mean
“there exists a unique = such that P z”. Finally, for set X, we let X* denote the
set of finite sequences over D. The empty sequence will be denoted by e and the
concatenation of sequnce x with sequence y will be indicated by xy. For sequences
z, y and z we let predicate mrg z y z hold iff z is a non-deterministic merge of x
and y, that is z is a permutation of xy such that the occurrence order in z (resp.
y) of the elements of x (resp. y) is preserved in z; its extension mrgi_; T; 2 ton
sequences is defined in the obvious way.
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Definition 1 (Sequential Automata). A sequential automaton A is a 4-tuple
(04,8%,Aa,04) where o4 is a finite set of states with s € o4 the initial state,
A4 1$ a finite set of transition labels and d4 C 04 X Aa X 04 is the transition
relation.

The labels in A4 have a particular structure as we briefly mentioned above and
we shall discuss later in more detail. Moreover, we assume that all transitions
are uniquely identifiable. This can be easily achieved by just assigning them
arbitrary unique names, as we shall do throughout this paper. For sequential
automaton A let functions SRC, TGT : 04 — o4 be defined as SRC(s,1,s') = s
and TGT(s,l,s') = s'. Let N be a set of (queue) names. HAs are defined as
follows:

Definition 2 (Hierarchical Automata). A HA H is a 3-tuple (F, E, p) where
F is a finite set of sequential automata with mutually disjoint sets of states, i.e.
VA1,As € F. 04, Noa, =0 and E is a finite set of events, with E C N; the
refinement function p : Jyepoa — 25 imposes a tree structure to F, i.e. (i)
there exists a unique root automaton A,eor € F such that Aroor € Jrng p, (%)
every non-root automaton has exactly one ancestor state: | Jrng p = F\{Aroot}
and YA € F\ {Avoor}. 315 € Unep\ay0ar- A € (p s) and (iii) there are no
cycles: VS CJyepoa-Is€ 55N UAEPS oa=0.

We say that a state s for which p s = () holds is a basic state. From the above
definition the reader can see that the only type of events we deal with are queue
names, as mentioned above. Every sequential automaton A € F' characterizes
a HA in its turn: intuitively, such a HA is composed by all those sequential
automata which lay below A, including A itself, and has a refinement function
pa which is a restriction of p:

Definition 3. For A € F the automata, states and transitions under A are

defined respectively as A A 2 {4} u (U (A A)),S A =
we(U.c, 0a0)

A
UA/GAAO—A/, andTA = UA/EAAéAI
The definition of sub-hierarchical automaton follows:

Definition 4 (Sub-Hierarchical Automata). For A € F, (Fa, FE,pa), where
Fy = (A A), and pa 2 p|(s A), is the HA characterized by A.

In the sequel for A € F we shall refer to A both as a sequential automaton
and as the sub-hierarchical automaton of H it characterizes, the role being clear
from the context. H will be identified with A,,.;. Sequential Automata will be
considered a degenerate case of HAs. uCharts are defined as follows:

Definition 5 (uChart). A pChart is a tuple (E, Hy, ..., Hy) where (i) E C N,
(ii) H; = (Fj, E,pj) is a HA for j =1...k and (i) S H;NS H; =0 fori # j.

The complete formal semantics for pCharts can be found in [4]. A pChart is
mapped into a LTS. Each state of such LTS is a tuple of configuration-queue
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pairs; each pair records the current configuration and the current input queue
of a distinct HA in the pChart. The transition relation of the LTS is defined
by means of a derivation system composed by four rules. One of them, the top
rule, defines the transition relation and uses in turn an auxiliary relation defined
by the three remaining rules, the so called core semantics. In the next sections
we shall deal with the semantics of the extension of uCharts we propose. Before
proceeding with the semantics definitions we need a few more concepts:

Definition 6 (Configurations). A configuration of HA H = (F, E, p) is a set
C C (S H) such that (i) 318 € o4 s€C and (i) Vs,A. seCNAE€ps=
418" €o4.58 €C

root *

A configuration denotes a global state of a HA, composed of local states of
component sequential automata. For A € F' the set of all configurations of A is
denoted by Conf 4. In the extension we propose we will deal with queue name
variables. Thus we assume a universe V of such variables, with N NV = ). We
also need communication packets; a packet is a pair (destination, message-body).

The set P of packets is defined as P 2 N x N, that is message bodies can be

only queue names. Due to the presence of variables we need also packet terms

and stores. The set Pt of packet terms is defined as Pt 2 (NUV) x (NUV).

Stores are defined as follows:

Definition 7 (Stores). A store 3 is a partial function 8 :V — N. As usual
B v =1 means that v is not bound by B to any value, namely B is undefined
on v. We let 1L be the function such that 1L v = L for all v € V. For store

B we let B denote its extension to names and packet terms, in the usual way:

B q 4 q, if g€ N, B E Bu, if veV, and 3 (d,b) 2 (B d.Bb). For

v €V and ¢ € N the unit store [v — q] is the function such that [v — gV’ =
q, if v = v, and [v— gV’ 2 L, if v # v. Finally, for stores 81 and B2 we
let store B1 < B2 be the function such that (81 < [2) v 2 Bav, if fov# L and
(BraB)v 2 Bro, if frv=L.

In the following, we shall often consider stores as sets of pairs and compose them
using set-union, when the domains of the component functions are mutually
disjoint. While in classical statecharts the environment is modelled by a set,
in the official definition of UMLSCs the particular nature of the environment
is not specified. Actually it is stated to be a queue, the input queue, but the
management policy of such a queue is not defined. We choose mot to fix any
particular semantics such as a set, or a multi-set or a FIFO queue etc., but
to model the input queue in a policy-independent way, freely using a notion of
abstract data types. In the following we assume that for set D, ©p denotes the
set of all structures of a certain kind (like FIFO queues, or multi-sets, or sets) over
D and we assume to have basic operations for inserting and removing elements
from such structures. Among such operations, the predicate (Sel D d D’) which
states that D’ is the structure resulting from selecting d from D, is of particular
importance in the context of the present paper. Of course, the selection policy
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depends on the choice for the particular semantics. In the present paper we
assume that if D is the empty structure, nil then (Sel D d D’) is false for
all d and D’. In the sequel we shall often speak of the input queue or simply
queue meaning by that a structure in @p, for proper D, and abstracting from
its particular semantics.

3 pCharts with Explicit Dynamic Channels

In this section we describe our mobility extension of uCharts. As before, a system
is modeled by a fixed collection of UMLSCs (actually HAs), but now each HA
can be associated to several input-queues. The association is specified by explicit
reference, in any transition of the HA, to the input queue from which the trigger
event of that transition is to be selected. The association is dynamic since, besides
queue names, uniquely associated to distinct queues, queue name variables can
be used as well. Consequently we have to re-define the labels of the transitions
of HAs. Let H = (F, E, p) be a HA of a uChart S. The label [ of transition ¢ =
(s,1,8") € 54, for A € F, is the tuple (SR ,IQ t,EV t,G t,DQ t,AC t,TD t).
The meaning of SR ¢t,G t and T'D t is the same as briefly discussed in Sect.
2. The specification of the queue from which the trigger event EV t should be
selected is given by the input-queue component of the label, IQ ¢. In the present
paper, for the sake of simplicity, the only kind of actions a HA can perform
when firing a transition is the sending of an event to a queue. Consequently,
on the output side, the specification of the destination queue D@ t is added
to that of the output event AC t. At the concrete syntax level, the label of a
transition ¢t of a UMLSC will have the form ¢?e/q’le’ where IQ t = ¢, EV t = e,
DQt=¢q and AC t = ¢ *. As we said above the only values we are dealing
with are queue-names® and we allow the use of variables in order to express
dynamic addresses. Consequently the trigger event, the input-queue, the output
event and the destination queue can be queue-names or queue-name variables,
ie. EV t,1Q t,DQt, AC t € EUYV. Furthermore, the above assumptions imply
that there is a pool of “shared” queues through which the HAs communicate.
We call such a pool a multi-queue and a collection of HAs communicating via a
multi-queue is called a puChart. Multi-queues are an extension of input-queues.
We need to redefine the selection relation and multi-queue extension. We do this
informally as follows: Sel £ q e £ holds iff e is the element selected from queue
(named) ¢ of multi-queue £ and £’ is the multi-queue resulting from deleting e
from queue (named) g of £. We let £[(q, €)] denote the multi-queue equal to &
except that on queue (named) g of € element e is inserted, where (¢, e) € P; for

U € P*, EIU] is defined in the obvious way: E[(¢1,¢€1), (g2,€2),- -, (gn,€n)] 2
(E[(q1,e1)D(g2,€2), -, (gn,en)] where E[€] 2 ¢

4 Notice that in this paper we use a syntax for event sending (namely exclamation
mark) which is slightly different from the standard syntax for method calling (namely
a dot). This is only for symmetry with our notation for input (namely question mark)
and for our deliberate focusing on semantical more than syntactical issues.

5 This is a similar situation as in the 7 — calculus [11], although in a completely
different context.
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The Operational Semantics of duChart S = (E, Hy,... Hg) is a transition sys-
tem. Each global state is a tuple (£, Locy, ..., Locg). £ is the current value of
multi-queue and Loc; is the current status of HA H;. The status Loc; of a com-
ponent HA Hj is a pair (C;, 3;) where C; is the current configuration of H; and
B3; is the current store of H;. Each transition corresponds to a step of one compo-
nent HA H;. We recall here that in pCharts, being each HA uniquely associated
to a distinct queue, the hypothetical scheduler associated to the semantics of
state machines in [12] is only left with the job of (i) choosing a HA to execute a
step and (ii) selecting an event in the input queue of the selected HA to feed into
its state machine in order to perform such a step. Notice that the scheduler is
somehow “blind” in this job w.r.t. the event: it chooses and de-queues an event
regardless of whether such an event will be actually used by the state machine,
i.e. there are transitions which are enabled by the event. If this is not the case,
the state machine stutters and the event is lost (or, at most, deferred®). In the
case of duCharts there is no longer a single input queue associated to each HA,
but the multi-queue. Thus, in duCharts the scheduler must also select the par-
ticular input queue from which the event is to be selected. We shall deal with
input queue selection in Sect.3.2, where we define the top rule(s) of the deriva-
tion system for the transition relation. Since such a derivation system exploits
some properties of the core semantics on which it is based, we prefer to first
define, in Sect. 3.1, the core semantics which is obviously parametric w.r.t. the
selected queue.

3.1 Core Semantics

The core semantics is given in Fig.2 and has the same structure as that for

pCharts. Tt defines the relation A 1 P = (C,8) %Y, (C’,#) which models
the step-transitions of HA A, and L is the set containing the transitions of
A which are fired. In such a relation P is a set of transitions. It represents a
constraint on each of the transitions fired in the step, namely that it must not
be the case that there is a transition in P with a higher priority. So, informally,

AT P (C75)(qi)/>uL (C',3") should be read as “A, on configuration and store
(C, ), with input event e from queue ¢ can fire the transitions in the set L
moving to configuration and store (C’, 3’), producing output U, when required
to fire transitions with priorities not smaller than that of any transition in P”.
Set P will be used to record the transitions a certain automaton can do when
considering its sub-automata. More specifically, for sequential automaton A, P
will accumulate all transitions which are enabled in the ancestors of A. The Core
Semantics definition uses functions LE4 and E4. For HA A, LE4 C 5 q e is the
set {t €4 | {(SRCt)}U(SRt)C CABIQt) = gAMATCH e (EV t)A(C, 3, e) k=
(G t)} i.e. the set of those transitions in d 4, i.e. local to the root of A, which are
enabled in the current configuration C, store 8 with input event e from input

queue ¢. Function MATCH is defined as follows: MATCH e x = (xeVVze=e).

5 We do not deal with deferred events in our current work.
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Progress Rule Stuttering Rule
teLEaCpBqe {s}=CnNoa
B =if (EVt)eVthen [(EV t)—e]else L pas=10
At e PUEAC B qe. it C ot VteLEaC Bqe I € P. 7wt Cnt’

9 /(DQ t,AC , o) /e
At P (C,p) @B (DsT ) AP (€ B) Y ({5}, 1)
Composition Rule

{s}=Cnoa
pAS:{Ala"WAn}?é@
n (a.¢)/U; "
N A5t PULEAC B e (€) 501, (C1.)) A mrgy s U

U};l L; = (i)) = (VteLEACBqe. It € P.wt C wt')
AP " L (U ¢ UL )

=1

Fig. 2. Core operational semantics rules for juCharts.

We skip the details of guard evaluation in this paper for lack of space. Function
EA extends LE4 in order to cover all the transitions of A including those of

sub-automata of A, i.e. E4 C B g e = UA’E(A A) LE4 C B q e. In the Core
Semantics, the Progress Rule establishes that if there is a transition of A enabled
and the priority of such a transition is “high enough” then the transition fires
and a new status is reached accordingly. The store generated contains only the
information related to the possible binding of EV ¢, when the latter is a variable.
The global store of the HA which A belongs to will be extended properly by
the top-level rules (see below). Notice that the destination (D@ t) and the
message body (AC t) are dealt with in a symbolic way at the Core Semantics
level. They will be evaluated by the Global Progress Rule. The reason why the
variable evaluation cannot be performed by the core semantics should be clear:
a variable used in the output action of a transition ¢ of a parallel component,
say A of a HA might be bound by another parallel component of the same HA.
So the correct store to be used for (DQ t, AC t) pairs is not available when
applying the Progress Rule to A 7. For transition ¢, DST t is defined as the set
{s|3s" € (TD t). (TGT t) X s < §'}. Intuitively DST t comprises all states
which are below (T'GT t) in the state-hierarchy down to those in (T'D t). The
state preorder = is formally defined e.g. in [4]. The Composition Rule stipulates
how automaton A delegates the execution of transitions to its sub-automata and
these transitions are propagated upwards. Notice that for all v, 4, j, 8; v # L and
B; v # L implies 8; v = §; v = e. Finally, if there is no transition of A enabled
with “high enough” priority and moreover no sub-automata exist to which the
execution of transitions can be delegated, then A has to “stutter”, as enforced
by the Stuttering Rule. The following theorem links our semantics to the general
requirements set by the official semantics of UML:

" In [9] a “late” binding semantics is also provided where the destination and message
body are evaluated using the current store.



208 Diego Latella and Mieke Massink

Theorem 1. Given HA H = (F, E, p) element of a dpuChart, for all A € F,e €

E,L,C,03,q,U the following holds: AT P :: (C,B)(qﬂuL(C’,ﬂ’) for some C', 3
iff L is a mazimal set, under set inclusion, which satisfies all the following prop-
erties: (i) L is conflict-free, i.e. Vt,t' € L. —t#t'; (ii) all transitions in L are
enabled in the current status, i.e. L C Eq C B q e ; (iti) there is no transition
outside L which is enabled in the current status and which has higher priority
than a transition in L, i.e. YVt € L. At' € Ex C B q e. wt C wt'; and (iv) all
transitions in L respect P, i.e. ¥Vt € L. At' € P. nt C wt’.

Proof. The proof can be carried out in a similar way as for the main theorem of
[4], by structural induction for the direct implication and by derivation induction
for the reverse implication.

3.2 Input Queue Selection

The selection from the multi-queue is tightly connected to the possibility of
generating unwanted extra-stuttering. For generating a step of a HA H starting
from configuration C and multi-queue &, we consider only those queues in £ which
are relevant in C; ¢ is relevant in C if there is a transition the source of which
is contained in C and the label of which uses ¢ as input queue. No stuttering
of a HA H in C and multi-queue £ should be allowed which is caused by the
selection of a (relevant) queue ¢ of £ and an event dequeued from it for which
no transition is enabled while there is another (relevant) queue ¢’ of £ and/or
another event such that a transition could be enabled. Thus we allow stuttering
only on relevant queues and only if there is no transition enabled. Notice that a
stuttering step modifies the multi-queue in a way which depends on the selected
queue. The set LR 4 C 3 of local relevant and the set R4 C 3 of the relevant queues
of A€ H = (F,E,p) are defined respectively as {qg € F | 3t € d4. (SRC t) €
CABUIQt) = q} and Uy g a)LRar C B. For A € F of HA H = (F,E, p),
C € Confy, store 8, multiqueue € on E, the set PE4 C 8 & of Potentially
Enabled Transitions of A, on configuration C, store 8 and multi-queue £ is the
set {t €T A|IgeRAC pBec E.SelEqge& Nt €EgC B qe}. Obviously,
the fact that a transition ¢ € PE4 C § £ will actually be enabled depends on
the choice of the particular relevant queue ¢ and the selection of the particular
event e from ¢. The following lemmas relate stuttering with the set of potentially
enabled transitions and with the resulting configurations and stores. They will
be useful for a better understanding of the top-level rules of the definition of
the transition relation. Lemma 1 states that if there is no potentially enabled
transition - in a given configuration, store and multi-queue - then every step
from that configuration and store involving any relevant queue and any selected
event is a stuttering step. Vice-versa, if from a given configuration, store and
multi-queue only stuttering steps are possible, whatever choice is done for the
queue and the input event, then there are no potentially enabled transitions.
The lemma easily follows from from Lemma 3 in [9]. Lemma 2 guarantees that
stuttering does not change the store and the configuration. Its proof is similar
that of Lemma A.1 (ii) in [8].
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Lemma 1.

ForallH = (F,E,p),C € Confy, store 3,E multiqueue on E the following holds:
(i) for all g,e € E,&" multiqueue on E: if PEy C 3 E =0 and g € Ry C B3, and
Sel Eqe & and H 10 (C,ﬁ)(qi)/)uL(C’,B') for some C', 3", L, then L = ();
(i) if for all q,e € E,&" multiqueue on E such that Sel £ qe &', C', 3 we have

H10:: (C,ﬁ)(qi)/)u@(cl,ﬂ’) then we also have PEAC B E =10
Lemma 2.

ForallH = (F,E,p),C € Confy, store 3,q,e € Eif H1 0 :: (C,ﬂ)(qﬂM@(C’,ﬁ’)
then C' =C and 5’ = 1L.

Global Progress rule Global Stuttering rule

q € Ru; C; B (1) ¢ €Ru; C; B (1)

SelEqel’ (2) SelEqel’ (2)
) o a (@8 /U /o PERC; 3, £E=10 (3)

Hi 1t0::(Cj,8) — "r,;(C;, 5; 3 H ~j

LJ]#@ ( ! ]) . ( ! J) 54; (5, (Clvﬁl)v 0y (61751)7 ) (Ckaﬁk)) —

— & (C1,61),..,(Cj,B), .., (Ck,
uj/ = map (ﬁ] 45;) uj (5) ( ( 1 /81) ( J ﬂ]) ( k ﬂk))

(87 (Clvﬂl)v ) (ijﬁj)7 o0y (Ck7/8k)) —
(6/[2/{],]7 (61751)7 L] (Csvﬂj qﬁ;% L] (Ckvﬁk))

Fig. 3. 6uCharts Transition Relation definition.

The definition of the transition relation for juCharts is given in Fig. 3. It
is composed of two top-level rules. The Global Progress rule produces all non-
stuttering steps (premise (4)). Notice that only relevant queues are considered
(premise (1)); in fact non relevant queues would generate (undesired) stuttering,
as can be derived from the definitions. As usual, higher order function map
applied on function § and sequence U/ returns the sequence obtained by applying
(3 to each and every element of U (premise (5)). The Global Stuttering rule takes
care of stuttering. When there are no potentially enabled transitions (premise
(3)), from Lemma 1 (i) we know that only stuttering can occur; moreover, from
(ii) of the same lemma we know that any stuttering situation will require that
no transition is potentially enabled. Notice that also in this rule we restrict to
relevant queues (premise (1)): we restrict to those stuttering steps which involve
relevant queues. Should we have chosen a queue which is not relevant, we would
have ended up with a step leading to a multi-queue where an element of such
a non relevant queue (premise (2)) would have been removed. We consider this
undesired behaviour (a too much blind scheduler!). Finally, the choice of different
relevant queues produces different stuttering steps, due to different multi-queues
in the next global state (premise (2) and consequent); on the other hand, all
configurations and store remain unchanged, including those of the HA which
generated the stuttering step (Lemma 2).
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4 Example: The Hand-Over Protocol

In this section we model the Hand-over protocol for mobile phones as described
in [3]. The example scenario consists of a mobile station, a switching center
and two base stations. The mobile station is mounted in a car moving through
two different geographical areas (cells) and provides services to an end user;
the switching center is the controller of the radio communications within the
whole area composed by the two cells; the two base stations, one for each cell,
are the interfaces between the switching center and the mobile station. The
switching center receives messages addressed to the car (user) from the external
environment and forwards them to the base station of the cell where the car
currently resides. The base station of such cell forwards these messages to the car
which presents them to the user. The communication between the base station
and the car takes place via a private data channel shared with the car while
the latter is in the related cell. As soon as the switching center is signalled of
the fact that the car is leaving the current cell and entering the other one, it
sends the base station of the current cell the control information necessary to
the car in order to get connected to the base station of the other cell. The base
station of the current cell forwards this information to the car using a private
control channel shared with the car while the latter is in the related cell. The
above mentioned information consists of the references to the data channel and
the control channel of the other base station. Finally the current base station
acknowledges the switching center and waits idle to be resumed by the latter.
Once the car received the control information mentioned above, it uses it for
getting messages from the other cell. Once the switching center received the
acknowledgement from the base station of the current cell it wakes up the other
one. At this point the flow of messages from the external environment to the
car (user) continues, but using the base station of the other cell. The complete
dpChart of the protocol is given in Fig. 4. We use the convention of writing
queue names in upper-case characters, while variables are written in lower-case
characters®. We abstract from the user, which we actually consider part of the
environment; so, the messages received by the car are actually sent out/back to
the environment. Moreover, we abstract from the real content of the messages; we
use a single value MSG for representing any message. We also abstract from the
details by which the switching center is notified that the car moved from one cell
to the other; we model this situation in the environment using non-determinism.
Finally we assume that initially the car resides in the cell associated to the
first base station. The elements of the multi-queue are assumed to be FIFO
queues. The alphabet of the duChart is the set of all queue names appearing
in the Statecharts in the figure. The only name which does not correspond to
a queue in the multi-queue is obviously MSG. Initially, all queues are empty

8 Notice that in the example we use a slight extension of the notation presented in Sect.
3 consisting in letting transitions be labeled by a sequence of output actions instead
of a single destinationlevent pair. Such extension does not affect the semantics at a
conceptual level, but helps very much in writing concise and effective specifications.
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BASE1 ENVIRONMENT
TC1?msg/TB1!msg OUT?MSG/IN'MSG

¢ . XE?XE/INIMSG g
3

OUT?MSG/CNG!CNG

BASE2
TC27msg/TB2!msg

G1?USB1!t G2?/SB2!t

GI12¢/(SB1!t;AK1!AK1)

IN?msg/TC1!msg SWITCH
CNG?CNG/(G1!TB2;G1!SB2)

AK2?AK2/A1!AL AKI?AK1/A2!A2

CNG?CNG/(G2!TB1;G2!SB1) (~
IN?msg/TC2!msg

swc?swe/nil

Fig. 4. The Hand-over Protocol duChart.

except INIT_C and XE, containing the values, <TB1:SB1> (TB1 at the top)
and <XE> respectively. The ENVIRONMENT initially sends a message to the
SWITCH via queue IN. Subsequently, on receiving a message from queue OUT,
it may non-deterministically send the next message via queue IN or send the
indication (CNG) that the car moved to the other cell, via queue CNG. Notice
that activation of ENVIRONMENT is done via auxiliary queue/event XE. The
switching center, modeled by SWITCH, in its initial state (1) is ready to receive
either messages from queue IN or the information that the base station to which
the car is connected must be changed (message CNG from queue CNG). Upon
receiving a CNG indication in state (1) the SWITCH sends to BASE1 via queue
G1 the data (TB2) and control (SB2) channels of BASE2, moving to state (2).
Upon receiving a message from queue IN in state (1) the SWITCH forwards the
message, bound to variable msg, to BASE1, via queue TC1, moving back to state
(1). This message-forwarding loop goes on until/unless a CNG event arrives. In
state (2) SWITCH waits for the ack AK1 from BASE1 via queue AK1, and after
that it sends the wakeup event A2 via queue A2 to BASE2 and moves to state
(3), which is symmetric to state (1). State (4) is symmetric to (2) with BASE1
and BASE2 swapped. The specification of the base stations, BASE1 and BASE2
should be self-explanatory. Also the specification of the CAR should be easy to
understand. Notice that the current data channel is stored in variable tlk while
the current control channel is kept in swe.

5 Conclusions

In this paper we presented an extension of pCharts as a first step towards model-
ing mobility issues. In particular we addressed issues concerning device mobility,
which imply the ability to dynamically change the system interconnection struc-
ture, by “opening” and “closing” connections (mobile computing [1]).

There are important features of mobile systems that cannot be expressed
easily using only an asymmetric style of communication. Thus, our extension
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consists in letting the trigger event specification of transition labels be equipped
with the explicit reference to the queue from which the event should be taken.
Such a reference can also be a queue name variable, thus allowing dynamicity in
the choice. A formal semantics definition has been given for the extension using
deductive techniques, and some correctness results concerning requirements put
by the official UML semantics have been shown. As an example of use of the
new notation a specification of the Hand-over protocol has been provided.

It is worth pointing out that our (core) semantics definition is a slight ex-
tension of the definition we proposed in [7]. In particular it preserves its hierar-
chical/recursive nature. We have used the latter definition (or minor extension
thereof) for covering several aspects of UMLSCs, like stochastic ones, model-
checking, and formal testing. This proves the hight modularity and flexibility of
our approach. Moreover, the use of recursive definitions on hierarchical struc-
tures greatly simplified the proofs of the properties of interest.

We plan to define a mapping from JuCharts to PROMELA for efficient
model-checking with SPIN [5]. Such work will be based on similar work we
have already successfully done for pCharts [6]. The PROMELA translator for
pCharts is currently being implemented by Intecs Sistemi s.r.l. in the context of
the project PRIDE funded by the Italian Space Agency. Another line of research
which we are currently investigating is to further extend our model with local-
ities in order to explicitly model dynamic code creation/removal and mobility
as migration in the sense of mobile computations [1]. Finally, there are several
features of UMLSCs which we did not address in the present paper but which
can be added to our model. Object features are already dealt with in the above
mentioned work on UML with localities and data/variables are already incorpo-
rated in the context of PRIDE. Exit/entry events can be dealt with as in [15].
Deferred events can be incorporated by extending the selection predicate Sel.
History states can be modeled by a proper re-definition of function DST and
the use of stores.
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Abstract. In a previous paper, we defined TURTLE, a Timed UML and RT-
LOTOS Environment which includes a real-time UML profile with a formal
semantics given in terms of translation to RT-LOTOS, and a model validation
approach based on the RTL toolset. This paper presents an enhanced TURTLE
with new composition operators (Invocation, Periodic, Suspend | Resume) and
suspendable temporal operators which makes it possible to model scheduling
constraints of real-time systems. The proposed extension is formalized in terms
of translation to native TURTLE. Thus, we preserve the possibility to use RTL
to check a real-time system model against logical and timing errors. A case
study illustrates the use of the new operators.

1 Introduction

The Unified Modeling Language provides a general purpose notation for software
system description and documentation. The fathers of the OMG standard [7] expected
UML to evolve and to be specialized for specific classes of systems. Therefore, they
introduced the concept of profile! to specialize the UML meta-model into a specific
meta-model dedicated to a given application domain [10].

Further, several lobbyists at OMG have worked on a profile for real-time systems,
published in early 2002 [8] and on the next version of UML, UML 2.0, an enhanced
UML with real-time oriented features [12]. Although UML 2.0 opens promising ave-
nues for real-time system modeling, the draft document [12] does not provide en-
hanced UML with a methodology or a formal semantics. Also, the expression power

' A profile may contain selected elements of the reference meta-model, extension mechanisms,
a description of the profile semantics, additional notations, and rules for model translation,
validation, and presentation.

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 214-228, 2003.
© IFIP International Federation for Information Processing 2003
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of UML 2.0 in terms of real-time constraints modeling remains limited and compares
to the one offered by SDL language [11].

UML’s limitations in terms of real-time system design [10] have also stimulated
research work on joint use of UML and formal methods. In [1], we defined TURTLE
(Timed UML and RT-LOTOS Environment), a real-time UML profile with a formal
semantics expressed in RT-LOTOS [4] and a model validation tool (RTL [9]).
TURTLE addresses the structure and behavioral description of real-time systems. A
TURTLE class diagram structures a system in so-called “Tclasses”. A Tclass behav-
ior is described with an activity diagram enhanced with synchronization and temporal
operators a la RT-LOTOS. Also, unlike UML 1.4, associations between Tclasses are
not used for documentation purpose, but are attributed with a composition operator
that gives them a precise semantics. The core of what we call “native TURTLE” in-
cludes four composition operators (Sequence, Parallel and Synchro, and Preemption).
If these four operators enable description of various systems [2] [5], their application
to complex mechanisms such as task scheduling remains fastidious. The designer’s
burden is important since he or she must describe the details of mechanisms that
might advantageously be modeled by high-level and “compact” operators. Suspend-
ing tasks is an example of such mechanisms commonly used in real-time systems.

The purpose of this paper is to define new high-level operators whose semantics is
given in terms of native TURTLE: Invocation, Periodic and Suspend | Resume,. In-
vocation can be compared to a method call, but applies to inter-task and rendezvous
communications through so-called “gates.” Periodic and Suspend /| Resume are used
to model task scheduling.

The paper is organized as follows. Section 2 presents native TURTLE. Sections 3,
4 and 5 introduce the Invocation, Periodic, and Suspend / Resume operators, respec-
tively. Section 6 illustrates the use of these operators. Section 7 concludes the paper.

2 The TURTLE Profile

2.1 Methodology

The purpose of the TURTLE profile is not to support the entire development of real-
time systems. The goal remains “a priori validation” or, in other words, the possibility
for a system designer to check a model against errors before the coding phase begins.
Fig. 1 depicts an incremental life cycle where a priori validation follows the design
and specification phases. A system specification is expressed as a combination of use-
case and sequence diagrams. The purpose of the design phase is to produce a class
diagram describing the structure of the system under design. The internal behaviors of
active classes are modeled by means of activity diagrams. At last, class activity dia-
grams are combined together and then translated to a RT-LOTOS specification using
the algorithms published in [5]. The so-obtained RT-LOTOS specification can be
validated using RTL [4]. Also, a correspondence table between actions on the reach-
ability graph and the TURTLE actions is built during the translation process [5].
Thus, system analysis may be done without any knowledge of RT-LOTOS.
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(1) Specification % ng% + %I__r'
Use cases Sequence diagrams
3) (system environment) (service scenarios)

2) < (2) Design g + :,2§

Class Diagram Activity Diagram
(1) (architecture) (behavior)

(3) Validation Reachability graph
k (logical and timing error
detection)

Fig. 1. TURTLE-based life cycle

2.2 Extended Class Diagram

A TURTLE class diagram is made of “normal” classes and stereotyped ones that we
call Tclass. A Tclass is pictorially identified by a “turtle” icon located in the upper
right corner of the Tclass symbol. Two Tclasses can synchronize with each other and
exchange data using so-called “gates” (Fig. 2a). TURTLE introduces the InGate and
OutGate abstract types to distinguish between input and output gates, respectively.
The profile enables precise description of synchronization and parallelism relations
between Tclasses. An association between two Tclasses must be attributed with the
associative class of a composition operator. Operators available with native TURTLE
are Sequence, Parallel (Fig. 2b), Synchro, and Preemption. The first three operators
make it possible to express tasks that execute in sequence, tasks that run in parallel
without communicating and task that synchronize? on gates. Preemption gives a task
the possibility to interrupt another task forever.

Tclass Id < Parallel iy } Composition
Attributes operator
Gates (Gate, InGate, OutGate) ,—l *Associaﬁon
Methods T 4 T2 i
Behavioral description

(a) (b)

Fig. 2. Structure of a Tclass (a) and composition between two Tclass (b)

TURTLE extends UML activity diagrams to describe synchronized data sending
and receiving, fixed (deterministic) delay, variable (non-deterministic) delay, time-
limited offer, and time capture. Fig. 3 depicts the symbols associated with these op-
erators (AD stands for Activity Diagram, the activity sub-diagram following the con-
sidered operator). The @ operator stores the amount of time elapsed between the
offer of an action and its execution.

2 Synchro must be accompanied by an OCL formula to express “connections” between the
gates involved in the synchronization (E.g.{T1.g1 =T2.g2}).



New Operators for the TURTLE Real-Time UML Profile 217

AD AD1 AD2 A D
Synchronization Deterministic Non-deterministic =~ Time-limited Time cap-
ong delay delay offer ture

Fig. 3. New symbols for activity diagrams

3 Invocation Operator
3.1 Principle

Method call is a fundamental feature of object-oriented languages and of UML class
diagrams in particular. With native TURTLE, the modeling of method call requires
the use of two Synchro operators. Moreover, the activity diagram of the two Tclasses
involved in the two synchronizations must check for the validity of data exchange
performed during that synchronization. For example, when returning from a method
call, data should be exchanged only from the callee to the caller. Such complexity
leads us to introduce a novel operator —called Invocation — which makes it possible
for a Tclass to insert the activity of another Tclass in its execution flows. Invocation
differs from Synchro since the latter characterizes synchronization between two sepa-
rate execution flows.

T1 (invoker) Q,

+ gl : Gate

T2 (invoked) “_-.

+g2: Gate

/ﬁm {T.gl =12.g2} ' cr('fh‘if\'\“

=

Fig. 4. Association attributed with an Invocation operator

Fig. 4 depicts an Invocation associative class. The class is attached to an associa-
tion starting at Tclass T1 (Invoker) to heading to Tclass T2 (Invoked). Then, we say
that T2 can be invoked by T1. Like synchronization, an invocation involves one gate
in each class it concerns. Let us call gl and g2 two gates of T1 and T2, respectively.
Let us assume the OCL formula {T1.gl = T2.g2} is attached to the relation. Then,
when T1 performs a call on g1, T1 must wait for T2 to perform a call on g2. When T2
performs the expected call, data can only be exchanged from T1 to T2, following the
direction indicated by the arrow. In other words, parameters can be passed from T1 to
T2. T1 is blocked until T2 performs a new call on g2. Call return values and other
data can be passed from T2 to T1. Finally, controlled data exchange makes the Invo-
cation operator far more complex that the use of two basic synchronization operators.
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3.2 Example

Fig. 5 depicts a browsing system model. It contains an Invocation between a
BrowserWindow and a communication network Comm, playing Invoker and Invoked
roles, respectively. The values passed by Invoker are prefixed by “!”. The return value
expected by Invoker is prefixed by “?”.

BrowserWindow *; Comm SR

+ getpage : Gate
*—

Qm-n'w'r_\' 5 !
- { Browser.getpage =
Comm.request }

‘ + request : Gate

request ?port Furl

(getpage Iport lurl ?dcﬂaj
g activity
= .\_\ JI\_ o
f!r':fl'it)‘ request /data

A

Fig. 5. Use of an Invocation operator in a browsing system

3.3 Translation to Native TURTLE

Let us consider a TURTLE modeling whose class diagram contains an Invocation
operator. The translation of this modeling to native TURTLE requires modifications
at class and activity diagrams level (Fig. 6).

Class Diagram. The Invocation operator is substituted with a Synchro operator which
uses the same synchronization gate as the Invocation operator.

Activity Diagram. Let us consider Invoker, the Tclass at the origin of the navigation
arrow. The call on the gate related with Invocation is replaced by two synchronization
calls. First synchronization includes a data offer (“!” prefix) which corresponds to a
parameter passing in a method call. Second synchronization consists in waiting for
return values (variable prefixed by “?”). The diagram of the Invoked class is not
modified.

4 Periodic

4.1 Principle

The native TURTLE profile lacks a high-level operator for the description of periodic
tasks. Usually, a periodic task executes its main activity in a timely and regular basis.
But we propose to introduce a more powerful Periodic composition operator. Indeed,
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Periodic makes it possible to specify that a Tclass T2 starts ¢ units of time after an-
other Tclass T1 has started. Also, a Periodic operator attached to an association link-

ing a Tclass to itself describes a “periodic class” i.e. a class whose main activity is
periodically started.

LE 2

BrowserWindow <l Comm

+ age : Gate e + request : Gate

gepoge Il
-

b activiry

{ Browser.getpage =
Comm.request }

request ?port Furl
7
\ activiey

-

request !data

getpage !port lurl

Fig. 6. Translating an Invocation into native TURTLE

4.2 Example

Let us consider a Periodic associative class attached to an association directed from a
Tclass T1 to a Tclass T2 (Fig. 7). T2 is activated 100 units of time after T1’s comple-
tion (cf. the keyword “period” in the OCL formula). The keyword “deadline” speci-
fies a maximal execution time for T2. Note that “deadline” is optional. Also, T3 is a
periodic class i.e. its activity is started every 100 time units and each activity must
have completed within 50 time units.

T R [rocacgm] |2 @ B

Periodic il

{ period = 100,

1

{ period = 100,
deadline = 50 }

activity

activity

deadline =50}

Fig. 7. Association attributed by a Periodic operator

4.3 Translation to Native TURTLE

Be two Tclasses T1 and T2 linked by an association attributed with a Periodic opera-
tor. This association is characterized by a navigation arrow from T1 to T2. The pro-
posed translation algorithm inserts a new Tclass named Deferment between T1 and
T2, and two composition operators: one Parallel operator between T1 and Deferment
and one Sequence operator between Deferment and T2. The value of the delay opera-
tor in Deferment’s activity diagram is equal to the value of the “period” keyword in
the original diagram. Also, T2 execution time should not exceed the “deadline” value
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if the latter is specified. If so, a non-intrusive observer is added to the diagram (see
the Tclass Observer on Fig. 8). Thus, if T2’s execution time goes beyond the value
specified by “deadline” keyword, then the observer preempts T2 and performs a syn-
chronization on gate error. The occurrence of that synchronization is easy to point out
at verification step. Indeed, “error” appears as a transition label in the reachability
graph of the RT-LOTOS code derived from the TURTLE model.

[Freemoton @] [opsorver 400

: Deferment | | 2 |

@ I deadline
A
£3
O,

N 4

~
(oo =
PN

%quenca*

Fig. 8. Translating the Periodic operator into native TURTLE

5 Suspend/Resume

5.1 Principle

The native TURTLE profile defined in [1] includes a Preemption operator which
allows a Tclass T1 to abruptly interrupt a Tclass T2 without any possibility for T2 to
keep track of its activity and resume later on. Thus, TURTLE lacks a high-level op-
erator to express the possibility for a Tclass to be suspended and subsequently re-
sumed. The Suspend?® operator introduced in this section answers that need.

Fig. 9 depicts a Suspend associative class attached to an association directed from a
Tclass T1 (Suspender) to a Tclass T2 (Suspended). T2 can be suspended and reacti-
vated by T1. Both operations require a call on gate s (s appears in the OCL formula
associated with the relation from T1 to T2). When T1 performs a call on s, T2’s activ-
ity is suspended. Then, the next call on s performed by T1 resumes T2. T1 can sus-
pend and resume T2 as many times as needed.

5.2 Example

TaskManager (see Fig. 10) implements a basic scheduler which switches TaskA and
TaskB, two tasks sharing a same processor resource. Indeed, TaskManager can sus-
pend (or resume) TaskA and TaskB using gates SwitchA and SwitchB, respectively.

3 Suspend is an abbreviation for Suspend/Resume.
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When the application starts, both tasks are in the active state. But they are immedi-
ately suspended by TaskManager (cf. the calls on SwitchA and SwitchB at the begin-
ning of TaskManager’s activity diagram). Then, TaskA and TaskB are activated one
after the other during a quantum of time. The attribute quantumA (resp. quantumB)
denotes the quantum of time allocated to TaskA (resp. TaskB).

T1 (suspender) ‘ 12 (suspended) ‘
I

+5: Gate +5: Gate

1
1
1

1

{Tls=T2s}

activity /!
[

activity

Fig. 9. Association attributed with a Suspend operator

TaskManager oo
su 4 “ + SwitchA, SwitchB : Gate Sispend "

{ TaskManager.SwitchB =

{ TaskManager.SwitchA =

TaskA.Switch } TaskB.Switch }
Taska < Tasks <

+ Switch : Gate

- quantumB quantumA //—.\

Fig. 10. Example of a basic scheduler modeled using the Suspend operator

5.3 Suspendable Temporal Operators

The native TURTLE temporal operators presented at Fig. 3 assume a universal time.
Time continuously progresses and can’t be suspended. Further, it uniformly applies to
all components of the system under design. These temporal operators can be used to
model, for example, a timer but also to model the execution time of an algorithm. But
now, because of the introduction of the Suspend composition operator, a TURTLE
Tclass execution might be interrupted. When interrupted, the timer of a class should
continue to elapse. Conversely, a temporal operator modeling the execution time of
an algorithm should be stopped when the class is interrupted. This leads us to intro-
duce temporal operators that support the concept of time suspension and resume. We
call them “suspendable temporal operators”.

Fig. 11 depicts the three new suspendable temporal operators: a “suspendable” de-
terministic delay, a “suspendable” non-deterministic delay, and a “suspendable”
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timed-limited offer. A small hourglass is added to the original symbols to express the
concept of time suspension.

=
Suspendable Suspendable Suspendable
deterministic delay non-deterministic delay time-limited offer

Fig. 11. Suspendable deterministic delay, non-deterministic delay, and time-limited offer

Fig. 12 illustrates the use of the deterministic (rectangle box) and non-deterministic
(spring) delay operators in their original and “suspendable” versions. The system
under design is a DVD player for Personal Computer. First, the DVD player takes a
disk and then, it checks it. The access time to tracks depends on the mechanical prop-
erties of the device. Mechanical operations cannot be interrupted. Therefore, they are
completed independently of any other computations on the PC. Conversely, Task-
Manager can suspend data decoding which follows synchronization on getData. As a
consequence, we associate an hourglass with the deterministic and non-deterministic
delays on the left branch of DVD_Player’s activity diagram.

DVD_Player Peis 9

+ §ig : Gate
- DiskSeek, GetData, Display : Gate

TaskManger <l Suspend i

Ll
+Sig : Gate .
1

-rf-/_ { TasksManager.Sig
{ activiy = DVD_Player.Sig }

Fig. 12. Example of using basic and suspendable delays

5.4 Translation to Native TURTLE

In order to manage the Suspend composition operator, the system should take into
account:
e The state of all objects that can be suspended. The state is either active or sus-
pended.
e The actions that were currently being executed when the suspension was invoked.
In particular, the amount of time already consumed by temporal operators should
be memorized when a suspension occurs
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Detecting the state of an object can be done as follows. If s denotes the gate used
by a Tclass T1 to suspend a Tclass T2, the state of T2 can be computed from the
number of calls on gate s. The first call on s suspends T2. The second one resumes
T2. And so on. In practice, the state of an object can be obtained from the parity of
the number of calls performed on s: if the parity is odd, the object is in active state.
Otherwise, it is in suspended state.

As a consequence, we propose to translate class and activity diagrams as follows.
A Synchro operator takes the place of each Suspend operator. The OCL formula of
Suspend is not modified because Synchro operates on the same gate s. An association
attributed by Synchro is also created between the Suspended Tclass T2 and a new
Tclass named ParitySig. T2 and ParitySig synchronize with each other on gates quest
and s (Fig. 13). ParitySig checks the parity p of the number of occurrences of action
s. Parameter p is odd when T2 is suspended and is even when T2 is active. T2 uses
quest to question ParitySig about p (a boolean value exchanged at synchronization
time on quest).

ParitySig <
T1(suspender) .a T2(suspended) “ +5, quest : Gate

freve @
+5: Gate +5: Gate

- {Tls=T2s}
activity
u\_/'\,_7}

{ T2.5 = ParitySig.s
T2.quest = ParitySig.quest }

Fig. 13. Translation of the Suspend composition operator

T2’s activity diagram is modified as follows. The sub-diagram depicted on Fig. 14
is inserted before each “suspendable” operator symbol. This sub-diagram checks the
parity of p. If p is true (even parity) then T2’s activity goes on. Otherwise, T2 waits
on gate s for a resume action.

Fig. 14. Testing interruption parity

A second problem is to memorize the action currently executed by T2 when the sus-
pension occurred. A translation scheme is now proposed for every action that needs to
be memorized in suspended state.
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Synchronization on gates. The synchronization action on a gate a (left part of
Fig. 15) is replaced by a sub-diagram involving gates a and s (suspension gate, see
right part of Fig.15). On this diagram, the empty diamond represents a non-
deterministic choice between gates a and s. When T2 is suspended by a synchro-
nization action on s, it must wait for a resume action modeled by a second syn-
chronization on s.

—_——_— >

AD

AD

Fig. 15. Translation of gates for suspendable Tclasses

Suspendable Temporal intervals. The left part of Fig. 16 depicts a deterministic
delay of value dmin, followed by a non-deterministic delay of value dmax-dmin.
The two operators in sequence represent a time interval equals to [dmin, dmax].
The temporal interval on the left part of Fig. 16 is translated to the sub-diagram on
the right part of Fig. 16. The diamond models a non-deterministic choice between
a “non-suspendable” temporal interval and a synchronization action on s. This
first synchronization on s suspends T2’s activity. The synchronization on s is lim-
ited to DMAX time units. The @ operator stores in variable d the time elapsed
since the synchronization on s was offered. When the second synchronization ac-
tion on s is performed, the new values of DMIN and DMAX are computed: DMIN
and DMAX are decremented by d, where d denotes the time consumed within the
temporal interval before suspension; and T2 resumes its execution (recursive call).

|
DMIN := dmin
DMAX := dmax

dmax—dmin

DMAX-DMIN

DMIN := max(0, DMIN—d)
AD DMAX :=DMAX-d |

Fig. 16. Translation of suspendable time intervals
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o Time-limited offer. A suspendable time-limited offer is depicted on the left part of
Fig. 17. If no synchronization on gate a (left branch) occurs before L units of time,
then, the sub-diagram AD?2 is executed. Otherwise, AD1 is executed. The transla-
tion of the suspendable time-limited offer is depicted on the right part of Fig. 17: a
choice is introduced between a “non-suspendable” time-limited offer on gate a
(time limit of L) and a synchronization on action s. This first synchronization on s
suspends T2’s activity. The @ operator stores in variable d the time at which the
suspension occurred (first synchronization on s). When a second synchronization
on s is performed, the value of L is computed. Then, T2 resumes its execution (re-
cursive call).

Eaj -

ADI1 AD2

AD1 AD2

Fig. 17. Translating a suspendable time-limited offer

Note. To translate suspendable temporal operators, we use the @ RT-LOTOS opera-
tor to save the time at which suspension and resume actions occur. But the verifica-
tion algorithms of RTL, the RT-LOTOS toolset, don’t yet support the @ operator. As
a consequence, only intensive simulations can be performed from TURTLE models
containing Suspend composition operators.

6 Case Study

We propose to reuse a case study presented in [6]. The system under design is a pro-
tocol entity composed of Sender and Receiver. The purpose of the design depicted on
Fig. 18 to model the communication functions of a user terminal and not to validate
an end-to-end communication architecture. Therefore, we assume that Sender and
Receiver run on the same processing unit.

Sender is submitted to the following requirements:

1) The sender must accept a request message from the user every ts time units.

2) The sender must process each message within t € [es, Es] time units before send-
ing it.
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3) The sender must start processing the message by us time units after the user re-
quested it (us < ts).

4) A message must be sent before xs time units after the request (Es < xs < ts).

5) Receiver is constrained by similar requirements for processing, delivering and
accepting received messages:

6) Two received messages are separated by at least tr time units.
7) Processing a received message takes t € [er, Er] time units.
8) A message must be accepted before ur time units since its arrival (ur < tr).

9) A message must be processed and delivered before "xr" time units after its arri-
val (Er < xr < tr).

Fig. 18 depicts three software components implemented on the same processing
unit, namely Sender, Scheduler and Receiver. Receiver’s activity diagram is built
upon the same principle as Sender’s. Receiver is not described for space reasons.
Scheduler implements the following resource allocation politics. A receive request
has priority over a sending request. When the processor is allocated to Sender,
Scheduler is still ready to give the control to Receiver. Thus, if a receive request ar-
rives, Sender is suspended and Receiver can execute till completion. Scheduler syn-
chronizes on gate send in order to wait for Sender to complete its ongoing activity.
Requirements 2, 3 and 4 and their counterparts in 6, 7 and 8 are implemented by three
parallel sub-activities within Sender's activity (and similarly within Receiver's activ-
ity). Each parallel branch contains an i error action which represents a violation of the
i" requirement. Requirements 2, 3, 4 and 6, 7, 8 correspond to constraints related to
computation time. Consequently, these constraints are modeled by ‘“suspendable”
temporal operators. Conversely, requirements 1 and 5 are not implemented by any
processing subject to suspension. Indeed, their implementation use the deterministic
delay operator defined in Section 2. Requirements 1 and 5 are checked against viola-
tion using the deadline value associated with the Periodic operator (using an observer,
as depicted on Fig. 8).

Using the TURTLE extensions discussed in this paper dramatically reduces the
size of class and activity diagrams. The size of Sender’s activity diagram is divided
by four and the size of the class diagram is divided by two in terms of class and rela-
tion number. Clearly, the proposed high-level operators make the use of TURTLE
more comfortable for complex real-time-system design.

7 Conclusions

In [1], we defined TURTLE, a real-time UML profile which improves the OMG-
based notation in terms of real-time system modeling, formal semantics, and formal
verification. The profile was successfully applied to various case studies, including an
industrial application in the framework of the dynamic reconfiguration of software
embedded on board satellites [2].
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Sender

Receiver

+ s, es, Es, us, xs : Natural

«+ Ir, er, Er, ur, xr : Natural

+ send_req, send, sig_send : Gale
- start_proc_send, end_proc_send : Gate

+ recv_req, recy, sig_recv : Gate
- start_proc_recv, end_proc_recv : Gale

[star_proc_send.end_proc_send send]
( end_proc_send

activiry similar

to Sender

ot

{period =15
deadline = ts }

| period = tr

deadlineg = Ir } I_J
« |
Periodic i

[

Periodic <l

Scheduler

+ 5ig_send, sig_recv : Gate
+ send_req, sed, rev_req, recy : Gale

T
Sendersig send=
heduler.sig_send} |

Suspend i

[ Sender.send_req = Scheduler.send_req
Sender.send = Scheduler.send |

I { Receiver.sig_recv =
I Scheduler.sg_recv )

Suspend i

{ Receiver.recv_req = Scheduler.recv_req
Receiver.recy = Scheduler.recy |

Fig. 18. TURTLE class and activity diagrams of the case study

Despite of its expressiveness, TURTLE was missing high-level operators to model
the scheduling of tasks in real-time systems. To address this issue, this paper en-
hances the TURTLE profile with three composition operators named Invocation,
Periodic, and Suspend/Resume. Suspend/Resume leads to introduce the concept of
“suspendable” temporal operators in activity diagrams. The proposed extensions are
formalized in terms of translation to native TURTLE. This preserves the possibility to
use RTL [9] to check a real-time system model against logical and timing errors. As
shown in the case study, the use of new these new reduces TURTLE designs com-
plexity. Also, powerful abstractions offered by such operators make them well suited
for the modeling and validation of large-scale systems. TURTLE extends class and
activity diagrams of UML 1.4. In [3], we defined TURTLE-P, a profile that enhances
TURTLE with component and deployment diagrams. TURTLE-P better meets the
needs of protocol and distributed architecture modeling and validation because it
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makes it possible to explicitly model the various execution sites of applications, and
communication constraints between theses sites. Again, the TURTLE-P semantics is
given in terms of RT-LOTOS.
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Abstract. One of the main advantages of the UML is its possibility to
model different views on a system using a range of diagram types. The
various diagrams can be used to specify different aspects, and their com-
bination makes up the complete system description. This does, however,
always pose the question of consistency: it may very well be the case that
the designer has specified contradictory requirements which can never be
fulfilled together.

In this paper, we study consistency problems arising between static and
dynamic diagrams, in particular between a class and its associated state
machine. By means of a simple case study we discuss several definitions
of consistency which are based on a common formal semantics for both
classes and state machines. We furthermore show how consistency checks
can be automatically carried out by a model checker. Finally, we examine
which of the consistency definitions are preserved under refinement.

1 Introduction

The UML (Unified Modeling Language) [21] is an industrially accepted stan-
dard for object-oriented modelling of large, complex systems. The UML being a
unification of a number of modelling languages offers various diagram types for
system design. The diagrams can roughly be divided into ones describing static
aspects of a system (classes and their relationships) and those describing dy-
namic aspects (sequences of interactions). For instance, class diagrams fall into
the first, state machines and sequence diagrams into the second category. While
in general it is advantageous to have these different modelling facilities at hand,
this also poses some non-trivial questions on designs. The different views on a
system as described by different diagrams are not orthogonal, and may thus in
principle be inconsistent when combined.

While it is an accepted fact that consistency is an issue in UML-based sys-
tem development, appropriate definitions of consistency are still an open research
topic. In this paper we propose and discuss definitions of consistency between
static and dynamic diagrams, more precisely, between a class and its associated
state machine. We aim at a formal definition of consistency, and thus will first
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give a formal semantics to both class definitions and state machines. This in par-
ticular requires the use of a formal specification language for classes to precisely
fix the types of attributes and the semantics of methods. Since the UML does
not prescribe a fixed syntax for attributes and methods of classes we feel free to
choose one. Here, we have chosen Object-Z [19], an object-oriented specification
language appropriate for describing static aspects of systems.

Since we aim at a formal definition of consistency we need a common semantic
domain for classes and state machines in which we can formulate consistency.
This common semantic domain is the failures-divergences model of the process
algebra CSP [14,18]. This choice has a number of advantages: on the one hand
a CSP semantics for Object-Z is already available [9,19,20], on the other hand
CSP has a well developed theoretical background as well as tool-support in the
form of the FDR model checker [12]. For (restricted classes of) state machines
a CSP semantics has already been given in [5]; we give another one for a simple
form of protocol state machines in this paper. The first step during a consistency
check is always the translation of class description and state machine into CSP.

The translation gives us the CSP descriptions of two different views on a
class: one view describing attributes of classes and the possible effects of method
execution (data dependent restrictions) and another view describing allowed
orderings of method executions. These two descriptions are the basis for several
consistency definitions. The property of consistency should guarantee that the
two restrictions imposed on the behaviour of (an instance of) a class are not
completely contradictory. There might, however, be different opinions as to what
this means, ranging from “there is at least one possible run of the model” to
“every method should always eventually be offered to the environment”. The
various forms of consistency are formally specified, and on the case study it is
discussed what the effects of requiring such forms of consistency are. Our second
focus is on tool-supported consistency checks: for each definition we show how
the FDR model checker can be employed to automatically carry out the check.

During the development process a model may gradually be altered towards
one close to the actual implementation domain. When consistency has been
shown for a model developed in earlier phases, successive transformations of the
model should preserve consistency if possible. In a formal approach to system
development refinement is most often used as a correctness criterion for model
evolutions. The question is thus whether the proposed consistency definitions
are preserved under refinement. In our case, there are two notions of refinement
to be considered: data refinement in the state-based part and process refinement
(viz. failures-divergences refinement in CSP) in the behaviour-oriented part. For-
tunately, we can restrict our considerations to process refinement since data re-
finement in Object-Z is known to induce failures-divergences refinement on the
CSP processes obtained after the translation [20, 15]. For each of the definitions
we hence either prove preservation under refinement or illustrate by means of a
counterexample that preservation cannot be achieved in general.

The paper is structured as follows. In the next section we introduce the
small case study and give a brief introduction to Object-Z. Section 3 explains
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the translation of both the class and the state machine into CSP. The result of
this translation is the basis for defining and discussing consistency in Sect. 4.
Finally, Sect. 5 presents the results on preservation under refinement.

2 Case Study

The small case study which we use to illustrate consistency definitions concerns
the modelling of an elevator class. It is a typical example of a class with a model
that contains a static part (attributes and methods) as well a dynamic part
which describes allowed orderings of method executions.

The static class diagram of the elevator specification shown in Figure 1 mod-
els the class with its attributes and methods.

Elevator

requests : set of Floor
pos : Floor
tar : Floor

request (f : Floor)
start()
passed()

Fig. 1. Class Elevator

Its attributes are requests (to store the current requests for floors), pos (the
current position of the elevator) and tar (the next target). It has a method
request (to make requests for particular floors), a private method start (to start
the elevator once there is a pending request) and a method passed which is
invoked when the elevator is moving and has passed a certain floor.

The Object-Z specification below! gives a more precise description of this
class. It formally specifies the types of the attributes and the semantics of meth-
ods. For each method we give a guard (an enabling schema) defining the states
(i.e. valuations of attributes) of the class in which the method is executable and
an effect defining the effects of method execution on values of attributes.

The specification starts with the definition of type Floor.

minFloor, maxFloor : Nq Floor == minFloor..maxFloor
minFloor < maxFloor

The class specification itself consists of an interface, a state schema, an initiali-
sation schema and enable and effect schemas for methods. The interface consists
of the method of the class itself (with keyword method) plus those called by the
class (keyword chan). Input parameters of methods are marked with ?.

! To be more specific, it is the Object-Z part of a CSP-OZ specification [9].
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When an enabling schema for a method is left out it corresponds to a guard
which is always true. Effect schemas refer to the values of attributes after exe-

cution of a method by using primed versions of the attributes. The A-list of a
method specifies the attributes which are changed by method execution.

—__ FElevator
method request : [f? : Floor]
method passed, start

chan closeDoor, openDoor

chan stop, up, down

~Init
pos = tar = minFloor

requests : F Floor

pos, tar : Floor requests = &

~enable_up enable_down _ _effect_request

pos < tar pos > tar A(requests)
f?: Floor

_enable_stop f? # pos =

pos — tar requests’ = requests U {f7}

f? = pos = requests’ = requests

_enable_start

requests # &

_enable_passed

pos # tar

_effect_start

A(tar, requests)

tar’ € requests
requests’ = requests \ {tar’}

_effect_passed
A(pos)

pos > tar = pos’ = pos — 1

pos < tar = pos’ = pos + 1

_enable_openDoor

pos = tar

_enable_closeDoor

pos # tar

This is the static part of the model, specified by a class diagram. It fixes all data-
dependent aspects of the class. Next, we model the dynamic view on an elevator.
Figure 2 shows the state machine for class Elevator. This is an extended protocol
state machine, which in addition to specifying the order for calls to the methods
of the corresponding class also includes the methods called by (instances of) the
class.

It consists of two submachines in parallel. The first submachine specifies the
allowed sequences in the movements of the elevator. First, the elevator starts
(this means picking a target from the available requests), the door is closed, and
the elevator is send either up or down. During movement some floors are passed
and eventually the elevator is stopped and the door opened again. Requests can
be made at any time, thus the state machine specifying requests is concurrent
to the movements state machine. This completes the model for class Elevator.



Checking Consistency in UML Diagrams: Classes and State Machines 233

2

o . request?f

Fig. 2. Protocol of class Elevator

3 Translation into the Semantic Model

The first step in checking consistency of class definitions and state machines is
their translation into a common semantic domain. The semantic domain we have
chosen here is a semantic model of the process algebra CSP2. Instead of directly
giving a (trace based) semantics to classes and state machines we translate them
into CSP. This way the result remains readable and is furthermore amenable to
checks with the FDR model checker for CSP.

3.1 Translation of the Object-Z Specification

The translation of class Elevator follows a general translation scheme for Object-
Z developed in [11]3. The basic idea is that a class is translated into a param-
eterised process. The parameters of the process correspond to the attributes of
the class. For each method of the class (like passed) and each method called by
the class (like closeDoor) a separate channel is used*. Parameters and return
values are encoded as data sent on the channels.

Each method is translated to a recursion of the main process, guarded by
the event prefix (e —) corresponding to the method and possibly modifying the
process parameters according to the effect schema of the method. All enabled
methods are offered to the environment using external choice (O). Not offering
the disabled methods, i.e. the translation of the enable schemas, is achieved by
using guards (b &). Internal nondeterminism (M) possibly needed for updating
the state space or choosing parameters for method calls is always ‘below’ the
external choice and must not influence the set of offered events. Finally, the Init
schema is translated by specifying the initial process parameters. Again, this

2 CSP has several semantic models. For the general semantics the failures-divergences
model is used, but some of the checks studied here use less powerful models.

3 This is a partial map; some abstractions cannot be handled. It can be automated.

4 Method calls are modelled as CSP communication.
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requires a nondeterministic choice over all possible valuations, if there is more
than one.

The result of this part of the translation is shown below. The attributes pos,
tar and requests of the Object-Z are represented by the process parameters p,
t and R, respectively®. The notation T < b 3 FE is the operator notation of
conditional choice meaning ‘if b then T else E’.

PROCyz = Z(minFloor, minFloor, &)

Z(p,t,R) = p =t & openDoor — Z(p, t, R)
O p # t & closeDoor — Z(p, ¢, R)
Op=t&stop— Z(p,t,R)
O request?f = Z(p,t, RU{f} «f #p>P R)
OR#2&( M, start = Z(p,t', R\ {t'h)
Op#t&passed— Z(p+1<Lp<tPp—1,tR)
Op<t&up— Z(p,t,R)
Op>t&down— Z(p,t,R)

3.2 Translation of the Protocol State Machine

Now the protocol state machine for class Elevator has to be translated to CSP as
well. While in general it is a non trivial task to translate a UML state machine
to CSP, a simple translation scheme exists for state machines which obey the
following constraints:

— simple events, no guards, no actions,

no interlevel transitions,

only completion transitions from compound states,
— disjoint event sets in concurrent submachines,

— no pseudo states besides initial states®.

Many, if not most, protocol state machines already obey these constraints”, so
we do not regard them as severe restrictions in this context.

Translation. Let SM be the state machine. For any pseudo, simple or com-
pound state s of SM let Cs denote the set of all direct successors of s with respect
to completion transitions and T the set of all pairs (e, t) of direct successors
t of s reached via a transitions triggered by e. For any submachine M of SM
(including the top level state machine Miop) let Zys denote the set of initial
states for M. Now a translation function ¢ from states and (sub-)machines to
CSP process definitions can be defined?®:

5 The renaming keeps the CSP expression small and otherwise has no meaning.

5 This implies that the history mechanism is not used.

" They often use guards, but in CSP-OZ enable schemas are used instead.

8 The special processes SKIP and STOP represent termination and deadlock; |
denotes parallel composition without synchronisation (interleaving) and ; denotes
sequential composition.
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P, =SKIP if s is a final state,
P, (e, e — Py if s is a simple state and C; = &,
P, = |_|t€C P, if s is a simple state and Cys # &

or s is an initial state,

20
|

= ([I721Pas,); (( |_|t€C;Pt) if s is a compound state with
£C, # 2% STOP) submachines M;, 1 < i < n.

o(M)= Py =11 P, for any (sub-) machine M of SM.

teELy

After calculating and combining the process expressions ¢(s) and ¢(M) for
all states s and all (sub-) machines M of SM, the CSP semantics of SM can
now be computed by evaluating Py, using one of the CSP models.

Since the protocol state machine in Fig. 2) satisfies the constraints given
above, it can be translated using the scheme above. This yields the following
process definitions (to the right an equivalent simplified version of each process
body is shown):

PMtop
Py,
Py,

P =

Py

P
Py
Ps
Ps
Py
Py
Py
Py

|—]i€{1} Pi =P
|_|i€{3} Pi = P

ie{9} Pi = Py
|_|z‘e{2} P =P,
(Msegr.2y Paa)s (( |—|t€z Py) — (P, ||| Pas,); STOP
€2 # o» STOP)
|—]i€{4} P =P,
D(e,t)e{(start,s))} e— Py = gtart — P;s
D(e,t)e{(closeDoor,G)} e Py = closeDoor — Pg
D(e,t)E{(upﬁ),(downg)} e =Py =up — P7 O down — P7
D(eﬂf)6{(passed,7),(stop,8)} e — P, = passed — P; Ostop = Pg
U ¢ e ttoponpoor,ayy € = £t = openDoor — P4
|_|i€{10} P = Pyo
= e — Py = request?f — Pjq

(e,t)e{(request?f,10)}

With PROCsy = P, we now have a CSP translation of the state machine
part of the specification. Simplifying it again, the readable (but equivalent) ver-
sion of PROCq)s looks like this:
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PROCgsy = Py ||| P1o
P, = start — closeDoor — (up — P; O down — P7)
P7; = passed — P7 O stop — openDoor — P4
Py = request?f — Py

3.3 Resulting Specification

As a last step in the translation of the Object-Z class and its protocol state
machine the processes obtained for each one are put in parallel

PROC = PROCy || PROCsy
X

synchronising on the set X' of all events (methods, including parameters) speci-
fied in the Object-Z class using method or chan declarations. In this case parallel
composition can be viewed as a conjunction, that is PROC accepts a method
call (sent or received) iff both PROCz and PROCs); accept it. This is the in-
tended semantics of the combined specifications with respect to UML protocol
state machines, i.e., the protocol state machine restricts possible behaviour.

4 Notions of Consistency

Using the example given above we now discuss different notions of consistency
for specifications consisting of Object-Z classes and protocol state machines. We
only refer to the result of the translation, the semantics of PROC.

What does consistency mean in our context? Informally, consistency here is
about how the explicit specification of sequences of method invocations in the
state machine and the implicit specification through the enabling conditions in
the Object-Z part fit together. Formally, it is some property of PROC. In the
sequel we present several possible definitions of consistency and for each of them
develop a technique for proving it using the FDR model checker (in case of finite
state specification)?.

4.1 Basic Consistency

When talking about consistency it is beneficial to view parallel composition of
CSP processes as conjunction. So the consistency of PROC is the consistency of
‘PROCzZ AN PROCjs),’. It is immediately clear that if this ‘formula’ is not satisfi-
able, the corresponding specification is inconsistent. Translated to the terms of
the semantic model this means: PROC will always deadlock, i.e. any sequence
of events offered to PROC' will lead to deadlock. Seen the other way round: for
the specification to be satisfiable it suffices to have at least one trace of PROC
not leading to deadlock.

9 We only consider reactive systems without termination; to use these for systems

which include finite behaviour, termination has to be mapped to an infinite iteration
of some extra event.
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Definition 1. A specification consisting of an Object-Z class and an associated
state machine has the property of satisfiability iff the corresponding process in
the semantic model has at least one non-terminating run.

This property can be automatically checked as follows. We assume X' to be the
alphabet of the class (i.e. all events occurring in PROC), the event acc not to be
in X, and PROC to be given in machine readable CSP so that the FDR model
checker can be used. In CSP, properties are checked by comparing the system
process with another CSP process specifying the property. The comparison is
a refinement test in one of the models of CSP: traces, failures or failures and
divergences. For our first property we use the following property process INF,
parameterised in the event (or method) m under consideration:

INF(m) = m — INF
For checking satisfiability we test whether
PROC[acc/m] E INF (acc)

holds. The process INF (acc), only executing acc events, is a trace refinement of
PROC in which all events are renamed to acc if PROC contains at least one
nonterminating run. Performing this check for our elevator example tells us that
the specification is satisfiable.

Satisfiability does, however, not exclude the case that the specification dead-
locks. Since in general deadlock occurs several steps after performing the ‘wrong’
event, successful usage of the system specified would amount to guessing one
trace from the infinite set of traces. This is clearly not a sufficient form of con-
sistency.

For a specification to have basic consistency we thus require PROC to be
deadlock free; after any sequence of events performed by PROC there has to
be at least one event to continue the sequence, that is, no trace may have X
(the set of all methods) as the refusal set. This can be regarded as the standard
notion of consistency in the context of behavioural specifications and is used by
other authors as well, for instance [7, 6], where it is applied to the behaviour of
different entities of a model acting together.

Definition 2. A specification consisting of an Object-Z class and an associated
state machine has the property of basic consistency iff the corresponding process
in the semantic model is deadlock free.

Using the FDR model checker for CSP it can now be checked whether the ex-
ample is consistent according to Def. 2 (by using FDR’s predefined test for
deadlock-freedom). The result is, that PROC for the example given is indeed
deadlock free, so the specification has the property of basic consistency.

4.2 Execution of Methods

Now that we have defined a first form of consistency we again look at our example
to see whether this is sufficient. Consider the following sequence of events on
PROCy starting from the initial state.
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Z(0,0, @)
request.l —  Z(0,0,{1})
start —  Z(0,1,9) [ requests # @]
closeDoor — Z(0,1,9) [ pos # tar]
up — Z(0,1,9) [pos < tar]
request.1 —  Z(0,1,{1})
passed —  Z(1,1,{1}) [ pos # tar]
stop —  Z(1,1,{1}) [pos = tar]
openDoor — Z(1,1,{1}) [ pos = tar]
start —  Z(1,1,9) [ requests # & ]

At this point the elevator should be able to perform closeDoor, but this method
is only enabled if pos # tar, so the only method enabled at this point is request.
Since request does not modify pos or tar this condition will endure infinitely. This
means, the only possible trace after this prefix is (request)”. The specification
has the property of basic consistency but still the combination of state-based
part and protocol state machine prevents certain executions which we expect
from the elevator. What we additionally need are certain forms of liveness of
methods.

As a first approach we might require that every method specified in the
interface of the class can be executed at least once.

Definition 3. A specification consisting of an Object-Z class and an associated
state machine has the property of method executability iff in the corresponding
process in the semantic model every method is executed at least once.

Executed at least once means that there is some trace in which an event cor-
responding to the method occurs. In FDR this can be checked as follows. We
define a tester process

ONCE(m) =m — STOP
and check the trace inclusion
PROC \ (£ \ {m}) Ty ONCE(m)

This test has to be carried out for every method in the interface of the class.
Since in the above example trace of the elevator method closeDoors has already
been executed, this definition does however not have the desired effect: Our
specification has the property of method executability for all methods in the
interface of Elevator.

Although method executability is a weak requirement on specifications, it is a
fundamental one: it amounts to the detection of ‘dead code’ in the specification,
i.e., if a method m fails this test, anything can be substituted for it without
changing the semantics of the specification. This is almost always an error.

A stronger definition might require that all methods (or at least certain
methods marked to be live) should be executed infinitely often:
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Definition 4. A specification consisting of an Object-Z class and an associated
state machine has the property of method liveness iff in the corresponding process
i the semantic model every method will always eventually be executed again.

This requirement is close to the definition of impartiality of [17] (or unconditional
fairness of [13]) which states that every process in a concurrent system takes
infinitely many moves. Clearly, method liveness is not fulfilled by our example.
It can be tested using again the property process INF' defined above:

INF(m) Cgp PROC \ (2\ {m})

There is still some drawback in this strong liveness requirement. For object-
oriented systems it is not adequate to require that methods are always executed
since an execution requires a request from the environment, and there might
well be traces on which a method is never executed simply because it is never
requested. What we really would like to have is liveness with respect to an
offering of methods to a client of the class.

Definition 5. A specification consisting of an Object-Z class and an associated
state machine has the property of method availability iff in the corresponding
process in the semantic model every method will always eventually be enabled
again.

Unfortunately, this kind of unconditional liveness is not expressible within the
failures-divergences model. We have to approximate it by a form of bounded
availability, fixing an upper bound N on the number of steps in between two
offerings of a method.

OFFER(i,m) = ( ev — OFFER(N,m))

EvCY ev€ EvU{m}

Oi>0%& |—|E1)g2\{m} DeveEv ev — OFFER(i —1,m)
After at most N steps process OFFER(N,m) reaches a state in which method
m is not refused. Regarding the other events the process can freely choose to
refuse as well as execute them. The check for bounded method availability of m
is then

A last remark on this test concerns efficiency. Since process OFFER contains a
choice over all possible subsets of X' the state space of OFFER will be exponen-
tial in the size of the class’ alphabet. For larger specifications this might make
it unrealistic to actually carry out the check. Fortunately, for this test all events
besides m in OFFER(N,m) and PROC can be regarded as equivalent, so re-
naming can be used to reduce the size of the alphabet to two, without changing
the outcome of the test. Giving the reduced form as actual input to FDR results
in clearly reduced runtime comparable to the other checks.

Summarising, we have proposed and discussed five definitions of consistency
which can be used for classes and associated state machines. Which ones are
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actually used depend on the designer of the specification. In our opinion, basic
consistency and method executability should always should always be fulfilled.
The extended liveness conditions are in general not to be used for all methods,
since some kinds of methods, e.g., those performing initialisation, are not in-
tended to have these properties in the first place. Since this cannot be inferred
from the specification as it is now, it might be useful to include additional ele-
ments in the diagrams to indicate the intentions of the modeller with respect to
the intended behaviour.

5 Consistency-Preserving Transformation

Having established consistency in early phases of system development it is de-
sirable to preserve it during successive model evolutions. In a formal approach
to system development model evolutions from high-level specifications to lower-
level ones are supported by the concept of refinement [4]. Refinement defines
correctness criteria for allowed changes between different levels of abstraction.
With regard to consistency refinement should preserve consistency, or rather
the other way round: consistency should be defined such that it is preserved
under refinement. In the sequel we will examine which of our five definitions of
consistency are preserved under refinement.

Since we have a state-based and a behaviour-oriented part there are in princi-
ple two kinds of refinement to be considered: process refinement in CSP, defined
as inclusion in the failures-divergences model, and data refinement, proven via
simulation rules between classes. Fortunately, data refinement in Object-Z in-
duces failures-divergences refinement on its CSP semantics [20, 15, 10]. Hence it
is sufficient to study preservation of consistency under process refinement. In the
sequel we let refinement stand for failures-divergences refinement.

We pass through our definitions in the order in which they are defined in the
last section. For the first one we get:

Proposition 1. Satisfiability is not preserved under refinement.

This fact can be illustrated by the following CSP process P over the alphabet
¥ ={a,b, c} representing some process PROC:

P=a— STOP
Mb— Run

Run = [ ev — Run
eveX\{a}

P has the property of satisfiability: a nonterminating runis b, ¢, ¢, ¢, . . .. Consider
now the process P’ defined as a — STOP. P’ is a failures-divergences refinement
of P (due to the internal choice at the start of P), but is has no nonterminating
run.

Concerning basic consistency we get a better result. The following proposition
follows from standard CSP theory.

Proposition 2. Basic consistency is preserved under refinement.
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Concerning the execution of methods there is one negative and two positive
results.

Proposition 3. Method executability is not preserved under refinement.

Starting with the same process P which we used for the counterexample about
satisfiability we now refine it to a process P” = b — Run. Process P has the
property of method executability for all methods in X, including a. P” is a
refinement of P but allows for no execution of a.

The stronger requirements of method liveness and availability are however
preserved:

Proposition 4. Method liveness and method availability are preserved under
refinement.

Proof. Referring to the processes used for checking these two requirements the
results easily follow from transitivity of refinement and monotony of all CSP
operators with respect to refinement.

Together with the discussion in the last section this gives strong hints as to
what a reasonable definition of consistency might be. Basic consistency should
always be fulfilled in order to achieve a meaningful model. This should be com-
plemented with liveness and /or availability of methods, where, however, it might
make sense to restrict these requirements to some of the methods.

For the state machine part of a model we can then classify one kind of
consistency preserving transformations via refinements: whenever we replace a
state machine SM1 by a state machine SM2, consistency is preserved if the CSP
process belonging to SM2 is a process refinement of that of SM1. An interesting
point for further research would be to find classes of transformations on state
machines which induce refinements, as for instance [5] shows the connection
between some notions of statechart inheritance and refinement. For the state-
based part of the model (the class) data refinement is a consistency preserving
transformation.

6 Conclusion

In this paper we discussed consistency for specifications consisting of an Object-
7Z class describing the data aspects of a class and an associated state machine
describing the allowed sequences of method calls. By means of a translation to
a common semantic domain a semantics was given for the whole specification,
which enabled a number of consistency definitions. For every such definition we
proposed a technique for automatically checking it with a model checker, and
we furthermore showed which of the definitions are preserved under refinement.

Related Work. For the UML, consistency is a heavily discussed topic, see
for instance the workshop on “Consistency Problems in UML-based Software
Development” [16]. The approaches in this workshop discuss a wide variety of
consistency issues arising in UML, ranging from mainly syntactic ones to others
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involving a semantic analysis of the model. The work closest to ours is that of
[7,6] who also use CSP as their semantic basis (and FDR for model checking).
However, whereas they are comparing different behavioural views of a UML
model (state machines and protocols in UML-RT) we define consistency between
a static and a dynamic diagram.

The basis for our work is CSP-OZ, an integration of Object-Z and CSP,
which — together with the translation of state machines to CSP — allows for a
common analysis of state-based and behaviour-oriented views. Besides CSP-OZ
there are a number of other integrated specification languages around, for an
overview and comparison of integrations of Z and process algebras see [9].

Consistency of different views is (or has been) an issue in other areas as
well, especially in the ODP ISO reference model which allows for a specifica-
tion of distributed systems by different viewpoints. The approaches taken there
are, however, different from ours. [8,1] achieve consistency by transformations
between viewpoints, [2] define consistency between viewpoints by the existence
of a common implementation of both viewpoints (using a variety of possible
implementation/refinement relations). The latter approach has also been taken
by Davies and Crichton for defining consistency between sequence diagrams and
system models in UML [3] (also using CSP as a semantic domain). While for
the comparison of sequence diagrams specifying certain scenarios of a system a
refinement based consistency definition seems reasonable (in order to find out
whether the system sometimes/always exhibits the scenario), for class and state
diagrams it might turn out to be inadequate: Since both the traces model and
the stable failures model of CSP have top elements with regard to the respective
refinement order, a common refinement always exists, whereas a specification,
which is consistent according to some of our definitions, typically does not have a
common refinement in the failures-divergences model. Moreover, in our opinion
our consistency definitions more naturally capture a practitioners point of view
on consistency.
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Abstract. In this article, we report about the application of the CADP
verification toolbox to check the correctness of an industrial protocol for
deploying and configuring transparently a large set of heterogeneous soft-
ware components over a set of distributed computers/devices. To cope
with the intrinsic complexity of this protocol, compositional verification
techniques have been used, including incremental minimization and pro-
jections over automatically generated interfaces as advocated by Graf &
Steffen and Krimm & Mounier. Starting from the XML description of a
configuration of components to be deployed by the protocol, a transla-
tor produces a set of LOTOS descriptions, p-calculus formulas, and the
corresponding compositional verification scenario to be executed. The
approach is fully automated, as formal methods and tool invocations are
made invisible to the end-user, who only has to check the verification
results for the configuration under study. Due to the use of composi-
tional verification, the approach can scale to large configurations. So far,
LoTO0Ss descriptions of more than seventy concurrent processes have been
verified successfully.

1 Introduction

Formal verification methods are a key approach to establish the correctness of
complex and critical object-oriented systems. This is true for sequential systems,
and even more true for concurrent systems in which objects execute and interact
using several threads of control.

However, the complexity of a system grows fast as the number of objects
increases, so that attempts at verifying real-life systems are quickly confronted
to the state explosion problem. It is therefore of crucial interest to focus on
verification methods that scale up appropriately when applied to systems of
increasing complexity.

Compositional verification methods usually follow a divide and conquer ap-
proach. The system to be verified is decomposed in several components, which
* This work was partially funded by the French Ministry of Industry under RNTL

contract “PARFUMS”.
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are analyzed separately; afterwards, the results of the separate analyses are com-
bined together to analyze the whole system. There are different approaches to
compositional verification, depending whether the system under analysis is se-
quential or concurrent, and in the latter case, depending on the semantics used to
model concurrency: linear-time or branching-time, state-based or action-based,
etc. There is an important corpus of literature on compositional verification; for
a survey, see for instance [19], [11, Section 1.1], [4, Sections 1.1 and 1.2], etc.

In spite of the many publications on compositional verification, the number
of real-life case-studies in which compositional techniques have been applied is
still low. This number is even lower if one considers the case of object-based
systems, since compositional verification has been so far mostly used for com-
munication protocols [20, 10, 14] or hardware protocols [3]. As for object-based
systems specifically, one can mention several lines of work. [2] uses compositional
proofs and refinement techniques to verify one-to-many negotiation processes for
load balancing of electricity use. [1] uses a compositional proof system to verify
correctness properties (expressed using the modal p-calculus) for a set of applets
executing on open platforms.

The present article is different, as it relies on enumerative (a.k.a., explicit
state) model checking rather than proof techniques. It builds upon a prior ap-
plication of compositional verification [6] to a dynamic reconfiguration protocol
for a middleware agent-based platform. Using the CADP [9] verification tool-
box, it was possible to establish the correctness of the reconfiguration protocol
for several finite configurations determined by the number of agents, execution
sites and protocol primitives. However, the approach did not scale well to larger
configurations, mainly because the architecture of the system was specified in a
centralized manner, all agents being connected to a central process modeling (an
abstraction of) the software bus provided by the middleware infrastructure. This
central process — more or less similar to a FIFO queue — prevented composi-
tional verification from scaling up, as it was not possible to generate its entire
state space in isolation from the remainder of the system. One key conclusion of
[6] was the need for a more decentralized architecture specification in order to
improve scalability.

Precisely, this research direction is addressed in the present article, still in the
framework of industrial middleware infrastructures although on a different case-
study than [6]. We consider here a deployment protocol for software components,
which is commercialized by the SCALAGENT software company', and which we
analyze using the compositional verification tools of CADP.

The present article is organized as follows. Section 2 recalls the principles
of compositional verification techniques and explains how they are supported
within the CADP toolbox. Section 3 describes the essential features of the
SCALAGENT deployment protocol. Section 4 gives hints of the formal model-
ing of the deployment protocol and indicates how the modeling task was, to a
large extent, automated. Section 5 presents the main results of compositional
verification. Finally, Section 6 concludes the article.

! http://www.scalagent.com
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2 Compositional Verification with CADP

In this section, we first present enumerative and compositional verification tech-
niques for systems composed of asynchronous processes, and we then detail how
these techniques are supported by the CADP verification toolbox.

Given a formal specification (e.g., using the Iso formal description technique
LoTos [13]) of a concurrent system to be verified, enumerative verification relies
on the systematic exploration of (some or all) possible executions of the system.
The set of all possible executions can be represented as an LTS (Labeled Tran-
sition System), i.e., a graph (or state space) containing states and transitions
labeled with communication actions performed by concurrent processes. There
are two approaches to enumerative verification:

— In the first way, an explicit LTS is generated, i.e., states and transitions are
first enumerated and stored, then analyzed by verification algorithms.

— In the second way, an implicit LTs (consisting of an initial state and a func-
tion that computes the successors of a given state) is constructed and verified
at the same time, the construction being done on the fly depending on the
verification needs. This allows to detect errors before the LTS has been gen-
erated entirely.

For complex systems, both approaches are often limited by the state explosion
problem, which occurs when state spaces are too large for being enumerated. Two
abstraction mechanisms are of great help when attacking state explosion:

— Communication hiding permits to ignore communication actions that need
not be observed for verification purpose;

— Minimization (with respect to various equivalence relations, such as strong
bisimulation, branching bisimulation, etc.) allows to merge LTS states with
identical futures and (possibly) to collapse sequences of hidden communica-
tion actions.

A further step is compositional verification, which consists in generating the
Lrs of each concurrent process separately, then minimizing and recombining
the minimized LTSs taking advantage of the congruence properties of parallel
composition. The joint use of hiding and minimization to reduce intermediate
state spaces enables to tackle large state spaces that could not be generated
directly.

Although this simple form of compositional verification has been applied
successfully to several complex systems (e.g., [3]), it may be counter-productive
in other cases: generating the LTS of each process separately might lead to state
explosion, whereas the generation of the whole system of concurrent processes
can succeed if processes constrain each other when composed in parallel.

This issue has been addressed in various refined compositional verification
approaches, which allow to generate the LTS of each separate process by tak-
ing into account interface constraints representing the behavioral restrictions
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imposed on each process by synchronization with its neighbor processes. Tak-
ing into account the environment of each process allows to eliminate states and
transitions that are not reachable in the LTs of the whole system.

CapP? (Construction and Analysis of Distributed Processes) is a widely
spread toolbox for protocol engineering, which offers a large range of function-
alities, including interactive simulation, formal verification, and testing. CADP
was originally dedicated to LOTOS, but its modular architecture makes it open
to other languages and formalisms. CADP contains numerous tools for the com-
positional verification of complex specifications written in LOTOS:

— As regards explicit LTS representation, CADP provides a compact graph
format, Bca (Binary Coded Graph) together with code libraries and tools
to create, explore, and visualize Bca graphs, and to translate them from/to
many other graph formats.

— Asregards implicit LTS representation, CADP provides an extensible environ-
ment named OPEN/CAESAR [7]. Although independent from any particular
specification language, OPEN/C&ESAR has compilers for several languages:
Lotos (CESAR), explicit LTss (BCG_OPEN), networks of communicating
Lrss (Exp.OPEN), etc.). The code generated by OPEN/CESAR compilers
is used by on the fly algorithms to perform simulation, verification, test
generation, etc. on implicit LTss.

— As regards LTs generation from LOTOS descriptions, CADP provides the
CaSAR and CESAR.ADT compilers, which can compile a LOTOS specification
(or particular processes in this specification).

— As regards parallel composition of LTss, CADP provides the EXpP.OPEN com-
piler for handling networks of communicating LTSs, connected using LOTOS
parallel composition and communication hiding operators.

— As regards communication hiding, CADP provides the BcG_LABELS tool,
which allows to hide and/or rename the communication actions of an LTs.

— As regards LTS minimization, CADP contains two tools: BCG_MIN, which
performs strong and branching minimization of LrTSs efficiently, and
ALDEBARAN, which implements additional equivalences (safety equivalence,
observational equivalence, and tau*.a equivalence) and LTs comparison al-
gorithms.

— As regards generation with interface constraints, CADP provides the
PROJECTOR tool, which implements the refined compositional verification
approach of [12,15]. PROJECTOR can be used to restrict LOTOS processes,
explicit LTss, as well as networks of communicating LTsSs.

— As regards modeling of asynchronous communication media, we added a new
tool named BcG_GRAPH, which generates various classes of useful LTSs,
such as F1ro buffers and bags®. Distributed systems often contain many
occurrences of such buffers that differ only by a few parameters, such as size
and message names. Using BCG_GRAPH, very large buffers (several hundreds
thousands states) can be generated quickly, with a small memory footprint.

2 http://www.inrialpes.fr/vasy/cadp
3 A bag is a fully asynchronous buffer that does not preserve message ordering.
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— Finally, CADP includes a scripting language named SVL [8, 16], which pro-
vides a high-level interface to all the aforementioned CADP tools, thus en-
abling an easy description of complex compositional verification scenarios.
For instance, the scenario consisting in generating separately the LrTss of
three processes P, Q, and R contained in a file named "spec.lotos", mini-
mizing them for branching bisimulation, composing them in parallel, mini-
mizing the resulting network on the fly, and storing the resulting LTS in the
Baca format in a file named "PQR.bcg", can be described by the simple SVL
script that follows:

% DEFAULT_LOTOS_FILE="spec.lotos"
"PQR.bcg" = root leaf branching reduction of P || Q || R;

The SvL compiler translated such an SVL script into a Bourne shell script
that, when executed, invokes CADP tools in the appropriate order and stores
the results in intermediate files.

SVL has many additional features, namely operations to restrict a system
with respect to a given interface, to minimize systems with respect to sev-
eral other bisimulations and equivalences, to hide and rename communica-
tion actions, and statements to verify temporal logic formulas, to check for
deadlocks and livelocks, and to compare systems with respect to a given
equivalence or bisimulation. SVL scripts can also contain Bourne shell con-
structs, which enables to mix, e.g., conditionals, loops, and calls to Unix
commands with SvL statements.

3 The ScalAgent Deployment Protocol

The work presented in this article was funded in the scope of PARFUMS (Perva-
sive Agents for Reliable and Flexible Ups Management Services), an industrial
research project involving three companies (MGE-UPS, SILICOMP Research Insti-
tute, and SCALAGENT Distributed Technologies), and the VASY research group
at INRIA.

The goal of PARFUMS is to solve problems of UPs (Uninterruptible Power
Supply) management (installation, repair, and monitoring of remote equipments)
in the case of large scale sites, by embedding software within Upss. To master
the complexity induced by the distribution of applications, the project relies on
the SCALAGENT platform for embedded systems, written in JAVA, to configure,
deploy, and reconfigure software. Our contribution is about the modeling of the
SCALAGENT deployment protocol and its verification using the CADP toolbox.

To ensure scalability, the SCALAGENT deployment protocol relies on a tree-
like hierarchy of distributed agents communicating asynchronously by the mean
of events. The tree of agents is meant to reflect the geographical distribution of
software components to be deployed. The protocol uses two kinds of agents:

— Containers are located at the leaves of the tree hierarchy. They encapsulate
software components written in any language, and act as interfaces with the
rest of the protocol.
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— Controllers are located at higher nodes of the tree hierarchy and manage the
deployment. They only communicate with their parent and children agents,
which allows a significant reduction of communications.

Controllers are specified by a workflow of activities, themselves structured
as a tree. Activities fall into three categories, depending on the way they spawn
subactivities:

— Elementary activities are simple tasks that do not involve other subactivities.
An example of such an activity is the receipt of a particular event from a
container to signal its successful deployment, followed by an appropriate
reaction.

— Sequential activities can spawn a set of subactivities, each one being executed
after the previous one terminates.

— Parallel activities can spawn a set of simultaneous subactivities.

Beside activities, there exists a central referential process gathering information
sent by the elementary activities regarding the success or failure of the deploy-
ment. Given this data, the referential process decides whether deployment is
possible or not. The existence of communications between elementary activities
and the referential “slightly breaks” the tree structure of communications. This
is illustrated on Figure 1, the referential process being the white node in the
“tree” of activities.

To describe distributed configurations, the SCALAGENT infrastructure relies
on the use of an XML DTD named XOLAN. An XOLAN configuration describes a
set of controllers and containers, their geographical distribution, as well as their
dependencies in terms of provided and required services, which rule the way the
deployment must be performed. XOLAN is generic, that is, not specific to Ups
management. A graphical interface allows to specify a hierarchy of Upss and
software to be deployed and generates the corresponding XOLAN configuration
automatically (see Figure 1).

A ] A ]

front-end | y6duces translates describes
XML Xolan

— into

Graphical

Workflow of actvities

Component

Referential
process

Fig. 1. Different description levels for the deployment protocol.



250 Frédéric Tronel, Frédéric Lang, and Hubert Garavel

4 Automated Formal Modeling of Configurations

It would have been possible to model XOLAN configurations using LOTOS ab-
stract data types and to specify the deployment protocol as a LOTOS process
parameterized by the configuration to be deployed. However, this would have re-
quired the dynamic creation of processes in function of the configuration, which
is not supported by mainstream enumerative verification tools.

Instead, we chose an automated approach by developing a translator (11,000
lines of the object-oriented, functional language OcaML [17]) that takes an
XOLAN configuration, and produces both the LOTOS specification correspond-
ing to this configuration and an SVL script to perform the verification. This
approach meets several requirements:

— Dynamic creation of processes is avoided, since the OCAML translator can
statically determine the set of processes created by the protocol for a given
configuration.

— XML parsing and XOLAN data structure handling are delegated to the
OcAML translator rather than being coded as LOTOS abstract data types.

— Even for simple configurations, the corresponding LLOTOS specifications and
SVL scripts are complex, due to the large number of concurrent processes.
The existence of an automated translator allows to propagate changes in
the protocol modeling to each configuration under study so as to maintain
consistency.

To keep the formal verification of the protocol as intuitive as possible, each
activity in the specification is translated into a separate process in the gener-
ated LoTOS code. This way, an incorrect behaviour in a given process can be
immediately tracked back to the corresponding activity.

The processes generated for all activities share a similar form shown on Fig-
ure 2. Each process communicates with other parts of the system using three
gates named SEND, RECV, and ERROR:

— “SEND !from !to !event” is used by the process whose identifier is stored
in variable “from”. It indicates that message “event” should be sent to the
process whose identifier is stored in variable “to”.

— “RECV ?from:PID !to 7event:EVENT” is used by the process whose identi-
fier is stored in variable “to”. Once the receipt is done, the variable “from”
of type PID will contain the identifier of the sending process and the variable
“event” of type EVENT will contain the received event.

— “ERROR !from !number” is used by the process whose identifier is stored
in variable “from” to indicate that the error referenced as “number” has
occurred.

Each process is recursive and stores its current state in a parameter “state”
of type STATE. Each computation step of a process consists of message receipt,
followed by some reaction depending on the identity of the message sender, the
event received, and the current process state (the LOTOS construct “[...] ->
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.7 reads as “if ...then ...”). A reaction consists in sending zero or more
messages, followed by a state change, which is expressed by a recursive process
call with actualized state. Some combinations of sender, event, and state may
trigger an error message.

process P1 [SEND, RECV, ERROR] (state:STATE) : noexit :=
RECV ?from:PID !P1 7event:EVENT ;
[from eq P3] -> (
[event eq E_START] -> (
[state eq INIT] -> (
SEND !P1 !'P4 !START ;
SEND !P1 !'P6 !START ;
BehaviourP1 [SEND, RECV, ERROR] (RUN)

)
1
[not (state eq INIT)] -> ERROR !'P1 !E1l
)
(1
[event eq E_STOP] -> ( ... )
(]
[not ((event eq E_START) or (event eq E_STOP))] -> ERROR !P1 !E2
)
1
[from eq P5] -> ( ... )
J

[not ((from eq P3) or (from eq P5))] -> ERROR !P1 !E3
endproc

Fig. 2. A LoTos process following the asynchronous communicating process model.

The SCALAGENT protocol specification is strongly object-oriented as it was
written to prepare the way for a JAVA implementation of the protocol. All activ-
ities belong to an abstract “activity” class, which is refined into three abstract
subclasses corresponding to elementary, sequential, and parallel activities re-
spectively. Each of these abstract subclasses has itself concrete subclasses (for
instance, deployment activities are a subclass of parallel activities).

The behaviour of an activity is a transition function obtained by combin-
ing the attributes specific to this activity (such as the number of subactivities
for sequential and parallel activities, a unique identifier of the activity, a list of
possible events, etc.) with the methods belonging to the activity class or transi-
tively inherited from superclasses. Inheritance has the effect of adding reactions
to new combinations of process parameters (events, states, process identifiers,
etc.). For a given configuration of the deployment protocol, inheritance can be
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solved at compile-time. Thus, the LOTOS process corresponding to an activity
can be synthesized statically from the methods defined in the activity class and
superclasses. The use of an object-oriented language such as OCAML avoids the
need for writing an inheritance resolution algorithm explicitly: by implementing
the activity class hierarchy with a similar OCAML class hierarchy, the resolution
of inheritance is automatically performed by the OcAML compiler.

5 Compositional Verification of the Protocol

Compositional verification consists in decomposing the system under verification
into smaller components that can be analyzed in isolation. There are often several
ways of modeling and decomposing a given protocol; the feasibility and efficiency
of compositional verification crucially relies on a thorough study of components
and their interactions. In this section, we explain our choices and their impact
on verification.

5.1 Centralized vs. Distributed Communication Media

By design, the SCALAGENT deployment protocol ensures that communications
are pairwise between an activity and each of its subactivities, and that mes-
sages do not accumulate indefinitely in communication media (i.e., F1ro buffers
and bags). Therefore communication media can be described as finite processes
containing a bounded number of messages belonging to a finite set of possible
values.

The protocol specification leaves a degree of freedom in the implementation
of communication media: it does not specify whether communications are con-
veyed using one unique centralized communication medium or several distributed
communication media.

A system with a centralized medium is schematically depicted on Figure 3(a).
This was the approach followed in [6] to model a software bus between agents.
Unfortunately, this approach cannot be reused for the deployment protocol. As
the number of activities increases, the number of different messages that can be
exchanged increases as well. As more activities introduce more asynchrony in
the system, the number of messages that must be kept inside the medium also
increases. Consequently, the state space of the centralized medium holding these
messages may become too large for being generated separately.

In a refined approach, we split the centralized medium into one medium
for each pair of communicating activities, as schematized on Figure 3(b). Each
medium has to manage only a limited amount of communications, and is there-
fore less complex than the centralized medium.

This approach fits well with compositional verification, because the synchro-
nizations between communicating processes are taken into account earlier in the
verification process, leading to more constrained state spaces. Additionally, this
permits to hide communications earlier, which, combined with minimization,
gives greater opportunities to obtain reductions.



Compositional Verification Using CADP 253

%

(it
m o
—
| il
[

=

;{\
[
(!
o
[
1=
‘O
|
[
1=
~
[

5]
H
!

=
>
[y
-
o]
_
[l
T
[
-
e}
I

=]
‘
I
I
[~]
-
(=}

Activities Centralized
communication medium Activities with distributed media
(a) Activities communicating (b) Activities communicating
through a centralized medium. through distributed media.

Fig. 3. Centralized vs. distributed media. Thick lines represent communications be-
tween activities and media, and thin lines represent the tree structure of activities.

As an example, the architecture of Figure 3(b), can be generated incremen-
tally by generating the state spaces of medium A, activity 1, and activity 2
first, then composing them together with appropriate synchronizations. Then,
the local communications between 1 and 2 (exchanged via medium A) can be
hidden, and the resulting LTS minimized for branching bisimulation. The result-
ing system is then composed with activity 3 and medium B, hiding appropriate
actions and minimizing the resulting Lirs. This way, by incorporating media and
processes in the numbering order, the system can be generated up to the root of
the activity tree. The progressive application of hiding and minimization steps
allows to keep a state space of tractable size in spite of the complexity introduced
by parallel composition.

5.2 Communication Media Generation

In general, bounding the size of a communication medium may cause unexpected
deadlocks or lost behaviours because of buffer overflows.

We addressed the issue by first generating (using BcG_GRAPH) a medium of
limited size (say, N = 3 places), which is composed in parallel with its connected
activities. This parallel composition is then used as an interface to restrict (using
PROJECTOR) the behaviour of the medium itself. This produces a subset of
the state space corresponding to the medium, in which only the transitions
synchronized with the activities are kept.

We then check whether the NV places of the medium have been used in the
composition with its related activities. This is done by checking (using the
EVALUATOR model checker) whether there exists a sequence of N successive
messages received by the medium. If not, no buffer overflow has occurred, which
means that the buffer size was bounded correctly. Otherwise, an overflow might
have occurred, and the experiment must be restarted after incrementing the
value of N.
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Figure 4 shows a fragment of SvL script implementing this technique. SvL
statements are intertwined with Bourne shell statements (starting with the %
character).

Although communication media could be expressed in LOTOS and translated
to LiTss (as for the activities), the use of the dedicated BcG_GRAPH tool shortens
the medium generation time by a factor of 10 to 100. This has a great impact
on the overall verification time, since both the distributed media approach and
the above technique to determine buffer size incrementally, require a significant
number of media to be generated.

5.3 Additional Compositional Verification Tactics
More tactics have been used to make verification tractable:

— The referential process mentioned in Section 3 has been used as an interface
to restrict (using the PROJECTOR tool) the behaviour of elementary activities
communicating with this process. This divides by 2 the state space of some
elementary activities. The referential process has been also used to restrict
compositions of activities in several places.

— The state space of a process isolated from its context may explode if data
communications are broken off without caution. For instance, the state space
of the parallel composition of actions “G 7X : nat || G !1” has a single transi-
tion labeled “G !1”. However, the state space of “G 7X : nat” taken isolately
cannot be generated because infinitely many different natural numbers can
be received on gate G. For the deployment protocol, it is possible (though
not easy) to determine statically the values exchanged by a process on gates
SEND and RECV. We thus have improved the generated LOTOS code by adding
communication guards (synthesized during a first phase of the translation)
to constrain the set of potentially received data.

5.4 Results of Compositional Verification

The study of the protocol allowed to clarify (in accordance with the SCALAGENT
designers) several obscure points in the protocol specification. In particular, the
original specification was silent about the model of communications between
activities. Model checking verification revealed (by exhibiting an infinite loop
of error messages) that the protocol was not meant for handling asynchronous
messages between the inner activities of a controller, and would function prop-
erly only if communications inside a controller are implemented as local pro-
cedure calls (i.e., the calling activity gets suspended until the procedure call
returns). Consequently, communications within a controller can be modeled as
F1ro buffers instead of bags. However, bags are still needed to model communi-
cations between controllers, which can be geographically distributed.

Figure 5 summarizes the verification results for four configurations. All ex-
periments were done on a LINUX workstation with 1Gb memory and 2.2 GHz
PENTIUM IV processor. We draw two main conclusions from these experiments:
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% N=3
(* we know empirically that many media have at least 2 places
* we start from N=3 (instead of N=1) to save time *)

% while true
% do

(* generation of a bag with $N places between processes 18 and 19 *)
% bcg_graph -bag $N LABELS_19_18.txt MEDIUM_19_18.bcg

"TMP.bcg" =
branching reduction of
gate hide all but RECV_19_18, SEND_19_18, RECV_18_19, SEND_18_19 in
generation of

(
"CLUSTER_19_13.bcg"
| [RECV_18_19, SEND_19_18]1|
(
"MEDIUM_19_18.bcg"
| [RECV_19_18, SEND_18_19]|
"ACTIVITY_18.bcg"
)
)

"SUB_MEDIUM.bcg" =
abstraction "TMP.bcg" of "MEDIUM_19_18.bcg";

% echo -n "checking if a bag medium with $N places is large enough: "

(* using the Evaluator model-checker of CADP, we check if SUB_MEDIUM.bcg
* contains a sequence of $N consecutive "SEND_xx_yy" actions *)

% RES=‘bcg_open SUB_MEDIUM.bcg evaluator CHECK_$N.mcl | grep ’\<TRUE\>’‘
% if [ "$RES" = "" ]

% then

% echo "yes"

% break

% else

% echo "no! (retrying with a larger bag medium)"

A N=‘expr $N + 1°¢

h fi

% done

Fig. 4. An excerpt of the generated SVL script.
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Number of controllers 1 1 1 2
Number of containers 1 2 3 2
Total number of agents 2 3 4 4
Number of activities 13 21 29 34
Minimal size of activities (states) 7 7 7 7
Mean size of activities (states) 42 57 82 68
Maximal size of activities (states) 104 225 481 195
Number of media 18 30 42 36
Minimal size of media (states) 2 2 2 2
Mean size of media (states) 57 60 61 58
Maximal size of media (states) 111 111 111 111
Number of concurrent processes 31 51 71 70
Size of potential state space (states) 2.10% 3.10% 4.10% 9.10%8
Size of largest generated LTS (states) || 1,824 | 48,819 | 410,025 | 76,399
Size of generated LOTOS file (lines) 2,597 4,494 6,391 7,208
Size of generated SVL file (lines) 617 1,013 1,409 1,635
Number of intermediate files 221 316 503 519
Verification time 4 min 09 |9 min 52|19 min 43|12 min 10

Fig. 5. Collected data for several configurations of the deployment protocol.

— Although the high number of concurrent processes could lead to a potentially
huge state space (up to 9.10%® states if we estimate its size by multiplying
the numbers of states of the minimized LTSs corresponding to all activities
and media for a given configuration), compositional verification allows to
keep the state space to a tractable size (below 10° states).

— Given the large number of intermediate files (several hundreds), these experi-
ments would not have been possible without the SVL language and associated
compiler.

The correctness of each protocol configuration was determined by checking
in the corresponding global LTs the absence of ERROR messages (which denote
either protocol design errors or implementation errors in the OCAML translator).
When the LOTOS process corresponding to an activity is generated without its
environment, all possible ERROR messages can be observed. However, when the
process gets synchronized with all its children processes, there should not remain
any ERROR message tagged with this process identity. For each configuration, we
obtained the Ls of Figure 6, in which all communications are hidden but those
made by the root activity of a controller. This LTS summarizes the service pro-
vided by the protocol to the end-user. The initial state has number 0. The two
first transitions start the deployment by sending a start event and its acknowl-
edgement. Then, either the user indicates that the deployment is not ready for
activation, which will cause a failure notification from subactivities prevented
from deploying components, or the user activates the deployment and receives
either a notification that the deployment is successful or a failure indication.
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RECV !P5 J#1 !E_]

Fig. 6. Service provided by the root controller, as an LTS obtained by compositional
verification using CADP.

6 Conclusion

Considering the numerous publications dealing with compositional verification
and its expected benefits, it is high time to put this approach into practice
in real-life case studies. Object-based distributed systems are an ideal target
for this purpose, as they usually contain many components, either to model
physically distributed entities or to represent concurrent activities taking place
on a given execution site. This is the case with the SCALAGENT deployment
protocol, whose architecture consists of a tree of distributed agents, each agent
being itself organized as a tree of concurrent activities.

From the verification activities undertaken in the PARFUMS project, we can
draw a number of conclusions.

The complexity of the SCALAGENT deployment protocol grows quickly as
new components are added to the system. For instance, adding a new agent
to deploy may start not less than 20 additional concurrent processes. For this
reason, it seems that only compositional techniques have a chance to cope with
the corresponding state explosion.

Because the SCALAGENT deployment protocol is implemented in JAVA,
we could have tried to apply a software model checker (such as the Java
PATHFINDER [21] or BANDERA [5]) directly on the JAVA source code. We did
not choose such an approach because, to the best of our knowledge, these tools
can only analyze programs running on a single JAVA virtual machine (JvMm),
whereas the SCALAGENT protocol is designed for multiple machines, each run-
ning a separate JVM. We also felt that a process algebra such as LOTOS, with its
built-in concurrency and abstraction primitives, would provide better support
for compositional modeling and verification. As a consequence, our verification
efforts mostly addressed the higher level design (i.e., the reference specification



258 Frédéric Tronel, Frédéric Lang, and Hubert Garavel

of the protocol) rather than the implementation (i.e., the JAVA code) although
an examination of the latter was sometimes needed.

Technically, the results of the verification effort are positive. Several ambi-
guities were found in the reference specification and the verification work ex-
hibited an undocumented assumption (synchrony of communications) of crucial
importance for a proper functioning of the protocol. The use of compositional
verification allowed to check significantly complex finite configurations within a
reasonable amount of time (at the moment, configurations with 70 concurrent
processes can be verified in less than 20 minutes).

In modeling the SCALAGENT deployment protocol, we chose to introduce
many distributed buffers, instead of one central buffer. This avoids a bottleneck
problem, which might prevent compositional verification from being applied [6].
We also took advantage of the “doubly nested” tree-like structure of the SCALA-
GENT deployment protocol. Originally designed to ensure the scalability of the
protocol when deploying software components on many machines, this tree-like
structure also forms the skeleton of our compositional verification scenarios, in
which LTS generation and minimization phases are incrementally performed from
the leaves to the root of the trees.

Last but not least, a complex system such as the SCALAGENT deployment
protocol could not be analyzed in absence of mature verification tools. We found
the CADP toolbox robust enough for this challenge, but had to extend it in sev-
eral ways. Two existing tools (Exp.OPEN and PROJECTOR) had to be entirely
rewritten for performance reasons. A new tool, BcG_GRAPH, was introduced
for fast, automatic generation of communication buffers. The SVL scripting lan-
guage was enriched to allow a wider form of parameterization. Interestingly,
SVL scripts, originally to be written by human experts, are now automatically
generated by the OCAML translator. We observe here a situation in which new
software layers are continuously added on top of existing ones, an integration
trend that also occurs in other branches of computer science.

As regards future work, we foresee two directions. First, we are currently at-
tacking larger configurations (90 and more concurrent processes) so as to discover
the actual limits of compositional verification. Second, we seek to detect vari-
ous livelock situations automatically using the EVALUATOR 3.0 model checker
[18]; as the p-calculus formulas needed to characterize livelocks may depend
on the set of components defined in the XOLAN architectural description, the
OcAML translator could be extended to generate these formulas automatically.
This would reduce the risk of error and keep the verification fully transparent
to the end-user.
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Abstract. Distributed systems for open environments, like the Inter-
net, are becoming more frequent and important. However, it is difficult
to assure that such systems have the required functional properties. In
this paper we use a visual formal specification language, called Object-
Based Graph Grammars (OBGG), to specify asynchronous distributed
systems. After discussing the main concepts of OBGG, we propose an ap-
proach for the verification of OBGG specifications using model checking.
This approach consists on the translation of OBGG specifications into
PROMELA (PROcess/PROtocol MEta LAnguage), which is the input
language of the SPIN model checker. The approach we use for verification
allows one to write properties based on the OBGG specification instead
of on the generated PROMELA model.

1 Introduction

The development of distributed systems is considered a complex task. In par-
ticular, assuring the correctness of distributed systems is far from trivial if we
consider the characteristics open systems, like: massive geographical distribu-
tion; high dynamics (appearance of new nodes and services); no global control;
faults; lack of security; and high heterogeneity. It is therefore necessary to pro-
vide methods and tools for the development of distributed systems such that
developers can have a higher degree of confidence in their solutions.

We have developed a formal specification language [6], called Object-Based
Graph Grammars (OBGG), suitable for the specification of asynchronous dis-
tributed systems. Currently, models defined in this formal specification language
can be analyzed through simulation [3] [4]. Moreover, starting from a defined
model we can generate code for execution in a real environment, following a
straightforward mapping from an OBGG specification to the Java programming
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language [4]. In order to deal with open environments, we have worked on an
approach to consider classical failure models still during the specification phase,
allowing one to reason about a given model in the presence of a selected failure
[7]. Investigations about the complexity of verifying properties of OBGG spec-
ifications considering message passing as the main operation were done in [12].
By using the methods and tools mentioned above we have defined a framework
to assist the development of distributed systems. The innovative aspect of this
framework is the use of the same formal specification language (OBGGQG) as the
underlying unifying formalism [5].

In this paper we focus on the verification of object-based distributed sys-
tems. More specifically, we add to our framework the possibility of model check-
ing distributed systems written according to the OBGG formalism. To achieve
that, we propose a mapping from OBGG specifications to PROMELA (PRO-
cess/PROtocol MEta LAnguage, which is the input language of the SPIN model
checker), showing the semantic compatibility of the original OBGG specifica-
tion with the PROMELA generated model. After that, we show how to specify
properties using LTL (Linear Temporal Logic) over the OBGG specification. An
important aspect is that the user does not need to know the generated PRO-
MELA model to specify properties.

This paper is organized as follows: Section 2 presents the formal specification
language OBGG together with an example (modeling the dining philosophers
problem); Section 3 shortly introduces PROMELA; in Section 4 the translation
from OBGG to a PROMELA model is presented together with a discussion of its
semantic compatibility; in Section 5 we present our approach for the verification
of OBGG models using SPIN and then conclude in Section 6.

2 The Specification Language OBGG

Graphs are a very natural means to explain complex situations on an intuitive
level. Graph rules may complementary be used to capture the dynamical as-
pects of systems. The resulting notion of graph grammars generalizes Chomsky
grammar from strings to graphs [8,14]. The basic concepts behind the graph
grammars specification formalism are:

— states are represented by graphs;

— possible state changes are modeled by rules, where the left- and right-hand
sides are graphs; each rule may delete, preserve and create vertices and edges;

— a rule have read access to items that are preserved by this rule, and write
access to items that are deleted/changed by this rule;

— for a rule to be enabled, a match must be found, that is, an image of the
left-hand side of a rule must be found in the current state;

— an enabled rule may be applied, and this is done by removing from the
current graph the elements that are deleted by the rule and inserting the
ones created by this rule;

— two (or more) enabled rules are in conflict if their matches need write access
to common items;
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— many rules may be applied in parallel, as long as they do not have write
access to the same items of the state (even the same rule may be applied in
parallel with itself, using different matches).

Here we will use graph grammars as a specification formalism for concurrent
systems. The construction of such systems will be done componentwise [13]: each
component (called entity) is specified as a graph grammar; then, a model of the
whole system is constructed by composing instances of the specified components
(this model is itself a graph grammar). Instead of using general graph grammars
for the specification of the components, we will use Object-Based Graph Gram-
mars (OBGG) [6]. This choice has two advantages: on the practical side, the
specifications are done in an object-based style that is quite familiar to most of
the users, and therefore are easy to construct, understand and consequently use
as a basis for implementation; on the theoretical side, the restrictions guarantee
that the semantics is compositional, reduce the complexity of matching (allowing
an efficient implementation of the simulation tool), as well as ease the analysis
of the grammar. Basically, we impose restrictions on the kinds of graphs that
are used and on the kind of behaviors that rules may specify.

Each graph in an OBGG is composed of instances of the vertices and edges
shown in Figure 1. These vertices represent entities and elements of abstract
data types. Elements of abstract data types are allowed as attributes of entities
and/or parameters of messages (in the visual representation, such attributes are
drawn inside the entity). Messages are modeled as (hyper)arcs which have one
entity as target and as sources the message parameters (that may be references
to other entities or values).

Entity ADT
atr_[atr: ADT

Fig. 1. Object-Based Type Graph.

For each entity, a graph containing information about all its attributes, re-
lationships to other entities, and messages sent/received by this entity is built.
This graph, called type graph, is an instantiation of the object-based type graph
described above. All rules that describe the behavior of this entity may only
refer to items defined in this type graph. Instances of entities are called objects.

A rule describes the reaction of objects to the receipt of a message. A rule
of an OBGG must delete exactly one message (trigger of the rule), may create
new messages to all objects involved in the rule, as well as change the values
of attributes of the object to which the rule belongs. A rule shall not delete
or create attributes, only change their values. At the right-side of a rule, new
objects may appear (instances of entities can be dynamically created). Besides,
a rule may have a condition, which is an equation over the attributes of its left-
and right-hand sides. A rule can only be applied if this condition is true.
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An OBGG consists of a type graph, an initial graph and a set of rules.
The type graph is actually the description of the (graphical) types that will be
used in this grammar (it specifies the kinds of objects, messages, attributes and
parameters that are possible — like the structural part of a class description).
The initial graph specifies the start state of the system. Within the specification
of an entity, this state may be specified abstractly (for example, using variables
instead of values, when desired), and will only become concrete when we build
a model containing instances of all entities (objects) involved in this system. As
described above, the rules specify how the instances of an entity will react to
the messages they receive.

According to the graph grammars formalism, the computations of a graph
grammar are based on applications of rules to graphs. Rules may be applied
sequentially or in parallel. Each state of a computation of an OBGG is a graph
that contains instances of entities (with concrete values for their attributes) and
messages to be treated. In each execution state, several rules (of the same or
different entities) may be enabled, and are therefore candidates for execution.
Rule applications only have local effects on the state. However, there may be
several rules competing to update the same portion of the state. To determine
which set of rules will be applied, we need to choose a set of rules that is consis-
tent, i. e., a set in which no two or more rules have write access to (delete) the
same resources. Due to the restrictions imposed in OBGG, write-access conflicts
can only occur among rules of the same entity. When such a conflict occurs, one
of the rules is (non-deterministically) chosen to be applied. This semantics is
implemented in the simulation tool PLATUS (3, 4].

We can describe this semantics as a labeled transition system (LTS) in which
the states are the reachable graphs, and each transition represents a rule appli-
cation, having as label the name of the rule that was applied. Actually, there are
many possible choices for the labels of transitions, ranging from very simple ones,
like just the name of the rule, to more complex ones, containing also the identity
of the object and message involved in the rule application, and even names and
values of attributes changed by this computation step. As these labels are the
events that can be observed in the semantics, if we have richer labels, we will
be able to describe more complex properties over the system represented by this
transition system. However, the number of types of events (labels) has a direct
impact in the size of the state space of the (translated PROMELA) system, and
the risk of state explosion during verification is quite high if we have many differ-
ent labels. The choice of just having rule names as labels is a trade off between
expressiveness for describing properties and the limitations of verification tools.

2.1 The Dining Philosophers Problem

In this Section we model the dining philosophers problem using OBGG. The
type graph, and rules for the objects that compose the specification are pre-
sented in Fig. 2. Using the same type graph and set of rules, we present two
different models for this problem, given by two different initial graphs, describ-
ing a symmetric and an asymmetric solution. We use these solutions in Section
5 in order to illustrate our approach for the verification of properties.
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Traditionally the dining philosophers problem is described in the following
scenario. In a table there are N philosophers and N forks (a fork between every
philosopher). The philosophers spend some time thinking, and from time to
time a philosopher gets hungry. In order to eat a philosopher must, exclusively,
acquire its left and right forks. After eating a philosopher release both left and
right forks and starts thinking again.

Phil o—Start_]
-
ok eat: bool
lease: bool - j+—< AcqRight]
@9 acaured 5ol | [mveson
forks: bool
TightFork
(a)
Fork () Fork ()
Acquire > [acquired: true Release N acquired: false’
Pl @ Symstan Phil [6) Pl @ —— Phil 0)
acqure: e |, s 1Sym (acquire: true acauire: we |, g ] ym: acquire: true P
sy falso Start_] P 2y faiso e o <Start_] o te
Phii Q)
acquie: true
AcquireLeft_ AoquireRight
ok [Fork Q)] Q)
R ENC) Phil Q| Phi @ Phil [6)
acaure: e |, o] acquire: true - acaure: e |, e ] acquie:Tale | gar ]
oo fose [SymLeft o e o e lAsymieft )12 <_Eat_]
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Fig. 2. Type Graph (a) and Rules of Fork (b) and Phil (c) Objects.

In OBGG we model the problem with two entities: Fork and Phil. The
messages that objects of these entities can receive and their attributes are de-
scribed in Fig. 2 (a)!. The Fork entity represents the forks and is composed of

! The numbers inside the circles are used to indicate the type of each entity. They are
defined in the type graph and are used as a type information for the instances that
appear in the rules and state graphs.
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Fig. 3. Initial Graph for Symmetric (a) and Asymmetric (b) Solutions.

a boolean attribute (acquired) that determines if the fork is currently in use by
a philosopher (acquired true) or not (acquired false). The Phil entity represents
the philosophers and is composed of five boolean attributes: acquire (the philoso-
pher is trying to acquire the forks), eat (the philosopher is eating), release (the
philosopher is releasing its acquired forks), asym (indicates if the philosopher
starts getting the left fork (false), or the right fork (true)), and forks (used to
control the number of acquired forks). Each Phil object also have two references
to Fork objects that are its left (leftFork) and right (rightFork) forks.

The rules for the Fork objects are shown in Fig. 2 (b), and the rules for the
Phil objects are presented in Fig. 2 (c). The behavior of the specification is as
follows. A philosopher starts execution, rules SymStart or AsymStart, trying to
acquire its left (asym false) or right (asym true) forks (rules AcquireLeft and
AcquireRight). If the philosopher can acquire the fork (rule Acquire), he tries
to acquire the other fork (rules SymLeft or AsymRight). If the philosopher can
acquire it too (rules SymRight or AsymLeft), he starts eating (rule Fating). After
eating the philosopher release his forks and starts all over again.

In Fig. 3 (a) we show an initial graph for a symmetric solution of the problem.
This solution is symmetric because all the philosopher has his asym attribute set
to false, meaning that all of them will try to acquire the left fork first. Fig. 3 (b)
illustrates an asymmetric solution for the problem. This solution is asymmetric
because the philosopher Phil2 has its asym attribute set to true, meaning that
he will try to acquire the right fork first, differently from the other philosophers.

3 Process/Protocol MEta LAnguage

PROMELA [17] is a process based language, being used by the SPIN model
checker [9] for the specification of models. In SPIN, from a PROMELA spec-
ification it is possible to define properties using LTL (Linear Temporal Logic)
formulas, and verify if the formulas are true for a given specification.

The language has a C-like syntax and constructs for receiving and sending
messages similar to the ones found in the specification language CSP (Communi-
cation Sequential Processes). Processes in PROMELA can be created statically
or dynamically (proctype keyword). There is a special process, called init, used
to initialize a specification. Processes can exchange information through mes-
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sage channels (chan keyword) or global variables (variables declared outside the
scope of the processes). The message channels can be synchronous (the buffer of
the message channel has 0 messages) or asynchronous (the buffer of the message
channel can have N messages, being N > 0). Message channels are typed, in
the sense that one has to explicitly declare the types of variables a channel might
receive. Besides, PROMELA offers several functions used to check, for example,
if a channel is not full (nfull(channel)), how many messages a channel has in its
buffer (len(channel)), and others [17].

In PROMELA, non-determinism, i.e. the existence of more than one possi-
ble execution path, is modeled in condition (if ... fi) or repetition (do ... od)
structures. The entries of condition and repetition structures are composed of
guarded commands. Once the condition of a guarded command is not satisfied,
the entry is blocked, possibly blocking the process that contains it. This blocking
occurs until the condition is satisfied. In condition and repetition structures, non-
determinism occurs when several entries have their conditions satisfied. In this
case, one of the possible paths is chosen in a non-deterministic way. It is possible
to define atomic structures (atomic { ... }) for a specification, i.e., a sequence
of statements that must be executed without interleaving with the execution of
statements of other processes. However, if there are guarded commands inside
an atomic structure and they are not satisfied, the structure will lose its atom-
icity characteristic and will interleave its statements with other processes. We
can define enumeration types in PROMELA (mtype keyword). The language
provides a goto statement that enables a developer to jump into the body of
a process. Finally, one can insert assertions in a PROMELA specification. An
assertion statement evaluates an expression (assert(ezpression)) to true or false,
each time the statement is executed. If the expression evaluates to false, an error
is generated and the verification procedure stops.

We can describe the operational semantics of PROMELA by a labeled transi-
tion system (LTS). This semantics can be found in [15]. A state of a PROMELA
program consists of a fragment of this program (its still unexecuted code), a
function that relates each global variable (or channel) name with its value and
a function that relates each channel identifier with its current value (length of
channel buffer and values stored in it). Moreover, the state stores information
about definitions of processes, about active processes and about which processes
are currently executing atomic blocks. Each proctype statement defines a process.
A process definition consists of the process body and a parameter function that
defines the name and the type of its parameters. A process instantiation (active
process) stores the following information: the body of the process and its current
unexecuted code fragment, the values of all local variables (or channels) and a
continuation stack that stores program fragments (used for do statements).

Each transition of a PROMELA LTS has as label some statement of the
language. These transitions are defined by the SOS-rules of [15], which describe
the behavior of each statement of PROMELA. The initial state for every LTS
is (m,G1,Cy,pdef, ,act,, 1), where 7 is a program body; G, C,, pdef, and
act | are the mappings of global variables, channels, definitions and instantiations
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of process, respectively (all these functions are undefined for all values of their
domains); and L is a process identifier that is executing atomically.

4 Translation of OBGG into PROMELA

The translation of OBGG into PROMELA defines how the abstractions of
OBGG are mapped to PROMELA, in a way that the semantics of OBGG is
preserved. In Section 4.1 we present how the abstractions of object, message,
rule and initial graph present in OBGG are translated to PROMELA, and in
Section 4.2 we discuss how semantic compatibility is achieved. We do not show
neither the concrete syntax of this mapping nor the proofs of compatibility due
to space constraints.

4.1 Syntactical Mapping of OBGG into PROMELA

Objects and Messages. Objects in OBGG are translated into processes in
PROMELA (we call such processes object process(es)). Attributes of an object
are mapped to variables, passed as arguments in the definition of an object pro-
cess. For verification purposes, attributes of OBGG objects are restricted to the
types supported in PROMELA. A reference to an OBGG object is mapped to a
PROMELA channel. Messages in OBGG are translated into messages in PRO-
MELA. The receipt of messages is done through an asynchronous channel, called
object process channel, that is also passed as an argument in the definition of
an object process. The object process channel is typed according to: the name
of a message (an mtype in PROMELA, composed of the name of all messages
in the system type graph), and the parameters of all messages that an object
can receive. The parameters of all messages that an object can receive become
variables declared inside an object process. The dynamic creation of objects cor-
responds to the dynamic creation of processes and their associated channels in
PROMELA.

Concurrency among objects is naturally preserved by the concurrency be-
tween object processes. Nevertheless, in OBGG it is possible to have intra-object
concurrency. That is, when an object has several non-conflicting messages to be
processed we may have the parallel reception of these messages. We face two
main problems when translating this feature to PROMELA.

The first problem is due to the way messages are received in OBGG, i.e.
messages are not stored in a specific place, they are simply connected to the
object in the system state graph. Since we translate OBGG messages to messages
sent through PROMELA channels, we require the user to set a buffer size for
the object process channel of object processes. The problem occurs when a small
size is set, introducing possible points of synchrony in the model (that do not
exist in the original OBGG model because an object may receive an unbounded
number of messages at each moment). We handled this problem by inserting
assertions that, just before sending a message in the translated model, evaluate
an expression to determine if the destination channel is not full. Thus, when
verifying a model with a small buffer size, an error is generated when the object
process channel is full, requiring the user to increase the buffer size.
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The second problem is related to the non-deterministic reception of messages
in OBGG. Because PROMELA channels work in a first-in first-out manner, we
have to introduce a structure that non-deterministically receive messages to be
processed. This is done by creating an internal buffer in every object process that
is responsable for receiving a message in a non-deterministic way.

Thus, we define the generic behavior of an object process as follows: (i)
wait for new messages in the object process channel; (ii) once new messages
are received, send them to an internal buffer of the object process; (iii) non-
deterministically choose a message from the internal buffer and try to apply a
rule to process that message (see Rules below); (iv. a) if a message is processed
and the object process channel is empty, return to (iii); (iv. b) if no message is
processed or the object process channel is not empty, return to (i).

Rules. For an OBGG object there may exist several rules that are capable of
handling the same message type. When receiving a message, one of the enabled
rules that can handle the message is chosen in a non-deterministic way. We use
a condition structure inside the object process to implement such abstraction.
This condition structure has in its entries the necessary conditions to trigger the
rules of the object (the match). Thus, an object with N rules will have N entries
in this structure.

Initial Graph. The OBGG initial graph is composed of the instances of objects
and the (initial) messages of the model. In our translation, the initial graph
becomes an init process in PROMELA. This init process has three stages: (i)
create the object process(es) channel(s) for objects that appear in the initial
graph; (ii) execute the object process(es) defined in the initial graph, passing as
arguments the values of its attributes and its object process(es) channel(s); (iii)
send defined (initial) messages using the object process(es) channel(s).

4.2 Semantic Compatibility

To assure that the translation preserves the OBGG semantics we have to prove
(i) that every behavior in the OBGG-LTS can be found in the PROMELA-LT'S
of its translation and (ii) that no new behavior is added in the PROMELA-LTS.
Due to a difference in the granularity of the LTSs, the latter proof can not be
done, only a weaker version of it.

In order to carry out these proofs we translate the paths of the OBGG-LTS
into paths of PROMELA-LTS (i) and vice-versa (ii). For this, we must translate
the states of the first into states of the second LTS, that is, we must find a
correspondence between graphs and PROMELA states. We can always translate
an OBGG state into a PROMELA state, but the opposite is not true. In the
PROMELA-LTS of a program which results from the translation of an OBGG
specification there are several states that do not correspond to any states of the
OBGG-LTS. This is due to the fact that the treatment of messages in OBGG
occurs atomically (in only one step), while in PROMELA this treatment occurs
in several steps. Thus, in the PROMELA-LTS, there are states that represent
the partial treatment of messages and these states do not have any corresponding
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state in OBGG-LTS. A PROMELA state that corresponds to some OBGG state
will be called well-formed state. In a well-formed state, every instantiated process
(act(i) = (m1,m2, L,e)) must: not be more active (11 = €); or not be executing
(m = ma); or be ready to execute a labeled statement in the next step. The fist
situation is the case of init process. The latter situation occurs when processes
are waiting for messages or looking for enabled messages in the buffer. For a
PROMELA-LTS state to correspond to a graph (OBGG-LTS state), it must
have one active process (but not executing or with a labeled statement) for each
object in the graph and one element in the channel or the buffer of an object
process for each message in graph.

pde f(Fork) = (vs, frur), pde f(init) = (2, o)
frork(1) = (opc_Fork, CHAN)
Sfrork(2) = (atr_acquire, BOOL) G(event_RuleName) = (MTYPE, 0)
pdef(Phil) = (w5, fpna),
frra(1) = (opc_Phil, CHAN) C(0) = (MTYPE, Phil_Start - ¢,3)
frni(2) = (atr_acquire, BOOL) C(1) = (MTYPE, Ph
Frna(3) = (atr_cat, BOOL) C(2) = (MTYPE, Phil Start - =,
feni(4 (atr_release, BOOL) C(3) = (MTYPE x CHAN, ¢,
frra(5) = (atr_asym,BOOL) C(4) = (MTYPE x CHAN, ¢, 3)
fena(6) = (atr_forks, BOOL) C(5) = (MTYPE x CHAN, ¢, 3)
Sfpni(7) = (atr_Fork_leftFork, CHAN)
frra(8) = (atr_Fork_right Fork, CHAN)
(a)
act(0) = (e,m7, Ly, €) Ls(atr_Forks) = (BOOL, 0)
L, (Phill) = (CHAN, 0) Ly(atr_Fork_leftFork) = (CHAN, 3)
L, (Phil2) = (CHAN, 1) Ly(atr_Fork_rightFork) = (CHAN, 4)
Li(Phil3) = (CHAN, 2) act(3) = (w5, 75, L4, €)
Li(Forkl) = (CHAN, 3) Ly(ope_Phil) = (CHAN, 2)
Li(Fork2) = (CHAN, 4) Ly(atr_acquire) = (BOOL, 1)
Ly (Fork3) = (CHAN, 5) Ly(atr_eat) = (BOOL, 0)
act(1) = (w5, 75, Lo, €) La(atr,y'eleuse) = (BOOL,0)

Ly (ope_Phil) = (CHAN, 0) Ly(atr_asym) = (BOOL, 0)
Ly(atr_acquire) = (BOOL, 1) Ly(atr_Forks) = (BOOL, 0)
Ly(atr_eat) = (BOOL, 0) Ly(atr_Fork_leftFork) = (CHAN, 4)
Ly(atr_release) = (BOOL, 0) Ly(atr_Fork_rightFork) = (CHAN, 5)
Ly (atr-asym) = (BOOL, 0) act(4) = (w3, 73, Ly, €)

Ly(atr_forks) = (BOOL, 0) Ls(ope_Fork) = (CHAN, 3)
Ly(atr_Fork_leftFork) = (CHAN, 5) Ls(atr_acquire) = (BOOL, 0)
Ly(atr_Fork_rightFork) = (CHAN, 3) act(5) = (w3, 3, Lg, €)

act(2) = (ms, 75, L3, €) Lg(opc_Fork) = (CHAN, 4)

Lj(opc_Phil) = (CHAN, 1) Lg(atr_acquire) = (BOOL, 0)

Ly(atr_acquire) = (BOOL, 1) act(6) = (w3, s, L7, €)

Lg(atr_eat) = (BOOL, 0) Lrz(opc_Fork) = (CHAN, 5)
Lg(atr_release) = (BOOL, 0) Ly (atr_acquire) = (BOOL, 0)
Lg(atr_asym) = (BOOL, 1)

(b)

Fig.4. PROMELA State for OBGG Specification: Definitions, Global Variables and
Channels (a) and Active Processes (b).

The initial state of an OBGG-LTS is the initial graph of the OBGG, which
contains all objects and messages of the initial configuration of the system.
The PROMELA-LTS initial state does not correspond to the OBGG-LT'S initial
state, because there is no running process in the initial state of the PROMELA-
LTS. The state corresponding to the initial graph is the output state of the first
transition labeled end_atomic (indicating that the init process (0) has ended and
all processes corresponding to objects and messages present in the initial state
of the system are running). The PROMELA state corresponding to the initial
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Fig.5. OBGG-LTS’s (a)(b) and PROMELA-LTS’s (c¢)(d) of its Translation.

graph of Fig. 3 (b) is the state ST = (e, G, C, pdef,act, L), whose definitions
are shown in Fig. 4 (n’s definitions are omitted). The function act defines the
instantiated and active processes. In Fig. 4, we can see that there is one active
process for each object in the initial graph (1 — 6). The functions L,, define the
values of object attributes. For example, in the initial graph (Fig. 3 (b)) the
asym attribute of Phil2 is true and in PROMELA-LTS state this same value
can be seen in Lz(atr_asym) = (BOOL, 1). The messages and their parameters,
present in the initial graph, are defined by function C, that defines the channel
value of each object. All messages (and their parameters) sent to each object are
in these channels.

The information described in the type graph of the OBGG can be found via
the pde f function, that associates to each type of object (process name) a process
body modeling its behavior. We can also obtain the object’s attributes, as well
as their types through functions frame_process- The message types of system can
be found in the mtype construct, that enumerates all types of messages and rule
names of an entity. The message parameters and their types can also be obtained
from the process body associated with each object by the function pdef. The
first statements in the object process body are the declarations of parameters of
all message types that the object can treat.

Besides translating the states we must translate the transitions of the LTS’s.
In the OBGG-LTS there is one transition for each rule application, but in the
PROMELA-LTS there are several transitions that represent the same rule appli-
cation. The behavior of an object process can result into two kinds of transition
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sequences, a matching sequence, corresponding to testing whether a rule can be
applied (without applying the rule), and a rule application sequence testing and
applying a rule. The matching sequence corresponds to situations when there
is no match to apply a rule, and therefore it is only tested and not applied. As
this transition sequence only makes tests, the part of the PROMELA state that
corresponds to an OBGG state (graph) is not changed. Both sequences start
with an “atomic” and end with an “end_atomic” transition. In the rule applica-
tion sequence, in the final state of the “end_atomic” transition, the local variable
rule_applied is true, whereas in the matching sequence the value of this variable
is false.

Figure 5 shows examples of OBGG-LTSs and the PROMELA-LTS of their
translations. In (a) and (c), we can apply r1 and 2 in parallel (r1 and 72 are
independent) and, in (b) and (d), we can apply 72 only after r1 (r2 depends
on rl). In (a) and (c), we can observe that the two rules can be applied in
any order. The states m4 and 75 are equivalent, in this context, because they
differ only in the value of the global variable event_RuleName and the local
variable rule_applied of one object process. These variables do not interfere in
the message or process states, and therefore the OBGG states corresponding
to these two different PROMELA states are the same (isomorphic). In (d), the
transitions represented by the dashed arrows correspond to idle transitions in
the OBGG (because this corresponds to a matching sequence) and states 75 and
7 (and also w3 and m4) are equivalent, because the differences between them
are not in message or object states.

The messages, in the states of PROMELA-LTS, do not have identifiers, so
we are not capable of distinguishing, in a state, two messages with same type
and parameters. In an OBGG, however, messages have unique identifiers. This
means that the OBGG-LTS have a richer representation concerning the causal-
ity relationships among messages than the PROMELA-LTS. For each OBGG
path there is one corresponding PROMELA path, but for the same PROMELA
path there may be many different corresponding OBGG paths, each one repre-
senting a different causal relation between messages that is compatible with the
PROMELA path. What is important to notice is that all these OBGG paths are
in the transition system of the original OBGG-LTS, and therefore we are not
adding new behavior with the translation of OBGG into PROMELA.

5 Verification of OBGG Specifications

The model checker SPIN is a state-based verification tool. The property formulas,
written using LTL, are specified over the state of the system. More specifically,
the developer must have global variables in the PROMELA model to specify
and verify properties over it.

For the verification of OBGG specifications we have noticed that it is more
natural for the developer to express properties about the application of rules
rather than based on the state of specific objects. Moreover, if we use the state
of an object (its attributes) in a property specification we would have to make
available the values of such attributes through global variables. While this ap-
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proach works for specifications with a static number of objects, it is not feasible
for specifications that have dynamic creation of objects because we would need
to dynamically create new global variables, a feature not supported by the tool.

Switching from the state-based approach presented above to an event-based
approach, besides being more natural from the OBGG point of view (a rule
application is seen as an event), we gain a more structured form to handle the
verification of specifications that have dynamic creation of objects.

In order to specify properties using rule applications as events we have some-
how to mark that a rule application is an event for verification. In our ap-
proach using events, every PROMELA model generated from the translation
has a global variable event_RuleName. To generate events for the application of
rules, we include the name of the rules that will become events into the mitype
definition of this variable. Thus, when interesting events occur, i.e., the applica-
tion of rules that are relevant for verification, they are written (using the atomic
structure in PROMELA) into the event_RuleName global variable.

It is then possible to write LTL formulas about the occurrence of rules
as being events, and these formulas need to inspect only the global variable
event_RuleName. An event is the change of value of this global variable. For
instance, we can define an event eat as being the change of value of the variable
event_RuleName from not FEating to Eating (where Fating is the rule applied).
We need to use the next temporal operator (X) to mark the change of value, for
instance (! Eating && X Fating). The idea of specifying LTL formulas using
events, and validating them with SPIN has been explored in [1].

As an example, we can define an LTL formula to specify that “it is always
possible that some philosopher will eat”, trying to prove that the specification is
deadlock free. For that, we generate the events Fating (the philosopher is eating),
SymStart (a philosopher is starting its execution), and AsymStart (a philosopher
is starting its execution). This property is specified by the formula ([| <> eat),
where ([]) is the always temporal operator and (<>) is the eventually temporal
operator. We were able to verify this formula for the symmetric and asymmetric
solutions of the dining philosophers problem. As expected, for the symmetric
solution the formula does not hold, but the formula does hold for the asymmetric
solution, where it used 530 Mb of memory, generated 6.21266e+-06 states, and
took 9 minutes running in an Intel Xeon 2.2 GHz Processor with a limit of 1 Gb
of memory under SPIN.

Another property verified over the asymmetric and symmetric models con-
cerned mutual exclusion. In a setting with up to three philosophers it is sufficient
to prove that “no two philosophers might be in their critical sections (eating) at
the same time”. To prove such property we use the events Fating (the philoso-
pher enters in the critical section) and ReleaseForks (the philosopher leaves the
critical section). The formula ([] (eat && <> rel) — X (! eat U rel)) specifies
this property, where (U) is the strong until temporal operator. Like for the event
eat defined above, we define the event rel as being the change of value of the
event_RuleName variable from not ReleaseForks to ReleaseForks (where Release-

Forks is the rule applied), leading to (! ReleaseForks && X ReleaseForks).
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When verified, the formula for mutual exclusion was true and used 420 Mb of
memory, generated 2.67997e+-06 states, and took 2 minutes running in the same
computer and configuration of the previous formula.

It is important to note that this approach implies in the use of the next
operator in SPIN. In order to use the partial order reduction algorithm available,
the SPIN model checker requires that, when using the next operator, the given
formula is closed under stuttering. [1] has proposed a group of useful formula
patterns for events that are closed under stuttering and can be directly applied
in our work.

An important feature of our approach based on events is that the developer
may write formulas looking only to the OBGG specification. It is not necessary
to know the structure of the translated PROMELA model.

6 Final Remarks

In this article we have defined a translation from OBGG specification to PRO-
MELA, and provided a way to verify properties over OBGG specifications based
on events. We have also discussed the semantic compatibility between an OBGG
specification and its corresponding PROMELA model.

The translation and integration between formal languages in order to use
model checking tools is becoming a common practice, since many times it is
easier (and more efficient) to reuse than to build a specific verification tool.
Nevertheless, such translations involve detailed comparisons, especially at the
semantic level. We can find in the literature various works focused on the verifi-
cation of object-based/oriented distributed systems. The work proposed in [10]
defines a visual and object-oriented language that can be mapped to the model
checker SPIN. In [2] PROMELA is extended considering the actors concurrency
model. [11] proposes a tool that tries to make available the automatic verification
of UML models, this approach consists in the mapping of UML models to PRO-
MELA. In [16] an integration of the formal specification language Object-Z with
ASM (Abstract State Machine) was introduced, creating the OZ-ASM notation.
After a series of translations, it is possible to verify OZ-ASM specifications using
the SMV tool. In contrast to some of these works, in this article we discussed the
semantic compatibility of our translation. Moreover, in our approach it is possi-
ble to specify the properties to be verified at the same level of abstraction of the
specified OBGG model, a feature that is not present in most of the approaches
that use translations.

For the verification of some aspects of a given specification, only the name of
the applied rule as event name may be too few information. For instance, if we
wish to prove the problem of fairness for the asymmetric solution of the dining
philosophers problem, we would need to specify formulas about the individual
behavior of a philosopher, like “for each philosopher i it is always possible that
philosopher ¢ will eat”. To support such level of detail we need to add more
information to the event names. However, in doing so, we will have exponentially
more states in the LTS to be verified. We are currently working on an approach
to tackle this problem.
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Abstract. Performance analysis of computing systems, in particular distributed
computing systems, is a complex process. Analysing the complex flows and in-
teractions between a set of distributed processing nodes is a non-trivial task.
The problem is exacerbated by the addition of continuous system functions that
are time dependent, such as communication between components in the form of
multimedia streams of video and audio data. Quality-of-Service (QoS) specifi-
cations define constraints on such communications and describe the required
patterns of data transfer. By making use of these specifications as part of the
performance analysis process it is possible to add significant confidence to pre-
dictions about the correct (required) operation of a distributed system. This pa-
per presents a method for designing distributed multimedia systems, including
the specification of QoS, using the ODP framework and UML and describes a
technique for verifying the QoS specification against the designed functional
behaviour of the system using Timed Automata.

1 Introduction

This paper demonstrates a specific approach to the design of distributed systems. The
approach enables verification that Quality of Service (QoS) [15] specifications are
met by the specified behavioural aspects of the design. The context which we aim to
support is that of designers using the UML/OCL paradigm but requiring stronger
verification than these would traditionally facilitate. This leads to an approach with
design based around an adaptation of the UML supported by verification in a more
formal setting provided by model checking timed automata.

The design includes the specification of both functional and non-functional aspects
of behaviour. This is in the form of UML state diagrams for the functional behaviour
and CQML statements to define the non-functional QoS of the system. The overall
structure of the system and its components is specified using stereotyped UML class
diagrams and a variation on UML object diagrams (snapshots) is used to define par-
ticular configurations of objects.

This approach to design enables us to verify that the environmental contract of an
object (defined by the QoS specification) is met by the defined functional behaviour
of that object. The verification is enabled by generating a network of timed automata
(TA) from the design, which makes use of existing techniques for mapping UML
state diagrams on to UPPAAL style timed automata templates. To map the QoS
statements, we define timed automata templates that model the three QoS characteris-
tics — latency, throughput and anchored jitter; these templates are instantiated using
parameter values taken from the CQML statements.

E. Najm, U. Nestmann, and P. Stevens (Eds.): FMOODS 2003, LNCS 2884, pp. 276-292, 2003.
© IFIP International Federation for Information Processing 2003
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A snapshot diagram (e.g. Fig. 1) is used to deduce a particular network of parallel
automata constructed from the generated TA templates. This network can be model
checked (using UPPAAL) to give feedback as to whether or not the functional behav-
iour verifiably conforms to the specified QoS. The event traces of UPPAAL can be
used to construct a series of snapshots that illustrate the sequence of actions that lead
to a problem. This enables the feedback to be in a form of the original design lan-
guage rather than in the “lower level” analysis language.

The approach to design and verification described in this paper, builds on our work
from a previous project [14], which address performance prediction from UML sys-
tem designs and earlier work from this project [6], regarding the UML and specifica-
tion of QoS. In particular we build on the work of [3], which describes a modelling
language for the Computational Viewpoint that is an adaptation of the UML to enable
design of distributed systems using the concepts defined in the RM-ODP. The work
presented in this paper discusses an approach for mapping these high-level design
specifications on to TA in order to verify the QoS aspects of the design. [6] deals with
the static aspects of specifying QoS, the current work extends this by addressing the
implication of the specified QoS on dynamic aspects of the system.

The rest of this paper is organised as follows. Section 2 illustrates our design ap-
proach using an example system. Section 3 describes the translation from specifica-
tions in our design languages into Timed Automata for the structure, behaviour and
QoS of the system. Section 4 demonstrates the analysis technique incorporating the
use of the UPPAAL model checker and illustrates how results can be fed back to the
designer. Section 5 discusses some related work and concludes the paper.

2 An ODP Computational Specification

In this section we place our design approach in the context of the ODP framework and
illustrate our approach to computational viewpoint design using an adaptation of the
UML. Subsequently, in section 3, we will show how to translate these designs to TA
in order to verify aspects of the design.

The computational viewpoint is concerned with the identification of distributable
components (objects) and their interaction points (interfaces). The viewpoint ad-
dresses: the specification of the behaviour of identified objects; the specification of
the signatures of the interfaces through which they interact; the specification of tem-
plates from which such components can be instantiated; and the specification of any
constraints under which the objects must operate.

The current trend in software design communities is to make use of the UML as a
specification language for system design. However, for the purpose of designing dis-
tributed systems (in particular within the context of the ODP computational view-
point) the UML is deficient in a number of ways. To combat these deficiencies we
have adapted the UML design language; this adaptation is presented and discussed in
[3]. The description of the following example design highlights some of these adapta-
tions.

In general, our design approach is to start with a snapshot of the system, to give an
indication of the primary distributable components composing the system and the
interfaces required to connect them. From the snapshot we identify and specify the
computational object templates and interface signatures of the system. For each com-
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putational object we subsequently provide a behaviour specification. Finally we spec-
ify environment contracts for each computational object in the form of QoS con-
straints. As our illustrative example we take the specification of a lip synchronisation
system, based on the specification presented in [4].

2.1 System Snapshot

A key aspect of a computational viewpoint specification is the decomposition of the
system into distributable objects that interact at interfaces. An object, which may be a
composition of two or more other objects, is a unit of distribution and management
that encapsulates behaviour [16]. To differentiate from the UML concept of an object,
we shall use the term computational object.

Fig. 1 depicts a computational viewpoint snapshot of an example mobile video-
phone, including a lip synchronisation component. There are three aspects of the ex-
ample system — transmitter device, channel, receiver device. The transmitter device’s
camera emits video frames to the videoBinding across the bound transVideo inter-
faces. The receiver device’s vidWindow receives the video frames from the Video-
Binding at the bound recVideo interfaces. On arrival of each video frame a signal is
output to the syncController at the bound vidReady interfaces. Similarly the audio
packets are emitted from the microphone computational object to the AudioBinding at
the transAudio interfaces; they arrive across the binding at the speaker computational
object and recAudio interfaces, where signals are emitted to the syncController at the
audReady interfaces.

Transmission of the audio and video data via different channels applies a different
and variable time delay to the media streams. As a result the computational object
syncController is used to adjust the playback rate of the media streams to produce
synchronised presentation. The syncController indicates when to display each video
frame by emitting a signal at its vidCtrl interface, which is received by the vidWin-
dow. Finally, the syncController has an interface appControl that is used to reset the
synchronisation algorithm.

A UML object diagram could have been used to illustrate the system configuration,
but the notation would not effectively distinguish between computational objects,
interfaces and bindings. To rectify this, we define an alternative notation which does
distinguish between these concepts, enabling the presentation of computational view-
point snapshots in a clearer fashion. Using the UML object diagram notation, the
components would all appear as boxes, however, we use different syntactic represen-
tations for each category of component. This syntactic representation is linked to
UML descriptions via a metamodel which effectively defines a transformation be-
tween the two representations [3].

In the adapted notation, circles depict computational objects. Binding objects are
distinguished from computational objects by illustrating them as elongated circles.

Interfaces are illustrated using ‘T’ shapes, attached to a circle to indicate that the
object (depicted by the circle) offers that particular interface. The role of the interface
(producer/consumer, initiator/responder or client/server) is indicated by the direction
and style of an arrow placed near the interface. Bound interfaces are either connected
via an irregularly dashed line (e.g. vidCtrl) or placed head to head (all other bound
interfaces in this snapshot — transVideo, recVideo, transAudio, recAudio, vidReady,
audReady and appControl).
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transmitter device video channel receiver device

Controller

appControl
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microphone : : AudioBinding
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audReady

Microphone

audio channel

Fig. 1. Computational Viewpoint snapshot illustrating the Lip Synchronisation system

The identification policy for objects and interfaces is similar to the approach used
in UML object diagrams, computational objects and interfaces are identified by either
or both of an ‘instance name’ and a ‘template name’ separated by a colon and under-
lined. Where bound interfaces are close together we omit naming both interfaces
separately and distinguish between them using their role. As with the UML object
diagram notation, where appropriate, we need not give both template and instance
name. In this snapshot the two bindings (for audio and video) are labelled with only
the template name, the interfaces are labelled with only an instance name, as is sync-
Controller; other objects are labelled with both template and instance name. Object
templates and interface signatures are specified in detail using a notation based on
UML class diagrams as described in the next subsection.

2.2 Template and Signature Specifications

The snapshot discussed in the previous subsection indicates the kinds of component
needed in order to build the system. The next step is to fully specify those compo-
nents in order to obtain reusable and detailed definitions of the aggregated parts of the
system. From a computational viewpoint, the necessary specifications include the
definition of computational object templates, interface signatures, and the relation-
ships between them.

The UML concept of class has a similarity to the ODP notion of template (and sig-
nature), thus, we define stereotypes of the UML class concept for specifying compo-
nents based on the ODP concepts of: computational viewpoint object templates;
stream, operational and signal binding objects; reactive objects; and stream, opera-
tional and signal interface signatures. This gives us a language and notation suitable
for defining the computational viewpoint of an ODP system, which is (hopefully)
familiar to UML designers; easily used; and provided with tool support from many
standard UML tools.

Fig. 2 defines a template diagram for the instances specified in the computational
snapshot shown in Fig. 1. Both object template and interface signatures are depicted
using the notation for UML classes, distinguished using stereotype labels. To aid the
distinction, computational object and binding object templates are shaded, whereas
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interface signatures are not. The stereotype of interface signatures also distinguishes
between operations, stream and signal signatures.

The relationship between an object template and the interfaces that its instances
may offer is specified using stereotyped UML associations. The stereotype of the
association defines the role in which the object may offer instances of the interface
signature; the association end name gives a navigation name for the object to refer to
the interface. Each interface instance may be offered by only one object; hence the
object end of the association is defined to be an aggregation (using a black diamond).

ingObjectTe

VideoBinding
<<consumer>> <<producer>>
transVideo recVideo
<<StreaminterfaceSignature>>
recVideo <<C ionalObjectTemp vidcl <<SignalinterfaceSignature>>
+video : VideoFlow <<consumer>> VideoWindow VideoWindowControl
transVideo +videoPresent()
<<initiator>> vidCtd
<<producer>> vidReady
<<SignalinterfaceSignature>> .
. " <<initiator>>
[<ComputationalObjectTemplate>> VideoWindowNatification
VideoCamera +videoReady(t:Time)
+videoPresented() vidReady P
p
k<ComputationalObjectTemplate>> - . <& ontroler
Microphone g
‘SpeakerNotification
+audioReady(t:Time) <<responder>>
<<producer>> +audioPresented() appCtrl
audReady <<SignalinterfaceSignature>>
trans/udio <<initiator>> ApplicationControl
<<StreaminterfaceSignature>> +restart()
A <<C¢ ionalObjectTemp
v
+audio : AudioFlow recAudio Speaker
transAudio recAudio
<<consumer>>| l<<producer>>

StreamBindingObjectTemp|
AudioBinding

Fig. 2. Template Diagram for the Lip Synchronisation system

Given this specification, the objects and interfaces from the snapshot diagram are
related to the appropriate template or signature. In our example, the snapshot already
shows the relationship for all of the objects except the syncController, which is in-
stantiated from the SynchronisationController template; the interfaces are instantiated
from the defined signatures with a similar name. The snapshot diagram could be re-
fined to show these relationships but we do not illustrate the refinement here.

2.3 Behaviour

After defining the object templates and the interfaces they may support, it is necessary
to define the behaviour of the objects and the interactions that occur across the inter-
faces. This subsection firstly describes how UML State Diagrams can be adapted to
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specifying behaviour within the computational viewpoint and subsequently illustrates
the technique by defining the behaviour of computational objects instantiated from the
SynchronisationController template (i.e. syncController). It is assumed that the reader
is familiar with standard State Diagrams (or Statecharts [10]).

Normally a State Diagram is associated with a UML class; it is used to specify the
behaviour of objects instantiated from that class. Events that affect the state of the
object and actions caused by the object are related to interactions (i.e. operations)
defined on the class and other classes it is associated with.

In our model for design, interactions are defined on interfaces attached to an ob-
ject, thus we cannot directly reference those interactions from the object. In addition,
a reference to the interaction is not sufficient (on its own) to identify the cause of the
event; an interface signature (and hence the interactions defined in it) may be instanti-
ated multiple times for a single object.

In order to use State Diagrams in the context of our adapted design language, we
associate a State Diagram with a particular computational object template; however,
we have to alter the interpretation of the text specified on transitions.

Normally a transition is labelled with a string that has the following general for-
mat:

<event-signature> ‘[’ <guard > ‘]’ ‘/’<action-expressions>

Where, for standard State Diagrams, event-signature describes an event with its ar-
guments; the guard condition is a Boolean expression written in terms of parameters
of the triggering event and attributes of the object. The action-expressions are exe-
cuted if and when the transition fires. Typically an action expression alters the local
state of an object or causes another event to be fired, possibly by sending a message to
another object.

Our adaptation requires the event-signature to identify the interface from which the
interaction causing the event is received, along with the identifier for the interaction;
guard conditions are interpreted in the standard manner; and action-expressions ei-
ther:

1. Alter the local state of the object;

2. Instantiate interfaces to be offered by the object; or

3. Cause interactions at a specified interface; by identification of an interface and an
interaction available at that interface.

This alteration to the text label of a transition enables State Diagrams to be used in
the context of our adaptation to the UML design language.

Synchronisation Controller

The Synchronisation Controller objects have a complex specification. For a full de-
scription of the algorithm and the way in which it works refer to [4], it is not the pur-
pose of this paper to describe a synchronisation algorithm, we simply use it as an
example. A State Diagram (Fig. 3) is presented that specifies the behaviour.

Note that events are identified by an interface name and name from the signature of
that interface, e.g. appCtrl.restart. Additionally, signals are sent within an
action expression by identifying an interface name and a name from the signature of
that interface, e.g. vidCtrl.videoPresent.
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Fig. 3. State Diagram specification of the Synchronisation Controller’s behaviour

2.4 Environment Contracts — QoS Specification

The previous subsections have defined the structure, templates and functional behav-
iour of the system. We now address the specification of non-functional aspects of the
system by defining some QoS constraints.

The ODP standard defines the concept of an environment contract, which it uses to
describe QoS constraints. This is a contract between an object and its environment,
i.e. all other objects with which it interacts. As interactions occur across interfaces,
environment contacts for an object generally involve one or more interfaces. A QoS
constraint involves two parts:

1. Requirements of the object by the environment, known as obligations; and
2. Requirements of the environment by the object, known as expectations.

The relationship between these two parts states that “provided the expectations are
met (by the environment) the obligations will be met (by the object)”. The expecta-
tions and obligations are expressions that constrain the QoS characteristics of interac-
tions with the object.

There are many possible QoS characteristics that could be constrained. For the
purpose of this paper we look at three stream and time related characteristics — la-
tency, anchored jitter and throughput. Latency is the amount of time between two
events (e.g. time between sending a frame and receiving it); throughput is the rate of
occurrence of events (e.g. the rate of flow of frames); and anchored jitter is a varia-
tion in nominal throughput (e.g. variation in rate of flow of frames).
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There is currently no clear contender for a most commonly used (de facto) QoS
specification language. One that we have found to be most suited to our design ap-
proach, partly due to its association with the Object Constraint Language (OCL) and
UML, is the Component Quality Modelling Language (CQML) [1]. CQML is a lexi-
cal language for QoS specification and has been developed to explicitly include as
many features as possible. We have found the language to be expressive, very useable
and easily adapted to integrate with our other UML based languages used within the
ODP framework. The CQML semantics require that the interaction constrained by a
characteristic must facilitate access to a historical sequence of events. The definition
of quality characteristics, such as latency, throughput and anchored jitter, is ex-
pressed in terms of the history of events (we do not provide the definition of these
characteristics in this paper). Constraints regarding particular characteristics are
formed in CQML by specifying quality statements; these are grouped to form QoS
specifications on particular components as QoS Profiles. A QoS profile includes
statements for both expectations and obligations; each expectation or obligation is an
expression referring to one or more quality statements. The quality statements enable
reuse of QoS specifications across multiple QoS profiles.

A quality statement contains the conjunction of a number of sub expressions that
constrain a variety of quality characteristics. Each quality characteristic is defined by
an OCL expression that (in the case of latency, anchored jitter and throughput) refer-
ences a particular interaction. To enable quality characteristics to be generalised and
reused, they can be defined with specific parameters.

Given a set of pre-defined quality characteristics (throughput, anchoredJitter and
latency) the QoS specifications associated with the Template diagram of Fig. 2 can be
defined. We illustrate this (below) using the VideoBinding component. QoS specifica-
tions for other parts of the system can be found in [2].

Use of CQML, in the context of our model for design, means that QoS profiles are
associated with computational objects (or their templates) and the constrained interac-
tions are identified by reference to an interface and an appropriate interaction. The
requirement to provide event sequences is met by the ‘Event Notification Function’,
defined in the RM-ODP [16], which also requires event histories to be made avail-
able. We alter the standard CQML notation slightly, changing the keywords profile,
uses and provides into QoSProfile, exp: and obl: as we find this allows the expres-
sions to be more easily understood in the context of the ODP framework terminology;
we also do not require profiles to be named.

VideoBinding

The VideoBinding from camera to video window is specified to provide a through
frame rate of no less than 25 fps with a latency of between 40 and 60 milliseconds
(ms) so long as it receives an input frame rate of no less than 25 fps. This is expressed
in CQML as follows:

QosProfile for VideoBinding {
exp: quality {
throughput (1000, transvVideo.video)>=25; };
obl: quality {
throughput (1000, recvideo.video) >=25;
latency (transVideo.video, recVideo.video) .maximum=60;
latency (transvVideo.video, recvideo.video) .minimum=40; }; }
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The above QoS Profile, defined for the VideoBinding template, defines one expec-
tation, that there should be at least 25 events received every second (1000 ms) at the
‘video’ VidowFlow part of the consumer interface transVideo. It also defines that the
binding is obliged to provide at least 25 frames every second (fps) from the Vide-
oFlow (named ‘video’) part of the Videolnterface signature (recVideo) supported by
the binding in the role of a producer. Additionally there are constraints between con-
sumer and producer VideoFlows that specify the maximum and minimum latency that
should occur for a frame passing through the binding.

The particular VideoFlow interactions, on which the constraints are placed, are
navigated to using the association end names of the associations relating object tem-
plates to interface signatures.

3 Translation to Timed Automata

To verify that the constraints defined by the QoS specifications are met by the func-
tional behaviour, for a particular configuration of system components, we create a
network of parallel timed automata. It is intended that the TA network be automati-
cally generated by transforming the information contained in the design specification.
There are three aspects to this transformation:

1. State Diagrams are mapped to hierarchical timed automata [8] which can be flat-
tened for input to UPPAAL using the method described in [8].

2. The parameters of the QoS constraints are used as arguments to TA templates that
model the appropriate QoS characteristic.

3. A snapshot configuration diagram is used to appropriately connect the set of TAs,
produced by the first two steps, into a single network.

This gives a network of TA that model the whole system, plus the environment in
which the system is supposed to execute. There are three different sets of automata
arising from the transformation:

1. Func - Automata modelling the functional behaviour of objects.

2. Obl - Automata modelling the obligation QoS statements, which observe the out-
puts of objects.

3. Exp - Automata modelling the expectation QoS statements, which provide inputs
to objects from the environment.

The behaviour of the original specification (i.e. the one containing the functional
description together with CQML statements of QoS) is now represented by the paral-
lel composition of these three sets of automata:

Func || Obl || Exp

This TA network is entered into the UPPAAL model checking tool [13], which is
subsequently used to check for deadlock in the system. Formally, there are six situa-
tions which could cause deadlock: internal deadlock in an automaton from any of the
three sets; and deadlock due to a missed synchronisation between a pair of automata
each from any pair of the three sets:

a) Deadlock in a functional behaviour automaton (Func): occurs if the functional
behaviour is badly designed and causes a deadlock.
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b) Deadlock in one of the QoS obligation automata (Obl): indicates that the func-
tional behaviour does not meet the QoS obligation; occurs if the automaton has
entered a state that indicates a QoS violation. The QoS obligation automata are
designed with specific deadlock states to indicate that the QoS constraints they
represent have been violated.

¢) Deadlock in one of the QoS expectation automata (Exp): will never occur.

d) Synchronisation deadlock between automata from Func and Obl: will never occur,
the Obl automata will enter a specific deadlock state if they can’t synchronise on
an output event from a Func automata.

e) Synchronisation deadlock between automata from Exp and Func: indicates that
the functional behaviour is expecting a different QoS to that provided by the
automata from Exp.

f) Synchronisation deadlock between automata from Exp and Obl: will never occur,
automata from these sets never synchronise on common events.

In short, a deadlock is due either to an internal problem of the functional behaviour
of a computational object; or due to the computational object not interacting with its
environment in the manner specified by the obliged or expected QoS.

The position of the deadlock can be fed back to the designer (see example below),
indicating which QoS constraint has not been met by the system, or that the functional
behaviour has deadlocked. This is illustrated in section 4 by analysis of our example
system. Before we discuss the analysis, the following subsections describe the manner
in which we have modelled the three QoS characteristics — latency, throughput and
jitter — using Timed Automata. These automata are instantiated by giving values to
their parameters, taken from the CQML specifications.

3.1 Throughput and Anchored Jitter

The characteristic of throughput is easily modelled as a continuous source of events;
however, due to the properties of anchored jitter, it is unnecessary to separately model
the two characteristics and we can define a single TA that models both. Anchored
jitter is defined as a variation in throughput; the variation does not change the overall
throughput rate (this would be non-anchored jitter), it simply means that given the
expected time for arrival of an event, the event might arrive one or other side of this
time. The expected arrival times of following events are not affected by the actual
arrival time of events (as is the case with non-anchored jitter). Thus, the specification
of anchored jitter is tied to the specification of a particular throughput (which gives
the expected arrival times) and hence it is more efficient to model the two characteris-
tics as a single automaton template.

L— RATE

!
t:—MIN, data:—0

©

1 <=MIN+MAX

Fig. 4. Expectation Anchored Jitter and Throughput
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RateTooFast

t «=MIN+MAK

Fig. 5. Obligation Anchored Jitter and Throughput

A QoS expectation relating to throughput and anchored jitter can be encoded as the
TA illustrated in Fig. 4. The automaton offers output events at a regular rate with an
inter-event gap of ‘RATE’ (inverse of throughput) with an anchored jitter of between
‘MAX’ and ‘MIN’ above and below the value ‘RATE’. The variable ‘data’ models a
parameter value carried by the output event, for example a frame count, or as in the
case of the lip sync example can hold a timestamp for the time the event (frame or
packet) is created.

A pair of CQML quality statements defining the throughput and anchored jitter at a
particular interface map to the parameter values of this automaton as follows:

For the quality statements:

quality {
throughput >= X;
anchoredJitter <= Y; 1}

The parameters RATE, MIN and MAX would be defined as:

RATE = 1 / X
MIN = MAX = Y

Note: The automaton models throughput using a fixed (through jittery) inter-arrival
rate. As such it does not truly model the throughput characteristic used in the QoS
specification of the example, which specifies a constraint on the total number of
frames arriving within a specified time (i.e. 1000 milliseconds). Strictly speaking this
TA is modelling the quality statement:

quality {

minimum inter_ arrival_time = 1/X;
anchoredJitter <= Y; }

Similarly, the TA shown in Fig. 5 assures a QoS obligation involving throughput
and jitter. Note the important difference between the obliged and expected versions of
this automaton. The obliged version is acting as an observer of offered outputs and
does not force an output to occur.

The automaton will deadlock in state ‘RateTooFast’ if an output is offered too
early; i.e. before time ‘RATE-MIN’ after the last output. Similarly it will deadlock in
state ‘RateTooSlow’ if an output is offered too late; i.e. after time ‘RATE+MAX’
after the last output.

3.2 Latency

The QoS characteristic latency is defined as “the time that elapses between a stimulus
and the response to it”, i.e. latency is the relationship between the time one event
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occurs and the time that an associated second event occurs. To model this using timed
automaton, it is necessary to be able to record the entry time for every stimulus event
that is passing through the component by a clock. We can use each such clock to
measure the time between stimulus and response. Since, the UPPAAL model of TA
can only accept finite number of clocks, we must calculate how many are needed.
Given only a latency specification, it is not possible to determine how many clocks
are needed (i.e. how many events to track at any one time) and it would seem that a
language allowing only a fixed number of clocks would not enable us to model this
characteristic. However, no event will be generated (and need to be tracked) if the rate
of generation of stimulus events is zero, i.e. without a throughput there is no need to
check for latency. Therefore, if we have a defined throughput, or at least a defined
minimum inter arrival time, it is possible to calculate how many clocks are required.
We calculate this value, called SIZE, as follows:

SIZE = latency * minimum inter arrival time

To model this as a Timed Automaton, we use a circular buffer of SIZE number of
clocks to record the stimulus event times. The next available clock is reset when a
stimulus event occurs and the time value of the clock is compared with the required
latency when the corresponding response event occurs. If an attempt is made to reuse
a clock before it has been checked (by response event occurrence) then essentially the
buffer is too small. However, assuming that events do not arrive quicker than the
minimum arrival rate, if the latency we are checking against is met by every event, the
above calculation of SIZE ensures that the buffer is not too small; hence, buffer over-
flow indicates that latency has not been met. If, at any point in time the number of
stimulus events passes SIZE, then the actual latency of some preceding event must
have exceeded the value of latency against which we are checking.

The automaton template in Fig. 6 models this; the variable ¢ is an array of clocks, v
is an array of corresponding (frame or packet) identifiers, eid gives an index into
arrays based on the identity of the arriving frame/packet, latency is a constant holding
the value of latency to check, start and check are the stimulus and response channels
and sz_id and ch_id carry the identity of the frame/packet represented by the stimulus
and response channels.

4 Performance Analysis

This section first describes the result of verifying our illustrative example, followed
by a description of a technique to present back to a designer, in the context of the
original design language, a trace originally produced by UPPAAL in terms of the
generated automata.

4.1 Verification of the Example

As discussed above, the UPPAAL verifier is used to check the model against a query
stating that there are no deadlocks for all time: A[] not deadlock

For our example, the UPPAAL verifier indicates that there is a deadlock; its cause
is that the QoS specified for the video window is not met by its behaviour, i.e. situa-
tion (b) of those described in section 3. UPPAAL provides a trace of Automata events
that lead to the deadlock situation; these events are succinctly described as follows:
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QueueTooSmall
v[eid]!=ch_id
eid:=st_id-((st_id/SIZE)*SIZE) eid:=ch_id-((ch_id/SIZE)*SIZE) .
C start? @ check? c t[eid]>latency {)
LatencyFailed
tleid]:=0, v[eid]:=st_id tleid]<=latency, v[eid]==ch_id

Fig. 6. An Automaton Template for Latency Obligation

1. The first video frame arrives at the video window, i.e. at a time 50ms after being
generated.

2. The videoReady and videoPresent signals both happen with no (significant) time
delay, also at time 50.

3. The video window completes presentation with no delay and the videoPresented
signal is output immediately, i.e. at time 50.

4. The second frame arrives late at the video window, i.e. at a time 59ms after being
generated, i.e. 49ms after the first was received and 99ms after the first was gen-
erated.

5. The videoReady and videoPresent signals occur immediately, i.e. at time 99 (rela-
tive to first frame generation).

6. The video window takes anything longer than 1ms to present the frame and the
videoPresented signal is output at a time > 100ms (relative to first frame genera-
tion). This is >50ms since the last videoPresented signal, and does not meet the
obliged anchoredlJitter QoS constraint on the video window.

7. Analysis of this trace determines that the QoS specified for the video window
constrains it to take at most Sms to present a frame. Thus if this varies between
Oms and 5ms, on top of the expected 10ms jitter as input, it follows that the output
will vary by more than 10ms. The situation could be aggravated further if the syn-
chronisation algorithm delays the videoPresent signal by (the possible) Sms
within this scenario.

After analysing the scenario, the designer can determine a solution to the problem
and alter the system design in order to remedy the problem. For instance, possible
options to solve the problem detected in our example system are as follows:

1. Allow more jitter on the output of the video window,

2. Fix the time taken to present a frame — may not be possible if it is a hardware con-
straint,

3. Add a buffer on the video stream to reduce the input jitter.

For example, we could implement options 2 and 3. To do so we could a fix time
for video frames to be presented, i.e. specify a fixed latency between signals video-
Present and videoPresented; and state that the anchored jitter on the output rate must
be less than 15ms rather than 10 ms. These changes ensure that the jitter on frames
being presented will be the same as the jitter on the signals instructing frames to be
presented (coming out for the controller) and that the controller is free to add up to an
extra Sms of jitter on top of the possible 10ms caused by transmission over the bind-
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ing. The changes to the specification are localised to the QoS profile for the video
window, which is altered to that shown below. Using this, the resulting system is now
free from this deadlock; absence of all such deadlocks indicates that the functional
behaviour is consistent with the QoS specification.

QosProfile for VideoWindow {

exp: quality {
throughput (1000, recvideo.video) >= 25; };

obl: quality {
throughput (1000, vidReady.videoPresented) >=25;
latency (recvVideo.video, vidReady.videoReady)=0;
latency (recVideo.video,vidReady.videoPresented) <=10;
latency (vidCtrl.videoPresent,

vidReady.videoPresented)=5;

anchoredJitter (vidReady.videoPresented) < 15; }; 1}

4.2 Feedback of Results

A weakness of model checking TA in the context of higher level languages, such as
the UML, is that the output of model checking tools is a trace in the formal language
of the model checker. For example, the trace output from the above example defines a
sequence of events and transitions on TA with the time that they occur or were taken.
A trace in this form is of little use to a designer working in the UML/OCL context
who is not familiar with the level of formality provided by TA; the designer did not
specify the system in TA. To overcome this we must be able to give feedback to the
designer using the language in which he has designed the system.

Table 1 shows a trace of transitions (derived from UPPAAL) and the time at which
the transitions are taken, for the situation leading to deadlock described in the previ-
ous sub-section. Synchronised transitions are shown as a pair in the same row of the
table. A two-part label identifies the transitions. The first part is the instance name of
the TA template in which the transition is defined; the second part, in UPPAAL is a
number identifying a particular transition, we have replaced this with the name of
either ‘internal’ if there is no synchronisation, or the parameter name (specified in the
template) for the channel on which the synchronisation is defined.

The ODP computational viewpoint semantics defines inter-object communication
to be in the form of signals. Our translation approach maps communication signals
between objects to synchronisation events in a TA model and primitive bindings be-
tween interfaces map to the synchronisation channels in UPPAAL; thus the trace of
events given by UPPAAL can be transformed back into a trace of inter-object com-
munications (across interfaces) within the domain of the original (designers) language
of the computational viewpoint. The original snapshot diagram that defines the con-
figuration of system components can be used as a vehicle to illustrate back to the
designer the problematic trace.

Table 1 shows some of the transitions highlighted by a darker background. These
are the synchronised transitions that map to communication between objects; the other
transitions are internal to an object (as indicated) or relate to internal communication
between the audio and video parts of the synchronisation controller. These shaded
transitions can be illustrated by a series of computational viewpoint snapshots, which
we show in Fig. 7. This transformation appears to be automatable, and ongoing work
is investigating implementation of an automatic transformer.
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Table 1. UPPAAL Trace of transitions leading to deadlock

Time Transition(s)

50 (videoSource.out, vidWin.videoln)

50 (audioSource.out, speaker.audioln)

50 (vidWin.videoReady, split.in)

50 (speaker.audioReady, synchController_Audio.audioReady)

50 (synchController.internal)

50 (split.out1, synchController_Video.vidReady)

50 (synchController_Video.internal)

50 (synchController_Video.internal)

50 (synchController_Video.internal)

50 (synchController_Video.vidPresent, vidWin.videoPresent)

50 (synchController_Video.internal)

50 (split.out2, synchController_Audio.vidReady)

50 (vidWin.videoPresented, vidOutput.in)

50 (synchController_Video.internal)

51 (synchController_Video.internal)

78 (synchController_Video.internal)

79 (vidOutput.internal)

79 (vidSource.internal)

79 (synchController_Video.internal)

80 (synchController_Video.internal)

81 (synchController_Video.internal)

82 (synchController_Video.internal)

83 (synchController_Video.internal)

84 (synchController_Video.internal)

84 (synchController_Video.internal)

99 (videoSource.out, vidWin.videoln)

99 (vidWin.videoReady, split.in)

99 (split.out1, synchController_Video.vidReady)

99 (synchController_Video.internal)

99 (synchController_Video.internal)

99 (synchController_Video.internal)

99 (synchController_Video.vidPresent, vidWin.videoPresent)

99 (synchController_Video.internal)

99 (split.out2, synchController_Audio.vidReady)

100 (synchController_Video.internal)

101 (synchController_Video.internal)

102 (synchController_Video.internal)

103 (synchController_Video.internal)

104 (vidWin.videoPresented, vidOutput.in)
deadlock| in state vidOutput.RateTooSlow

5 Conclusion

Our verification technique builds on previous works that propose the use of Timed
Automata for modelling QoS and Statechart based behaviour specifications. [12]
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maps UML state machines into UPPAAL as does [9]; either of these techniques
would compliment our work, and give us mechanisms to transform the state diagram
based functional behaviour into UPPAAL timed automata. A group at Lancaster have
made significant use of timed automata for modelling distributed and multimedia
systems: [5] discusses the use of temporal logic and timed automata for modelling
such systems in a multi-paradigm approach and in [11] they specify systems directly
in TA and map these to Java-beans to provide prototype implementations of the speci-
fied systems. The work of [7] shows ways to model QoS using timed automata and
we have made use of that work to compliment our own.

6: videoPresented

1: videoPresented §

1: video S: videoPresent
= N

1: video 3: videoPresent
___________ \

W WA W

3: vldcuRczld)\'\l 2: \'1d=oR=Jd)\'\4

\¢ X X

2: audio
nd 4: audioReady

L

(a) at time 50 (b) at time 99 (c) at time 104

Fig. 7. Series of snapshots leading to deadlock / invalid QoS

There are two aspects to the work presented in this paper, the approach taken for
designing distributed systems and the technique for verifying the QoS of the system.

Structurally, the proposed design languages enable the definition of all structural
components from the computational viewpoint; to form a complete system specifica-
tion it is necessary to provide specifications from the other four ODP viewpoints; this
is left as future work.

Of course there are some limitations to the approach. For example, the specifica-
tion of QoS is limited by the nature of the language chosen to express it, CQML. The
primary limitation we discovered with this language, is that in the context of a compu-
tational object we use it to define constraints on interactions at each interface sup-
ported by an object; if an object supports an interface signature multiple times, there
is no means in CQML to quantify over the collection of interfaces; we believe that
CQML could be extended to enable such quantifications.

Future plans include provision of a design tool that incorporates our design lan-
guages and facilities to perform the verification and feed back of results. Additionally
we are looking at techniques for inferring QoS constraints across interface bindings
and through an objects functional behaviour. It is expected that this will enable us to
analyse individual components of a particular configuration, separately - deducing
similar results as if we had analysed the complete configuration. This should aid us in
avoiding the huge state explosion problems we would get by attempting to model
check large timed automata networks.
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